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Abstract

The increasing collection and use of sensitive personal data raises important privacy
concerns. Another concern arising from the use of data in empirical sciences is
the danger of producing results that are not statistically valid due to failing to
account for the influence of previous exploration of the data. This thesis studies

formalisations of these issues and the relationship between them.

e We give an alternative definition of differential privacy, which is a formal
privacy standard for protecting sensitive data. Our definition strikes a balance
between the mathematical elegance of so-called pure differential privacy and

the power of approximate differential privacy.

e We prove tighter upper and lower bounds for differential privacy. Namely,
we bound the minimum size of a dataset that permits accurately answering
simple “one-way marginal” queries subject to differential privacy. Our bounds

are tight up to constant or loglog factors.

e We show fundamental limits for privacy by exhibiting a privacy attack that,
given the aggregate statistics of a suitable dataset and the data of an individual,
can determine whether or not the individual’s data is part of the dataset. Our

attack is particularly applicable to genetic data and is robust to errors in
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the aggregate statistics. This attack is very similar to our lower bounds for
differential privacy and demonstrates that differential privacy achieves the

fundamental limit of privacy in this setting.

o We simplify, tighten, and extend the connection between differential privacy
and generalisation established by Dwork et al. (STOC 2015). In particular,
when data is analysed adaptively — that is, multiple analyses are performed
and each may depend on the outcome of previous analyses — differentially
private algorithms produce statistically valid results in the setting where the
data is a sample from some larger population. Our results establish the tight

connection between differential privacy and generalisation.

e We prove lower bounds in the adaptive data analysis setting that nearly
match the upper bounds given by differential privacy. Namely, we show that,
given n samples from an unknown distribution, we cannot answer more than
O(n?) adaptive statistical queries about that distribution while guaranteeing

statistical accuracy.

e We show that adaptivity also poses a problem in differential privacy. We show
that, for certain classes of queries, it is much harder to answer queries in a
differentially private manner if the queries are posed adaptively than if the

queries are provided all at once.

All of our results rely on understanding the information-theoretic relationship be-
tween the input and output of a randomised algorithm. The criterion for protecting
privacy or ensuring generalisation is that changing a single input point of the data

analysis algorithm does not affect the output “too much” in a probabilistic sense.
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Chapter 1

Introduction

It is becoming increasingly easy to collect, store, and process large amounts of data,
which can be extremely useful for science, government, and industry. However,
using this data also presents challenges. In particular, much of this data is sensitive
and cannot be made public without imperiling the privacy of the individuals it
pertains to. Furthermore, a major concern in empirical sciences is the possibility
of overfitting data and reaching conclusions that do not generalise to the larger
population from which the data was drawn. This problem is exacerbated by
adaptivity — that is, when an analysis of a dataset incorporates information from
prior examination of the same data (such as through model selection). These two
related issues are the focus of this thesis.

We study formalisations of these issues in the form of differential privacy and
the statistical query model respectively. In both cases, the question boils down to
understanding the relationship between the input and output of a randomised
algorithm. Namely, we must understand how much “information” about the input
is revealed by the output. Any useful algorithm must reveal some information about

its input, but to preserve privacy and prevent overfitting the revealed information



must be controlled. In particular, we wish to protect “local” information about
individuals or that is specific to the sample, while permitting the release of “global”

properties of the input data or source population.

1.1 Differential Privacy

As more and more sensitive data is being collected about individuals, a big challenge
is releasing useful information about this data in a way that does not compromise
the privacy of the individuals concerned. Many ad hoc techniques have been used
to “de-identify” data on a record-by-record basis before public release. However,
these methods have suffered numerous failures; researchers have “re-identified” in-
formation about individuals [ , , , ] by linking the sensitive
data to public records or other data that overlaps with the released information.
These failures led to the development of differential privacy | , I
Differential privacy applies ideas developed in the cryptography community to the
problem of privacy-preserving data analysis and provides a rigorous and quantitative
theory in which to study the problem. In the decade since its inception, differential
privacy has developed a rich literature and this thesis makes several contributions

thereto.

1.1.1 Background

We first discuss how privacy is formalised by differential privacy. When releasing
information about a sensitive dataset, our ideal privacy criterion is that anything
that can be learnt about an individual from the released information, can be learnt without
that individual’s data being included. This does not ensure that nothing about an

individual can be learnt from the released information. For example, revealing that
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smoking and lung cancer are strongly correlated reveals sensitive information about
an individual if that individual is known to smoke; however, this correlation can be
learnt without the use of the data of that individual, so we do not consider it to be a
privacy violation.

If we require that no information about any individual is revealed, we cannot
release any useful information. Thus, to permit the release of useful information,
the privacy criterion must be quantitatively relaxed to allow the revelation of small
amount of information about each individual. Differential privacy is a formal
quantification of this relaxed criterion.

Differential privacy is a property of a randomised procedure or mechanism M
that takes a sensitive dataset x as input and releases the output M (x).! We compare
the output distribution M (x) with a hypothetical output distribution M (x’) in
which the input x is changed to x” by removing, adding, or modifying the data of a
single individual. The requirement of differential privacy is that M (x) should be
indistinguishable from M (x’) for any inputs x and x’ differing only on the data of

a single individual:

Definition 1.1.1 (Differential Privacy [ , 1). A mechanism M satisfies
(¢, 0)-differential privacy if, for all datasets x and x' differing only on the data of a single

individual and every potential set of outcomes S,
P[M(x) €S| <e-P[M(x) €S|+ (1.1)

The special case where 6 = 0 is called pure differential privacy, in which case we refer to
e-differential privacy, instead of (e, 0)-differential privacy. The case where 6 > 0 is called

approximate differential privacy.

!We emphasise that differential privacy is a property of the mechanism releasing the information,
not simply of the output.



Setting the parameters ¢ = § = 0 corresponds to revealing no information (M (x)
and M (x’) are identically distributed), whereas setting ¢ > 0 or 6 > 0 permits
revealing some information about individuals.? The definition of differential privacy
(1.1) is inherently probabilistic; as in cryptographic definitions, randomness is
necessary to “obscure” or “hide” the individual information. Thus any non-trivial
differentially private release of information requires randomisation.

Differential privacy is a very “robust” definition, as we would expect of a
meaningful privacy guarantee. Namely it satisfies the following properties, which,

for simplicity, we only state for pure differential privacy here.

e Postprocessing: If information is released in a differentially private manner,
then additional analysis of that released information — including combining
it with information from other sources — will not weaken the differential

privacy guarantee.

e Composition: If one individual’s data is used in multiple independent releases,
then the combination of these releases satisfies differential privacy, as long as
each release satisfies differential privacy on its own. However, the quantitative
privacy guarantee degrades: if each release satisfies e-differential privacy, then

combining k such releases satisfies ke-differential privacy.

e Group privacy: If information is shared by several individuals (such as relatives),
differential privacy still protects this information. As for composition, the
privacy guarantee degrades with the number of individuals we wish to protect

simultaneously. That is, if x differs from x” on the data of at most k individuals

2The parameter ¢ (sometimes called the privacy loss bound) is usually thought of as a small
constant no larger than 1, whereas ¢ is usually much smaller (no larger than 107, as 6 bounds the
probability of a potential catastrophic failure).



and M satisfies e-differential privacy, then P [M(x) € S] < - P [M(x') € §]

for all possible sets of outcomes S.

Arguably, composition is the signature property of differential privacy. Composition
permits viewing differentially private analyses as part of a larger system. Indeed,
analysis of private data does not occur in a vacuum — a single individual’s data
will be used multiple times over their lifetime. As such, it is vital to understand
the risk to privacy posed by the accumulated information released by independent
analyses. Furthermore, simple mechanisms can be composed to perform more
complex analytical tasks.

Perhaps the most surprising feature of differential privacy is that, despite its
strength as a privacy protection, it is amenable to meaningful data analysis. An
extensive literature has been developed showing that a wide range of useful analyses
can be carried out subject to differential privacy and its variants. (See the textbook

on the subject [ 1)

1.1.2 Contributions
Concentrated Differential Privacy (§2, [ D

The original definition of differential privacy (Definition 1.1.1) has withstood a
decade of scrutiny; subsequent research has (generally) validated it as the appropri-
ate formalisation of privacy protection. However, there remains room to tweak the
definition slightly to obtain better results. In particular, the aforementioned com-
position property becomes more complex in the setting of approximate differential
privacy.

A key result in differential privacy is the so-called advanced composition theorem

[ |: Suppose k differentially private analyses My, - - -, My are applied to the



same dataset, where each M, is (¢;, d;)-differentially private. Then the combination

of these analyses satisfies (¢, 6’ 4+ }; §)-differential privacy for any ¢’ > 0 and

1
€= Ezl:sf + \/210g(1/5’) ;sf

This is a very powerful result, which is used widely in the literature to obtain near-

optimal results. However, it is not a tight result and, in practice, obtaining a sharper
understanding of how differential privacy composes is critical. Unfortunately,
the tightest composition bound is unwieldy and is #P-hard to compute exactly
[ p ]. Approximate differential privacy can be mathematically inelegant.
Pure differential privacy, on the other hand, has very elegant composition properties,
but is a less practical and more restrictive definition.

Our work combines the mathematical elegance of pure differential privacy with
the power of approximate differential privacy. For this, we consider an alternative
definition of differential privacy, namely concentrated differential privacy, which was
tirst defined by Dwork and Rothblum [ ]. We present an alternative formulation
of the concept of concentrated differential privacy in terms of the Rényi divergence
between the distributions obtained by running an algorithm on neighboring inputs.

Using our reformulated definition of concentrated differential privacy, we prove
sharper quantitative results, establish lower bounds, and raise a few new questions.
In particular, we are able to show (with some caveats) that any mechanism satisfying
concentrated differential privacy can be converted into a mechanism satisfying pure
differential privacy with only a quadratic blowup in sample complexity. Our lower
bounds demonstrate sharp limits on the power of concentrated differential privacy.
Specifically, concentrated differential privacy is susceptible to so-called packing
lower bounds | ], which are often “too pessimistic.” To circumvent these

lower bounds and also unify concentrated differential privacy with approximate



differential privacy, we give an appropriate definition of “approximate concentrated

differential privacy.”

Tighter Upper and Lower Bounds for Differential Privacy (§4, [ D

A natural way to measure the tradeoff between privacy and utility is sample com-
plexity—the minimum number of records n that is sufficient in order to publicly
release an accurate approximation to a given set of statistics about the dataset, while
satisfying differential privacy. Intuitively, it’s easier to achieve these two goals when
n is large, as each individual’s data will have only a small influence on the aggregate
statistics of interest. Conversely, the sample complexity n should increase as € and J
decrease (which strengthens the privacy guarantee).

The sample complexity of achieving pure differential privacy is well-understood
for many settings (e.g. [ ). The more general case of approximate differential
privacy is less well understood. However, for the interesting special case of one-way
marginals we are able to provide bounds that are tight up to constant (or, in some
cases, loglog) factors for almost all choices of parameters.

Specifically, we consider algorithms that compute an extremely simple and
fundamental family of queries, namely the one-way marginals of the dataset. For
a dataset x € {£1}"*%, the d one-way marginals are simply the mean of the bits
in each of the d columns: X := 2 Y7  x; € [£1]%, where x; € {£1}? is the i-th
element or row of x. A mechanism M is accurate if, on input x, its output is close
to X. Accuracy may be measured in a worst-case sense—i.e. |[M(x) —X||, < «,
meaning every one-way marginal is answered with accuracy a—or in an average-case
sense—i.e. || M(x) —X||; < ad, meaning the marginals are answered with average

accuracy «.

Some of the earliest results in differential privacy |[ , , ,



] give a simple (g, ¢)-differentially private algorithm—the Laplace mecha-

nism—that computes the one-way marginals of x € {+1}"*? with average error a

as long as
n>0 <min {—leog(l/‘s),i}) . (1.2)
en en
The previous best lower bounds are n > Q(d/ea) [ ] for pure differential

privacy and n > Q(v/d/ea) for approximate differential privacy with & = o(1/n)
[ ]. We prove an optimal lower bound that combines the previous lower

bounds:

Theorem 1.1.2 (Main Theorem). For every ¢,6,a € (0,0.1) and n,d € N the fol-
lowing holds. Let M : {£1}Y"4 — [+1] be (e, o)-differentially private. Suppose
ﬁ [IM(x) —%||1] < ad for all x € {£1}¥4, Ife=2/5 < § < ¢/ (250n)"1,, then

"o 0 («/dlog(l/é)) |

&N

Although there has been a long line of work developing methods to prove lower
bounds in differential privacy (see [ , , , , , ,
] for a representative, but not exhaustive, sample), our result is the first to
show that the sample complexity must grow by a multiplicative factor of 1/log(1/6).
The proof of our lower bound draws techniques from the literature on finger-
printing codes [ , ] (which are a recurring theme in this thesis). The key to
the proof is showing that the output of any accurate mechanism must have high
“correlation” with its input for a suitably-chosen random input. On the other hand
differential privacy implies that the correlation between the input and output must
be small. Balancing these conflicting constraints yields the lower bound.
Our lower bound holds for mechanisms that bound the average error over

the queries (we denote this as Lj error). Thus, it also holds for algorithms that



bound the maximum error over the queries (we denote this as L« error). The
Laplace mechanism gives a matching upper bound for average error. In many
cases bounds on the maximum error are preferable. For maximum error, the sample
complexity of the best previous mechanisms degrades by an additional polylog(d)

factor compared to (1.2): n > O (min{ v dlog(sllx/(s) logd, dlff d })

Surprisingly, this degradation is not necessary. We present algorithms that

answer every one-way marginal with « accuracy and improve on the sample com-
plexity of the Laplace mechanism by a factor of (logd)®!). Namely we obtain

sample complexity

Ex 123

These algorithms demonstrate that the widely used technique of adding independent
noise to each query is suboptimal when the goal is to achieve worst-case error

guarantees.

Privacy Attacks (§5, [ D

An important aspect of motivating differential privacy research is demonstrating
that the definition is not “too restrictive.” That is, we must argue that we cannot
achieve better utility using different techniques whilst providing “adequate” privacy
protections. One concrete way to demonstrate this is to show that lower bounds for
differential privacy are in fact lower bounds for any reasonable notion of privacy.
In other words, we would like to demonstrate that lower bounds for differential
privacy in fact correspond to practical privacy attacks.

A privacy attack takes seemingly innocuous released information and uses it
to reveal the private details of individuals. Thus constructing a privacy attack

demonstrates that releasing such information compromises privacy; a privacy attack



rules out any “reasonable” notion of privacy (not just differential privacy).

We show that the aforementioned differential privacy lower bounds for one-way
marginals do correspond to a simple privacy attack. Namely we construct a simple
tracing attack: Given a collection of (approximate) summary statistics about a dataset,
the precise data of a single target individual, and a small amount of auxiliary
information, the attack can determine whether or not the target is a member of the
dataset.

Such a tracing attack is a concern in many natural situations where membership
in the dataset is considered sensitive. For example, in a genome-wide association
study, the dataset contains genomic information about a case group of individuals
with a specific medical diagnosis and the released summary statistics are SNP allele
frequencies (i.e. one-way marginals). In this scenario, tracing would compromise
privacy by revealing the medical diagnosis of the target. Homer et al. [ ] sur-
prised the genomics research community by demonstrating that tracing is possible
if exact summary statistics are released.

We show that one can perform a tracing attack even when the one-way marginals
are considerably distorted before being released. The parameter regime where
our attack becomes feasible is close to the setting where is becomes possible to
use differential privacy to provably foil such an attack. Thus our privacy attack
shows that differential privacy is not too restrictive in the one-way marginals setting
— releasing more one-way marginals than is possible under differential privacy
necessarily compromises privacy by permitting our tracing attack.

The analysis of our tracing attack can be viewed as extending the analysis of
tingerprinting codes, which are used in lower bounds for differential privacy in
Chapter 4. In particular, we show that fingerprinting codes “arise naturally” and do

not need to be specially constructed. Cryptographic constructions of fingerprinting
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codes may choose a specific data distribution, whereas our attack is intended to be
applicable to real-world data where the data distribution may even be unknown.
This necessitates a different and more general analysis.

The analysis of our attack requires assuming that the data is drawn from some
unknown product distribution and an independent sample from that distribution is
provided as auxiliary information. Furthermore, we assume that the mechanism
releasing the distorted one-way marginals faces significant uncertainty about this
unknown distribution. (Otherwise, knowledge of the distribution from which
the data is drawn can be used to foil a tracing attack.) This uncertainty about
the distribution is modelled by a “meta distribution.” Our analysis works for a
large, natural class of meta distributions, rather than a single distribution. These
assumptions are considerably weaker than previous analyses of fingerprinting

codes.

1.2 Adaptivity and Generalisation

Data is used to perform statistical analyses or train a machine learning algorithms.
However, the object of interest when doing so is not the data itself, rather the
goal of statistical inference or learning is to understand the population from which
that data was collected. That is, we usually assume that there is some unknown
probability distribution representing the “ground truth” and the data consists of
independent samples from that distribution and the objective of data analysis is
to draw conclusions about the unknown probability distribution from the known
data. Overfitting occurs when data analysis produces a conclusion that accurately
represents the data, but fails to reflect the true population, in which case we say

that the conclusion does not generalise.
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A major concern in empirical sciences and machine learning is preventing
overfitting [ , ]. However, most techniques for ensuring generalisation
(e.g. [ , ] are predicated on the assumption that the data analysis occurs all
at once. In particular, it is difficult to handle adaptive data analysis in which there are
multiple rounds of data analysis where each round is informed by the conclusions
of previous rounds. For example, if the same dataset is used to select a model and
then fit that model, then standard hypothesis techniques do not accurately reflect
how well that model fits the population. Likewise, the choice of hyperparameters
(such as regularization weights) can cause overfitting if the same dataset is used at
multiple stages in the model fitting process.

A recent line of work [ , , et sequalae] has provided a model in
which to study the problem of ensuring generalisation in adaptive data analysis
and revealed a deep connection to differential privacy. This thesis contributes to
both sides of this connection; we provide tighter results showing how differential
privacy prevents overfitting and strengthen impossibility results for adaptive data

analysis building on techniques used for proving differential privacy lower bounds.

1.2.1 Background

Following Dwork et al. [ ] and Hardt and Ullman | ], we study adap-
tive data analysis in the statistical query model: There is a population P which is
probability distribution on some data universe X and an analyst A who wishes to
study the population. The analyst passes queries to a mechanism M, which must
provide answers to those queries. The analyst specifies queries one-by-one and each
query may depend on the answers returned for previous queries. The mechanism is
given n independent samples x from the population, but otherwise knows nothing

about the population. The mechanism must ensure that all the answers it returns are
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accurate with high probability. For this to be possible, how large does the sample
size n need to be as a function of the type and number of queries and the desired
accuracy guarantee?

For simplicity, consider the case where the analyst asks k statistical queries. That
is, the analyst specifies predicates g1, - - , g : X — [0,1] and the answers ay, - - - , 4y
are considered accurate if |2; — ZPP [9i(z)] | < a for all j. In the non-adaptive setting
(where the queries are specified all at once and cannot depend on previous answers)
we can simply use empirical answers — that is, a; = % i1 qj(x;) — and the sample
complexity is n = O(log(k)/«?) by a Chernoff-Hoeffding bound combined with
the union bound. However, this approach does not work if the queries may be
adaptive: Using only k = O(n) queries, the analyst can discern the sample x.> Once
the analyst knows the sample, it can formulate a query g that evaluates to 1 on the
sample points and 0 elsewhere. This demonstrates that the problem is nontrivial.

A simple and well-known approach is sample splitting: The sample x is split into
k subsamples and each query is evaluated on a “fresh” subsample. Unfortunately,

this requires high sample complexity, namely n = @(k / 0(2).

1.2.2 Contributions
Improved Upper Bounds (§3, [ D

Dwork et al. [ ] gave the first improved upper bounds for adaptive data
analysis. They showed that, if the mechanism M satisfies differential privacy and is
empirically accurate (that is, the answers are accurate with respect to the sample

x, but not necessarily with respect to the population P), then the mechanism is

3Uniformly random queries suffice to approximately discern the sample. If answers are returned

with arbitrary precision and X C IN, then the entire sample can be revealed with a single query:
X

glx) = n*.
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accurate with respect to the population. In other words, they showed that differential
privacy ensures generalisation. Applying this connection to known differentially
private algorithms (namely, the Laplace or Gaussian mechanism), they obtain sample
complexity n = ©(vk/a?5) for k statistical queries with accuracy «.

We give a simpler proof of the reduction of Dwork et al., which also achieves
better parameters and applies to more general families of queries. In particular, for
k low-sensitivity queries (which are a generalisation of statistical queries), we obtain
sample complexity n = @(v/k/a?). We also show that the definition of differential

privacy can be relaxed while still providing meaningful generalisation guarantees.

Improved Lower Bounds (§6, [ D

Hardt and Ullman [ ] gave the first lower bounds for adaptive data analysis.
They showed that, if the analyst and population are both chosen adversarially,
then the mechanism needs n = Q)(v/k/a) samples to answer k statistical queries to
accuracy a. This holds under one of two assumptions: Either the the dimension
d =log | X| of the data satisfies d > k or the mechanism is computationally bounded
so that it cannot break cryptographic encryption with d-bit keys.

We extend the proof of Hardt and Ullman to obtain the lower bound n =
O(Vk/«), which is tight up to constants in its dependence on k. This requires
the construction of an object we call interactive fingerprinting codes, which are a
generalisation of fingerprinting codes. Our construction of interactive fingerprinting
codes uses many of the same techniques we have used in proving lower bounds
for differential privacy (§4) and for analysing privacy attacks (§5). However, our
construction of interactive fingerprinting codes extends the fingerprinting analysis
in a different direction: we provide optimal “robustness” — that is, we are able to

perform the fingerprinting attack even if, say, 99% of the answers are arbitrarily
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corrupted, whereas previously it was only known how to withstand less than 2%

corrupted answers [ ].
The Power of Adaptivity in Differential Privacy (§7, [ D
Our results and those of Dwork et al. [ ] show that differentially private

mechanisms which can answer adaptive queries are useful for generalisation. Not
all mechanisms in the differential privacy literature are suited to adaptive queries
(e.g. [ ]). However, most mechanisms can handle adaptive queries. Moreover,
almost all lower bounds for differential privacy use a set of queries that is provided
up front. Hence, in the cases where the adaptive upper bounds and non-adaptive
lower bounds match, we see that there is no difference between adaptive and non
adaptive queries. Thus we ask whether this is always the case — is the sample
complexity needed to accurately answer adaptive queries subject to differential
privacy always the same as when the queries are provided all at once?

We answer this question negatively by showing an exponential separation be-
tween the adaptive and non-adaptive cases. In fact we separate three cases — the
adaptive setting where queries are provided one at a time and may depend on
previous answers, the online setting where the queries are provided one at a time
but may not depend on previous answers, and the offline setting where the queries
are provided all at once. We construct a class of statistical queries for which the
sample complexity is maximal in the online setting, but, in the offline setting, the
sample complexity is exponentially smaller. We also construct a class of “search

queries” that separate the online and adaptive settings.
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Chapter 2

Concentrated Differential Privacy

2.1 Introduction

Differential privacy [ ] is a formal mathematical standard for protecting
individual-level privacy in statistical data analysis. In its simplest form, (pure)
differential privacy is parameterised by a real number ¢ > 0, which controls how
much “privacy loss”! an individual can suffer when a computation (i.e., a statistical
data analysis task) is performed involving his or her data.

One particular hallmark of differential privacy is that it degrades smoothly and
predictably under the composition of multiple computations. In particular, if one
performs k computational tasks that are each e-differentially private and combines
the results of those tasks, then the computation as a whole is ke-differentially private.
This property makes differential privacy amenable to the type of modular reasoning

used in the design and analysis of algorithms: When a sophisticated algorithm is

The privacy loss is a random variable that quantifies how much information is revealed about
an individual by a computation involving their data; it depends on the outcome of the computation,
the way the computation was performed, and the information that the individual wants to hide. We
discuss it informally in this introduction and define it precisely in Definition 2.1.2 on page 19.
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comprised of a sequence of differentially private steps, one can establish that the
algorithm as a whole remains differentially private.

A widely-used relaxation of pure differential privacy is approximate or (g,0)-
differential privacy [ I, which essentially guarantees that the probability
that any individual suffers privacy loss exceeding ¢ is bounded by é. For sufficiently
small 6, approximate (¢, §)-differential privacy provides a comparable standard of
privacy protection as pure e-differential privacy, while often permitting substantially
more useful analyses to be performed.

Unfortunately, there are situations where, unlike pure differential privacy, ap-
proximate differential privacy is not a very elegant abstraction for mathematical
analysis, particularly the analysis of composition. The “advanced composition
theorem” of Dwork, Rothblum, and Vadhan | ] (subsequently improved
by [ , I) shows that the composition of k tasks which are each (g, J)-
differentially private is (=v/ke, ~kJ)-differentially private. However, these bounds
can be unwieldy; computing the tightest possible privacy guarantee for the composi-
tion of k arbitrary mechanisms with differing (e;, d;)-differential privacy guarantees
is #P-hard | ]! Furthermore, these bounds are not tight even for simple and
natural privacy-preserving computations. For instance, consider the mechanism
which approximately answers k statistical queries on a given database by adding
independent Gaussian noise to each answer. Even for this basic computation, the
advanced composition theorem does not yield a tight analysis.?

Dwork and Rothblum [ ] recently put forth a different relaxation of differen-

2In particular, consider answering k statistical queries on a dataset of n individuals by adding
noise drawn from A(0, (¢/n)?) independently for each query. Each individual query satisfies
(O(y/1og(1/d)/ ), )-differential privacy for any 6 > 0. Applying the advanced composition theorem
shows that the composition of all k queries satisfies (O(v/klog(1/6)/c), (k4 1))-differential privacy
for any § > 0. However, it is well-known that this bound can be improved to (O(+/klog(1/46)/0),d)-
differential privacy.
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tial privacy called concentrated differential privacy. Roughly, a randomised mechanism
satisfies concentrated differentially privacy if the privacy loss has small mean and
is subgaussian. Concentrated differential privacy behaves in a qualitatively similar
way as approximate (¢, J)-differential privacy under composition. However, it per-
mits sharper analyses of basic computational tasks, including a tight analysis of the
aforementioned Gaussian mechanism.

Using the work of Dwork and Rothblum [ | as a starting point, we introduce
an alternative formulation of the concept of concentrated differential privacy that
we call “zero-concentrated differential privacy” (zCDP for short). To distinguish
our definition from that of Dwork and Rothblum, we refer to their definition as
“mean-concentrated differential privacy” (mCDP for short). Our definition uses
the Rényi divergence between probability distributions as a different method of

capturing the requirement that the privacy loss random variable is subgaussian.

2.1.1 Our Reformulation: Zero-Concentrated Differential Privacy

As is typical in the literature, we model a dataset as a multiset or tuple of n elements
(or “rows”) in X", for some “data universe” X, where each element represents
one individual’s information. A (privacy-preserving) computation is a randomised
algorithm M : X" — ), where ) represents the space of all possible outcomes of

the computation.

Definition 2.1.1 (Zero-Concentrated Differential Privacy (zCDP)). A randomised
mechanism M : X" — Y is (§,p)-zero-concentrated differentially private (henceforth
(&,p)-zCDP) if, for all x,x" € X" differing on a single entry and all « € (1,00),

Dy (M(x)[|M(x")) < ¢+ pa, (2.1)
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where Dy (M(x)||M(x")) is the Rényi divergence’ of order a between the distribution of
M(x) and the distribution of M(x').
We define p-zCDP to be (0, 0)-zCDP.*

Equivalently, we can replace (2.1) with
E |:e(lx_1)zj| S e(‘x_l)(g"_plx), (22)
where Z = PrivLoss (M(x)||M(x")) is the privacy loss random variable:

Definition 2.1.2 (Privacy Loss Random Variable). Let Y and Y' be random vari-
ables on Q). We define the privacy loss random variable between Y and Y’ — de-
noted Z = PrivLoss (Y||Y’) — as follows. Define a function f : QO — R by f(y) =
log(P [Y =y] /P [Y' = y]).> Then Z is distributed according to f(Y).

Intuitively, the value of the privacy loss Z = PrivLoss (M(x)||M(x")) represents
how well we can distinguish x from x" given only the output M(x) or M(x’). If
Z > 0, then the observed output of M is more likely to have occurred if the input
was x than if x” was the input. Moreover, the larger Z is, the bigger this likelihood
ratio is. Likewise, Z < 0 indicates that the output is more likely if x” is the input. If

Z =0, both x and x’ “explain” the output of M equally well.

3Rényi divergence has a parameter « € (1,00) which allows it to interpolate between KL-
divergence (x — 1) and max-divergence (x — c0). It should be thought of as a measure of dissimilarity
between distributions. We define it formally in Section 2.2. Throughout, we assume that all
logarithms are natural unless specified otherwise — that is, base e ~ 2.718. This includes logarithms
in information theoretic quantities like entropy, divergence, and mutual information, whence these
quantities are measured in nats rather than in bits.

4For clarity of exposition, we consider only p-zCDP in the introduction and give more general
statements for (&, p)-zCDP later. We also believe that having a one-parameter definition is desirable.

>Throughout we abuse notation by letting IP [Y = y] represent either the probability mass function
or the probability density function of Y evaluated at y. Formally, P [Y = y] /P [Y’ = y| denotes the

Radon-Nikodym derivative of the measure Y with respect to the measure Y’ evaluated at y, where
we require Y to be absolutely continuous with respect to Y/, i.e. Y < Y.
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A mechanism M : X" — ) is e-differentially private if and only if P [Z > ¢] =0,
where Z = PrivLoss (M(x)||M(x")) is the privacy loss of M on arbitrary inputs
x,x' € X" differing in one entry. On the other hand, M being (¢, §)-differentially
private is equivalent, up to a small loss in parameters, to the requirement that
P[Z>¢] <6.

In contrast, zCDP entails a bound on the moment generating function of the privacy
loss Z — that is, [E [e("‘_l)z} as a function of « — 1. The bound (2.2) implies that Z
is a subgaussian random variable® with small mean. Intuitively, this means that Z
resembles a Gaussian distribution with mean ¢ + p and variance 2p. In particular,

we obtain strong tail bounds on Z. Namely (2.2) implies that
P[Z>A+E+p] <e M/

for all A > 0.7

Thus zCDP requires that the privacy loss random variable is concentrated
around zero (hence the name). That is, Z is “small” with high probability, with
larger deviations from zero becoming increasingly unlikely. Hence we are unlikely
to be able to distinguish x from x’ given the output of M(x) or M(x’). Note that the
randomness of the privacy loss random variable is taken only over the randomness

of the mechanism M.

®A random variable X being subgaussian is characterised by the following four equivalent
conditions [ l. )P [\X -E[X]]| > )\} < e Q) forall A > 0. (i) E {et(x_]E[X])} < eO() for all

L€ R (iii) E [(X — E [X])%] < O(k)* forall k € N. (iv) E {e“XE[X”z] < 2 for some ¢ > 0.

7We only discuss bounds on the upper tail of Z. We can obtain similar bounds on the lower tail
of Z = PrivLoss (M(x)||[M(x")) by considering Z’' = PrivLoss (M(x")||M(x)).
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Comparison to the Definition of Dwork and Rothblum

For comparison, Dwork and Rothblum [ | define (p, T)-concentrated differential
privacy for a randomised mechanism M : X" — ) as the requirement that, if
Z = PrivLoss (M(x)||M(x")) is the privacy loss for x,x" € X" differing on one entry,
then

E(Z]<u and E [e(wfl)(ZfJE[Z])] < pla=1237

for all « € R. That is, they require both a bound on the mean of the privacy loss
and that the privacy loss is tightly concentrated around its mean. To distinguish
our definitions, we refer to their definition as mean-concentrated differential privacy (or
mCDP).

Our definition, zCDP, is a relaxation of mCDP. In particular, a (¢, T)-mCDP mech-
anism is also (y — t2/2, 7%/ 2)-zCDP (which is tight for the Gaussian mechanism
example), whereas the converse is not true. (However, a partial converse holds; see

Lemma 2.4.3.)

2.1.2 Results
Relationship between zCDP and Differential Privacy

Like Dwork and Rothblum’s formulation of concentrated differential privacy, zCDP
can be thought of as providing guarantees of (¢, ¢)-differential privacy for all values

of 6 > 0:

Proposition 2.1.3. If M provides p-zCDP, then M is (p +2+/plog(1/6), 6)-differentially

private for any & > 0.

We also prove a slight strengthening of this result (Lemma 2.3.7). Moreover,

there is a partial converse, which shows that, up to a loss in parameters, zCDP is
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equivalent to differential privacy with this V4 > 0 quantification (see Lemma 2.3.9)

There is also a direct link from pure differential privacy to zCDP:
Proposition 2.1.4. If M satisfies e-differential privacy, then M satisfies (%82)-ZCDP.

Dwork and Rothblum [ , Theorem 3.5] give a slightly weaker version of
Proposition 2.1.4, which implies that e-differential privacy yields (3¢(ef — 1))-zCDP;
this improves on an earlier bound [ ] by the factor 1.

We give proofs of these and other properties using properties of Rényi divergence
in Sections 2.2 and 2.3.

Propositions 2.1.3 and 2.1.4 show that zCDP is an intermediate notion between
pure differential privacy and approximate differential privacy. Indeed, many algo-

rithms satisfying approximate differential privacy do in fact also satisfy zCDP.

Gaussian Mechanism

Just as with mCDDP, the prototypical example of a mechanism satisfying zCDP is the
Gaussian mechanism, which answers a real-valued query on a database by perturbing

the true answer with Gaussian noise.

Definition 2.1.5 (Sensitivity). A function q : X" — R has sensitivity A if for all

x,x" € X" differing in a single entry, we have |q(x) —q(x")| < A.

Proposition 2.1.6 (Gaussian Mechanism). Let g : X" — R be a sensitivity-A query.
Consider the mechanism M : X™ — R that on input x, releases a sample from N (q(x), o?).

Then M satisfies (A?/20?)-zCDP.

We remark that either inequality defining zCDP — (2.1) or (2.2) — is exactly
tight for the Gaussian mechanism for all values of a. Thus the definition of zCDP

seems tailored to the Gaussian mechanism.
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Basic Properties of zCDP

Our definition of zCDP satisfies the key basic properties of differential privacy.
Foremost, these properties include smooth degradation under composition, and

invariance under postprocessing:

Lemma 2.1.7 (Composition). Let M : X" — Y and M' : X" — Z be randomised
algorithms. Suppose M satisfies p-zCDP and M’ satisfies p’-zCDP. Define M" : X" —
Y x Zby M"(x) = (M(x), M'(x)). Then M" satisfies (p + p')-zCDP.

Lemma 2.1.8 (Postprocessing). Let M : X" — Y and f : YV — Z be randomised
algorithms. Suppose M satisfies p-zCDP. Define M' : X" — Z by M'(x) = f(M(x)).
Then M/ satisfies p-zCDP.

These properties follow immediately from corresponding properties of the Rényi
divergence outlined in Lemma 2.2.2.

We remark that Dwork and Rothblum’s definition of mCDP is not closed under
postprocessing; we provide a counterexample in Section 2.4.1. (However, an arbitrary
amount of postprocessing can worsen the guarantees of mCDP by at most constant

factors.)

Group Privacy

A mechanism M guarantees group privacy if no small group of individuals has a
significant effect on the outcome of a computation (whereas the definition of zCDP
only refers to individuals, which are groups of size 1). That is, group privacy for
groups of size k guarantees that, if x and x’ are inputs differing on k entries (rather
than a single entry), then the outputs M(x) and M(x’) are close.

Dwork and Rothblum [ , Theorem 4.1] gave nearly tight bounds on the group

privacy guarantees of concentrated differential privacy, showing thata (u = 72/2,7)-
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concentrated differentially private mechanism affords (kK*u - (1 + o(1)),kt - (1 +
0(1)))-concentrated differential privacy for groups of size k = 0(1/7). We are able
to show a group privacy guarantee for zCDP that is exactly tight and works for a

wider range of parameters:

Proposition 2.1.9. Let M : X" — Y satisfy p-zCDP. Then M guarantees (k?p)-zCDP
for groups of size k — i.e. for every x,x' € X" differing in up to k entries and every
a € (1,00), we have

Dy (M(x)||M(x')) < (p) - .

In particular, this bound is achieved (simultaneously for all values «) by the
Gaussian mechanism. Our proof is also simpler than that of Dwork and Rothblum;

see Section 2.5.

Lower Bounds

The strong group privacy guarantees of zCDP yield, as an unfortunate consequence,
strong lower bounds as well. We show that, as with pure differential privacy, zCDP
is susceptible to information-based lower bounds, as well as to so-called packing

arguments [ , , ]:

Theorem 2.1.10. Let M : X" — Y satisfy p-zCDP. Let X be a random variable on X".
Then
I(X;M(X)) < p-n?,

where 1(-;-) denotes the mutual information between the random variables (in nats, rather

than bits). Furthermore, if the entries of X are independent, then 1(X; M(X)) < p - n.

Theorem 2.1.10 yields strong lower bounds for zZCDP mechanisms, as we can
construct distributions X such that, for any accurate mechanism M, M(X) reveals a

lot of information about X (i.e. I(X; M(X)) is large for any accurate M).
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In particular, we obtain a strong separation between approximate differential
privacy and zCDP. For example, we can show that releasing an accurate approximate
histogram (or, equivalently, accurately answering all point queries) on a data domain
of size k requires an input with at least n = ©(y/logk) entries to satisfy zCDP.
In contrast, under approximate differential privacy, n can be independent of the
domain size k [ ]! In particular, our lower bounds show that “stability-based”
techniques (such as those in the propose-test-release framework [ ]) are not
compatible with zCDP.

Our lower bound exploits the strong group privacy guarantee afforded by zCDP.
Group privacy has been used to prove tight lower bounds for pure differential
privacy [ , ] and approximate differential privacy [§4]. These results
highlight the fact that group privacy is often the limiting factor for private data
analysis. For (g, ¢)-differential privacy, group privacy becomes vacuous for groups
of size k = ©(log(1/5)/¢). Indeed, stability-based techniques exploit precisely this
breakdown in group privacy.

As a result of this strong lower bound, we show that any mechanism for an-
swering statistical queries that satisfies zCDP can be converted into a mechanism
satisfying pure differential privacy with only a quadratic blowup in its sample
complexity. More precisely, the following theorem illustrates a more general result

we prove in Section 2.7.

Theorem 2.1.11. Let n € N and & > 1/n be arbitrary. Set e = a and p = a>. Let
g : X — [0,1]% be an arbitrary family of statistical queries. Suppose M : X" — [0,1]*
satisfies p-zCDP and

E(IM(x) ~ ()] < @

for all x € X™. Then there exists M’ : X" — [0,1]¥ for n' = 5n? satisfying e-differential
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privacy and

E [[|M'(x) = 4(x) o] < 10a

forall x € X",

For some classes of queries, this reduction is essentially tight. For example,
for k one-way marginals, the Gaussian mechanism achieves sample complexity
n = ©(Vk) subject to zCDP, whereas the Laplace mechanism achieves sample
complexity n = O(k) subject to pure differential privacy, which is known to be
optimal.

For more details, see Sections 2.6 and 2.7.

Approximate zCDP

To circumvent these strong lower bounds for zCDP, we consider a relaxation of zCDP
in the spirit of approximate differential privacy that permits a small probability J of

(catastrophic) failure:

Definition 2.1.12 (Approximate Zero-Concentrated Differential Privacy (Approxi-
mate zCDP)). A randomised mechanism M : X" — Y is d-approximately (¢, p)-zCDP if,
for all x,x" € X" differing on a single entry, there exist events E (depending on M(x)) and
E’ (depending on M(x")) such that P [E] > 1—6,P[E'] > 1— 6, and for all « € (1,00),

Dy (M(x)[e[| M(x')[p) <& +p-a A Do (MX)|p|M(x)[E) <T+p-a,

where M(x)|g denotes the distribution of M(x) conditioned on the event E. We further

define 5-approximate p-zCDP to be é-approximate (0, p)-zCDP.

In particular, setting 6 = 0 gives the original definition of zCDP. However, this

definition unifies zCDP with approximate differential privacy:
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Proposition 2.1.13. If M satisfies (&, & )-differential privacy, then M satisfies 5-approximate
3€2zCDP.

Approximate zCDP retains most of the desirable properties of zCDP, but allows
us to incorporate stability-based techniques and bypass the above lower bounds.
This also presents a unified tool to analyse a composition of zCDP with approximate

differential privacy; see Section 2.8.

2.1.3 Related Work

Our work builds on the aforementioned prior work of Dwork and Rothblum
[ 1.8 We view our definition of concentrated differential privacy as being
“morally equivalent” to their definition of concentrated differential privacy, in the
sense that both definitions formalise the same concept.” (The formal relationship
between the two definitions is discussed in Section 2.4.) However, the definition of
zCDP generally seems to be easier to work with than that of mCDP. In particular,
our formulation in terms of Rényi divergence simplifies many analyses.

Dwork and Rothblum prove several results about concentrated differential pri-
vacy that are similar to ours. Namely, they prove analogous properties of mCDP
as we prove for zCDP (cf. Sections 2.1.2,2.1.2, 2.1.2, and 2.1.2). However, as noted,
some of their bounds are weaker than ours; also, they do not explore lower bounds.
Note that our lower bounds apply equally to their definition of mCDP. The main

technical contribution of our work is to prove stark lower bounds for the power of

8 Although Dwork and Rothblum’s work only appeared publicly in March 2016, they shared a
preliminary draft of their paper with us before we commenced this work. As such, our ideas are
heavily inspired by theirs.

9We refer to our definition as “zero-concentrated differential privacy” (zCDP) and their definition

as “mean-concentrated differential privacy” (mCDP). We use “concentrated differential privacy”
(CDP) to refer to the underlying concept formalised by both definitions.
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CDP.

Several of the ideas underlying concentrated differential privacy are implicit
in earlier works. In particular, the proof of the advanced composition theorem of
Dwork, Rothblum, and Vadhan [ ] essentially uses the ideas of concentrated
differential privacy. Their proof contains analogs of Propositions 2.1.7, 2.1.3, and
2.14.

We also remark that Tardos [ ] used Rényi divergence to prove lower bounds
for cryptographic objects called fingerprinting codes. Fingerprinting codes turn out
to be closely related to differential privacy [ , , §4], and Tardos’ lower

bound can be (loosely) viewed as a kind of privacy-preserving algorithm.

2.1.4 Further Work

We believe that concentrated differential privacy is a useful tool for analysing private
computations, as it provides both simpler and tighter bounds. We hope that CDP
will be prove useful in both the theory and practice of differential privacy.

Furthermore, our lower bounds show that CDP can really be a much more
stringent condition than approximate differential privacy. Thus CDP defines a
“subclass” of all (g, 6)-differentially private algorithms. This subclass includes most
differentially private algorithms in the literature, but not all — the most notable
exceptions being algorithms that use the propose-test-release approach [ ] to
exploit low local sensitivity.

This “CDP subclass” warrants further exploration. In particular, is there a “com-
plete” mechanism for this class of algorithms, in the same sense that the exponential
mechanism [ , ] is complete for pure differential privacy? Namely, any
purely differentially private algorithm can be viewed as an instantiation of the

exponential mechanism. We would like to obtain a similarly general paradigm for
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constructing CDP algorithms. Alternatively, can we obtain a simple (combinatorial
or geometric) characterisation of the sample complexity needed to satisfy CDP? The
ability to prove stronger and simpler lower bounds for CDP than for approximate
DP may be useful for showing the limitations of certain algorithmic paradigms.
For example, any differentially private algorithm that only uses the Laplace mecha-
nism, the exponential mechanism, the Gaussian mechanism, and the “sparse vector”
technique, along with composition and postprocessing will be subject to the lower
bounds for CDP.

There is also room to examine how to interpret the zCDP privacy guarantee.
In particular, we leave it as an open question to understand the extent to which
p-zCDP provides a stronger privacy guarantee than the implied (e, §)-DP guarantees
(cf. Proposition 2.1.3).

In general, much of the literature on differential privacy can be re-examined

through the lens of CDP, which may yield new insights and results.

2.2 Rényi Divergence
Recall the definition of Rényi divergence:

Definition 2.2.1 (Rényi Divergence [ , Equation (3.3)]). Let P and Q be probability
distributions on Q). For a € (1,00), we define the Rényi divergence of order a between

P and Q as

Da (PIQ) =

log /Q P(x)“Q(x)l"‘dx)

a—1




where P(-) and Q(-) are the probability mass/density functions of P and Q respectively or,
more generally, P(-)/Q(+) is the Radon-Nikodym derivative of P with respect to Q.10 We

also define the KL-divergence

D1 (PQ) = lim D, (PQ) = [ P(x)1og (G )

and the max-divergence

= lim = sup lo P(X)
Des (P|Q) = lim D (P[|Q) = suplog (Q(x)) |

Alternatively, Rényi divergence can be defined in terms of the privacy loss
(Definition 2.1.2) between P and Q:

o~ 1)De(P[Q) _ E

Z~PrivLoss(P|Q) [e(%l)z}

for all « € (1, 00). Moreover, Dy (P||Q) = E Z].
Z~PrivLoss(P|| Q)
We record several useful and well-known properties of Rényi divergence. We
refer the reader to [ | for further discussion of these (and many other) proper-

ties.
Lemma 2.2.2. Let P and Q be probability distributions and « € [1, c0].
e Non-negativity: D, (P||Q) > 0 with equality if and only if P = Q.
e Composition: Suppose P and Q are distributions on Q) x @. Let P’ and Q' denote
the marginal distributions on Q) induced by P and Q respectively. For x € Q), let P,

and Q’, denote the conditional distributions on ® induced by P and Q respectively,

where x specifies the first coordinate. Then

Da (P'[|Q") +minDa (P[] Q%) < Da (P[Q) < Dy (P'||Q') + maxDy (Py[| Q%) -

101f P is not absolutely continuous with respect to Q (i.e. it is not the case that P < Q), we define
D, (P||Q) = oo for all a € [1, c0].
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In particular if P and Q are product distributions, then the Rényi divergence between

P and Q is just the sum of the Rényi divergences of the marginals.

e Quasi-Convexity: Let Py, Py and Qo, Qq be distributions on ), and let P =
tPy+ (1 — )P and Q = tQp+ (1 —t)Qq for t € [0,1]. Then D, (P||Q) <
max{Dy (Py]|Qo),Da (P1||Q1)}. Moreover, KL divergence is convex:

Dy (P||Q) < tDy (Pol[Qo) + (1 =)Dy (P1[|Q1) -

e Postprocessing: Let P and Q be distributions on Q) and let f : () — © be a function.
Let f(P) and f(Q) denote the distributions on © induced by applying f to P or Q

respectively. Then Dy (f(P)||f(Q)) < Dy (P||Q).

Note that quasi-convexity allows us to extend this guarantee to the case where f is a

randomised mapping.
e Monotonicity: For 1 < a < a’ < 0o, D, (P||Q) < Dy (P||Q).

Proof of Non-Negativity. Let h(t) = t*. Then h"(t) = a(a —1)t* 2 > 0 for all t > 0
and « > 1. Thus h is strictly convex. Hence e(*~DP«(P[Q)) — ]EQ [h(P(x)/Q(x))] >
X~
h( IEQ [P(x)/Q(x)]) = h(1) =1, as required. O
X~

Proof of Composition.

(-1)Du(P|Q) _ /Q Py Qe y)d(xy)

(0)°Q ()™ [ Piy)* Q) dydix

/(x)th/(x)lfﬂe(‘xfl)Da(PachQgc)dx

[
S5
o) )

< [ P'(x)*Q'(x)!"*dx - max o(@=1)Da (Py[|Q%)
Q x

(@ )Du(P'[Q) . pla—1) maxe Da (P Q4
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The other side of the inequality is symmetric. O

Proof of Quasi-Convexity. Unfortunately Rényi divergence is not convex for a > 1.
(Although KL-divergence is.) However, the following property implies that Rényi

divergence is quasi-convex.

Lemma 2.2.3. Let Py, Py, Qo, Q1 be distributions on Q). For t € [0,1], define P, =

tPy+ (1 —t)Py and Q; = tQq + (1 — t)Qq to be the convex combinations specified by t.
Then
@~ UDa(RHIQ) < 4p(a—1)Du(P1][Q1) 4 (1- t)e(“—l)Da(POHQo)_

Moreover, the limit as a — 1+ gives

Dy (P||Qt) < tD1 (P1]|Q1) + (1 =)Dy (Pol|Qo) -

Proof of Lemma 2.2.3. Let f(t) = (@~ DD«(PQ0) Gince the equality is clearly true for
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t = 0and t = 1, it suffices to show that f”(t) > 0 for all t € [0,1]. We have

f(= [ P(x)*Qux)' ",
F(t)= [ SR Qi) dx
— [ om0 jtm ) @+ (1= Qi)  Fou) ) d
= [ P(0)* 7 (Pu(x) = () Qe(x)! ™+ (1= @) P ()" Q1(x) *(Qu(x) ~ Qulx)lx,
71(0)= [ ale=DP )" (P(x) = Rox))* Qulx)' ™
+a(l= )P () (P1(x) = Box)) Qulx)™* (Q1(x) — Qolx)
+ (1= )P (x) 7 (P1(x) = Pol)) Qulx) ™ (Qu(x) = Qolx)
+ (1= ) (~0)P(0)*Q () (Qu(x) ~ Qo)) dx

2
:a(a_l)/ VP (x)*=2Qu( ) “(Pr(x) — Po(x)) i
O\ —V/Pi(x)*Qi(x) =41 (Q1(x) — Qo(x))

>0.

]

]

Proof of Postprocessing. Let h(x) = x*. Note that & is convex. Let f~'(y) = {x €

Q: f(x) = y}. Let Qy be the conditional distribution on x ~ Q conditioned on
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f(x) = y. By Jensen’s inequality,

e@=1Du(PlQ) — [(P(x))a}

~Q [\ Q(x)
") :foEQy [h (g(é))m
2, Fol' (5 ot
o [ (/fl(yi EOIEL)
gdeE )

- 1DL(F(P)[F(Q))

]
Proof of Monotonicity. Let 1 < a < a’ < co. Let h(x) = ¥*1. Then
' (x) = el it BT W = S S
Ca—1\a-1 -
so h is convex on (0, 00). Thus
, _ P(x)\* !
(@' =1)Du(PIQ) —p; (o(a=1)Du(PIQ) ) —
e e )= (JJ?P [<Q(x))
P(x)\* ! (/1
< — (' =1)Dy(P[Q)
=5 | ((Q(X)> ‘ ’
which gives the result. O

2.2.1 Composition and Postprocessing

The following lemma gives the postprocessing and (adaptive) composition bounds

(extending Lemmas 2.1.7 and 2.1.8).

Lemma 2.2.4 (Composition & Postprocessing). Let M : X" — Y and M' : X" x Y —
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Z. Suppose M satisfies (¢, p)-zCDP and M’ satisfies (&', p')-zCDP (as a function of its
first arqument). Define M" : X" — Z by M"(x) = M'(x, M(x)). Then M" satisfies
(&+¢p+p')-zCDP.

The proof is immediate from Lemma 2.2.2. Note that, while Lemma 2.2.4 is
only stated for the composition of two mechanismes, it can be inductively applied to

analyse the composition of arbitrarily many mechanisms.

2.2.2 Gaussian Mechanism

The following lemma gives the Rényi divergence between two Gaussian distributions

with the same variance.

Lemma 2.2.5. Let y,v,0 € Rand a € [1,00). Then

D, (N(VIUZ)HN(V,(#)) _a(p—v)?

202

Consequently, the Gaussian mechanism, which answers a sensitivity-A query by

adding noise drawn from N (0, 02), satisfies (%)—ZCDP (Proposition 2.1.6).

Proof. We calculate

exp (& = 1)D (N (11,%) | N (v,0%) )

\/;7 /IRexp (—a% —(1—-a) (xz_(T:)2> e

@ [ow (_ (x—(oc]/t+(1—oc)1/))2—(lxp;;(l—oc)v)z—I—oc;uz—i—(l—ac)vz) =
 E {exp (_ —(ap+ (1 - ac)v)zza + o+ (1 oc)vz)]

- (a(a ~ 1) —v)Z) |

202
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For the multivariate Gaussian mechanism, Lemma 2.2.5 generalises to the fol-

lowing.
Lemma 2.2.6. Let y,v € RY, 0 € R, and o € [1,00). Then

Dy <N(V"721d)HN(v,021d)> _alp—v3

202

Thus, if M : X" — RY is the mechanism that, on input x, releases a sample from

N(q(x),0%14) for some function g : X" — RY, then M satisfies p-zCDP for

1
p=52  sup  [a(x) —q()E 23)
xxlexn
differing in one entry

2.3 Relation to Differential Privacy

We now discuss the relationship between zCDP and the traditional definitions of
pure and approximate differential privacy. There is a close relationship between the

notions, but not an exact characterisation.

2.3.1 Pure DP versus zCDP

Pure differential privacy is exactly characterised by (¢&,0)-zCDP:

Lemma 2.3.1. A mechanism M : X" — Y satisfies e-DP if and only if it satisfies (¢,0)-
zCDP.

Proof. Let x,x" € X™ be neighbouring. Suppose M satisfies e-DP. Then
Do (M(x)||M(x")) < e. By monotonicity,

Dy (M(x)||M(x)) € Do (M(x)|[M(x")) <e=¢e+0-a
for all a. So M satisfies (g, 0)-zCDP. Conversely, suppose M satisfies (¢, 0)-zCDP.
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Then

Deo (M(x)||M(x")) = lim D, (M(x)||M(x')) < lime+0-a = .

n—>00 X—r00

Thus M satisfies e-DP. O
We now show that e-differential privacy implies (%82)-ZCDP (Proposition 2.1.4).

Proposition 2.3.2. Let P and Q be probability distributions on Q) satisfying D (P]|Q) < €
and Do, (Q||P) < &. Then Dy (P||Q) < 3€%a for all & > 1.

Remark 2.3.3. In particular, Proposition 2.3.2 shows that the KL-divergence Dy (P||Q) <
€2, A bound on the KL-divergence between random variables in terms of their max-
divergence is an important ingredient in the analysis of the advanced composition theorem
[ . Our bound sharpens (up to lower order terms) and, in our opinion, simplifies the

previous bound of Dy (P||Q) < 3e(e — 1) proved by Dwork and Rothblum [ 1.
In particular, taking @« — 1 we have the following corollary.

Corollary 2.3.4. If Do, (P||Q) < € and Do (Q||P) < ¢, then Dy (P||Q) < 3%

Proof of Proposition 2.3.2. We may assume %sa < 1, as otherwise %sz(x > ¢, whence

the result follows from monotonicity. We must show that

4
(a-1)Du(P|Q) — [(P(x>) ] < phala-1)&
‘ o \Q@)) | =°

We know that e ¢ < P(x)

< gay < ¢ for all x. Define a random function A : O — {e7¢, e}

by IE [A(x)] = PO for all x. By Jensen'’s inequality,

x)
Q(x)

23] 2 [0 ]« & fven] 51

where A denotes A(x) for a random x ~ Q. We also have ]E [A]

Il
&=
[ —
)
=
a3
—_
Il
—_
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From this equation, we can conclude that

& 1—e¢ ¢
P[A=e"f] = ¢ 1 and P[A=¢= e_
A e —e ¢ A et —e ¢
Thus
o(@=1)De(P[|Q) S]E [A%]
et —1 _ 1—e¢¢
:eg —e ¢ et et —e ¢ e
(etxs _ e—zx:—:) _ (e(zx—l)s _ e—(tx—l)s)
= eE _ e—S
__sinh(ae) — sinh((a — 1)¢)
B sinh(e)
The result now follows from Lemma 2.3.5. O]
Lemma 2.3.5.

sinh(x) — sinh(y)

1
< g2V,
sinh(x —y)  — .

0<y<x<2 =

This technical lemma may be “verified” numerically by inspecting a plot of
z = e2* . sinh(x — y) — (sinh(x) — sinh(y)) for (x,y) € [0,2]2.

For intuition, consider the third-order Taylor approximation to sinh(x) about 0:
1
sinh(x) = x + €x3 +0(x°).

Then we can approximate

sinh(x) —sinh(y) _ x+ 13— (y+ Ly
sinh(x —y) (x—y)+z(x—y)®

3xy(x —y)
=1+
6(x —y)+ (x —y)3
<1—|—1x
=~ 2]/
Sg%xy

Unfortunately, turning this intuition into an actual proof is quite involved. We
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instead provide a proof from [hh]:

Proof. We need the following hyperbolic trigonometric identities.

cosh (w + z) = cosh(w) cosh(z) + sinh(w) sinh(z)
= cosh(w) cosh(z) (1 + tanh(w) tanh(z)),
sinh(x —y) :% (ex_y +1-1-— e—(x—y)>

:% (elx0)/2 — o= e)/2) (/2 4 = (-0)12)

=2sinh (xz;y> cosh <x2;y)
_2sinh (%) cosh 5 ) cosh <_7y) (1 ttanh (3 tanh( ))
<2sini (*5¥ ) cosh (3) cosh (3) (1 —tani (5t (3) ),

sinh(x)—sinh(y) :% (" —e ¥ —el +e7Y)
=3 (72 2 (a2 g ) 12)
=2sinh ( > ]/> cosh ( )
=2sinh ( > cosh cosh <%> (1 + tanh < > tanh (%)) .

We also use the fact that 0 < tanh(z) < min{z,1} for all z > 0. Thus

sinh(x) —sinh(y) 14 tanh (3) tanh (%) 14t
sinh(x —y)  1—tanh(%)tanh(}) 1-+¢

where t = tanh (3) tanh (%) < 1. Now

%gexwz = 14+t< (1 -1)eV? = (V241 <eV? -1

eXy/2 _ 1 eXy/4 _ p—xy/4 %
< = = tanh <—y> .
exy/Z +1 exy/4 +e—xy/4 4
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So it only remains to show that tanh (%) tanh (%) < tanh (%). This is clearly true

Nl=

when y = 0. Now
%tanh (g) tanh (%) = tanh (g) cosh™2 <%> % < cosh™2 (!)

and

%tanh (%) — cosh ™2 (J;—y) z

Since 0 <y < x <2, we have 0 < xy/4 < y/2 and, hence, cosh(y/2) > cosh(xy/4).
Thus
d x y d xy
— - ) < = I .
ay’camh <2> tanh (2> < ay’cemh( 1 )

The inequality now follows by integration of the inequality on the derivatives. [

2.3.2 Approximate DP versus zCDP

The statements in this section show that, up to some loss in parameters, zCDP is

equivalent to a family of (¢, §)-DP guarantees for all § > 0.

Lemma 2.3.6. Let M : X" — Y satisfy (¢, p)-zCDP. Then M satisfies (g,5)-DP for all

e=C+p+/4plog(1/9).

Thus to achieve a given (g, 6)-DP guarantee it suffices to satisfy (¢, p)-zCDP with

0> 0and

2 2
= (\/e- - ~ 820"
o= (\/s & +log(1/0) \/1og(1/5)) ~ Tlog(1/8)
Proof. Let x,x" € X™ be neighbouring. Define

P [M(x) = y]
fly) = log (IP[M(x’) _ y]> :

Let Y ~ M(x) and Z = f(Y). That is, Z = PrivLoss (M(x)||M(x")) is the privacy
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loss random variable. Fix & € (1, ) to be chosen later. Then

. P [M(x)
E [e( 1)2] - yN]]\E/I(x) |:<]P [M(x)

By Markov’s inequality

Y] a—1
Y]) ] — pla=1)Da(M(x)[M(x")) < p(a=1)({+pa)

E [e(u{fl)Z}
r [Z > 8] =P [e(“fl)z > e("‘*l)s] < — e < pla—=1)(G+pa—e)
ola—

Choosing & = (e — ¢ +p)/2p > 1 gives
P[Z > e <e 604 <5,
Now, for any measurable S C ),

P[M(x) €S| =P[Y € §]
<PYeSANZ<e|+P[Z>¢]
<P[YeSAZ<el+0
= [ PIM() =y Ly €5) - L((y) <e) dy +
g/yesll’ M(x')=y] - I(yeS)dy+6
=e'P [M(x') € S] +4.
0

Lemma 2.3.6 is not tight. In particular, we have the following refinement of

Lemma 2.3.6.

Lemma 2.3.7. Let M : X" — Y satisfy (&, p)-zCDP. Then M satisfies (g, 5)-DP for all
6> 0and

e=¢+p+ \/4p-log(\/7f—-0/5)~
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Alternatively M satisfies (¢,6)-DP for all e > ¢ + p and

5 = e_(S_C_P)Z/‘lP . mln

(

/7T P

1
1+(e—C—p)/2p

2

1+
\

e=g—p
2p

()

Note that the last of three options in the minimum dominates the first two

options. We have included the first two options as they are simpler.

More generally, we have the following result.

Lemma 2.3.8. Let P and Q be probability distributions on Y with D, (P||Q) < +p -«

forall & € (1,00). Then, for any ¢ > ¢ + p and

5 — e_(s_é_p)2/4p . mln

we have

for all (measurable) S.

Proof. Define f : Y — R by f(y) = log(P(y)/Q(y)). Let Y ~ P, Y ~ Q and let
Z = f(Y) be the privacy loss random variable. That is, Z = PrivLoss (P||Q). For any

42



measurable S C ),

P(S) =P Y € S|
=PYeSAf(Y)<e+P[YeSAF(Y)>¢]
_/p y) <eldy+P[Y € SAF(Y) > ¢]
/ y) < eEQ(y)|dy + P[Y € SA F(Y) > ¢
_Le@)Lﬂ)§d®+PW€SAﬂﬂ>d
=P [Y e SAf(Y)<e]+P[Y € SAF(Y) > ¢
=P [Y €S| —eP[Y e SAf(Y)>e| +P[Y€SAF(Y) > ¢
<P Y €8]+ (P(Y) > e] =P [f(Y) > ¢] ).

Thus we want to bound

5 =P[f(Y) > ¢] - ¢P [f(Y)) > ¢]

I
s— NE NEO<E <A
=
o))
=
—
o
—_
|
N(‘f)
N
| IS

In particular,

43



Alternatively, by integration by parts,
0= / e *P [Z > z] dz.
3

Now it remains to bound P [Z > z].

As in Lemma 2.3.6, by Markov’s inequality, for alla > 1and A > ¢ + p,

(a—1)Z B /
E [e@DZ) o npueoime) < ) Epe)
pla—1)A :

P[Z>A] < prE=m <

IN

Choosing & = (A — ¢ +p)/2p > 1 gives
P[Z > A] < e (A-E-0)/4,
Thus 6 <P [Z > ¢] < e (e=8—p)*/4p, Furthermore,

0 :/ e *P[Z > z]dz
€

</°°e€ 2, (2——p)*/4p 4

_/ z—¢+p)?/4p— ‘Hedz
8 C 1/27‘( 2 / §+P /4Pd_z
271’ 20

="t /220 - P [N — p,20) > €]

—et¢ .2 /T p- P |N(0,1) > %‘ .

Define h(x) = P [N(0,1) > x] - V27 - /2. Then

h (8+P§)
b et 2 Tp- ) frpee <¢2_p+—£_fz—_p>.
P

Now we can substitute upper bounds on & to obtain the desired results.
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First we use P [N (0,1) > x] < 1=x*/2 wwhich holds for all x > 0. That is,

N

h(x) < +/m/2, whence

6 < 20 e EE /4. \/f

This rearranges to

e<i+p+ \/4p -log(y/7-p/9).
Alternatively, we can use P [NV(0,1) > x] < e=*"/2/+/27tx, which holds for all
x > 0. That is, h(x) <1/x and

o (e=C—p)*/4p

OS2 P”‘*Ph( _§+P>: 20 (eg—pPo _

N L+(e—¢—p)/2p
Finally, we can use P [NV(0,1) > x] < e™*/2.2/(v/x2+ 8/ 7 + x)v/27, which
holds for all x > 0 | , Equation (4)][ , Equation (7)][ , Equation

7.1.13]. That is, h(x) <2/(V/x2+4+8/m+ x) and

0<+/20-e" CP/4Ph<€§ >:
V20 %

7. o (e=C—p)*/4p

e—¢— e—C— 2 4'
1+Tp+\/<1+Tp> + 4

mp
O
Now we show a partial converse to Lemma 2.3.6.
Lemma 2.3.9. Let M : X" — Y satisfy (¢,6)-DP for all § > 0 and
e=¢+4/plog(1/6) (2.4)

for some constants &,p € [0,1]. Then M is ((f —10+5¢0, }Lp) -zCDP.

Thus zCDP and DP are equivalent up to a (potentially substantial) loss in

parameters and the quantification over all d.
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Proof. Let x,x" € X" be neighbouring. Define

P [M ( ) ]

Let Y ~ M(x) and Z = f(Y). That is, Z = PrivLoss

M(x)|[|[M(x")) is the privacy

~—

loss random variable. Let Y/ ~ M(x") and Z’' = f(Y’). That is, —Z’ is the privacy

loss random variable if we swap x and x’.

Let ¢,6 > 0 satisfy (1.1). By postprocessing, for all € R,

P(Z > 1] =P [f(M(x)) > 1
<eP [f(M(x')) > t] +6
Zes/yﬂ’ [(M(x') = y] - I(P [M(x) = y] > ¢'P [M(x) = y])dy +6
< [ PIM(x) =] e 1P M(x) = y] > &P [M(x') = y])dy +¢

=P [Z > t] +,

whence P [Z > t] < 5 g —0 . Then we can set¢ = ¢ + A and & = e~/ to obtain

_AZ/p

In particular, for all t > 0,

e—t/P 2

<
1—67%_ W

25
e /P,

P|Z>E+{p+t| <
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We use the inequality 1 + xeb < ¥t for all x, ¢ > 0. We have
E [ele-17] = / P [ee V7 > ] di

_/ { logt]dt

:/_ I[’[Z>z]j—dz

—/ P[Z > z]dz

S/H\[(oc—l)e(”‘_l)z-ldz +/Oo(zx— 1)el@= I J(E+E+3/P) \/_ e /P4t
oo fi

pa=1)( §+\/_ (a—1)e (a—1)( §+\/— —Dt . ,—2/p g4y

Se(ucfl)((er‘{/(_ﬁ)_i_(lx_ ) (a—1)( §+\/_

b
— e
7

(t=3(a=1)p)?/p+1(a=1)%0q;
ﬁ/m

oc 1) C—i—\/_ ( ) (a—1)( §+\/_ % 1)%p 7'(.15
K

—pla=1)(E+3/p) (1 +(a— 1)2\/;3/‘5@%(04—1)2?)
<oV @ Y/F) a2V 7+ a1

_ ) (E+3/pr2vmi/prila-1)p)

_ ) <é+(1+2\/%) {/ﬁfg%gm)'

Since E [e(""l)z] = (= DDM@)[MKX)) | this completes the proof. O

2.4 Zero- versus Mean-Concentrated
Differential Privacy

We begin by stating the definition of mean-concentrated differential privacy:

Definition 2.4.1 (Mean-Concentrated Differential Privacy (mCDP) [ 1. A ran-

domised mechanism M : X" — Y satisfies (1, T)-mean-concentrated differential privacy if,
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forall x,x" € X" differing in one entry, and letting Z = PrivLoss (M(x)||M(x")), we have
E[Z] <u
and
E [EA(Z—]E[ZD] < M2
forall A € R.
In contrast (&, p)-zCDP requires that, for alla € (1,00), E [e(”‘_l)z] < ela=1)(E+pn)
where Z ~ PrivLoss (M(x)||M(x")) is the privacy loss random variable. We now

show that these definitions are equivalent up to a (potentially significant) loss in

parameters.

Lemma 2.4.2. If M : X" — Y satisfies (, T)-mCDP, then M satisfies (u — t2/2,7%/2)-
zCDP.

Proof. For all « € (1,00),

E [e(a—l)Z] _E [e(a—l)(Z—lE[ZD} ,e(a—l)lE[Z} Se(a—n%?/z,e(a—ny:e(a—1)(y—rz/z+r2/za)_

]

Lemma 2.4.3. If M : X" — Y satisfies (&, p)-zCDP,
then M satisfies (¢ + p, O(+/€ + 2p))-mCDP.

Thus we can convert (, T)-mCDP into (y — 12/2,t2/2)-zCDP and then back to
(1, 0(y/p + 12/2))-mCDP. This may result in a large loss in parameters, which is
why, for example, pure DP can be characterised in terms of zCDP, but not in terms
of mCDP.

We view zCDP as a relaxation of mCDP; mCDP requires the privacy loss to

be “tightly” concentrated about its mean and that the mean is close to the origin.
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The triangle inequality then implies that the privacy loss is “weakly” concentrated
about the origin. (The difference between “tightly” and “weakly” accounts for the
use of the triangle inequality.) On the other hand, zCDP directly requires that the
privacy loss is weakly concentrated about the origin. That is to say, zCDP gives
a subgaussian bound on the privacy loss that is centered at zero, whereas mCDP
gives a subgaussian bound that is centered at the mean and separately bounds the
mean.

There may be some advantage to the stronger requirement of mCDDP, either in
terms of what kind of privacy guarantee it affords, or how it can be used as an
analytic tool. However, it seems that for most applications, we only need what
zCDP provides.

To prove Lemma 2.4.2 make use of the following technical lemma.

Lemma 2.4.4. Let X be a random variable. Then

E [eX_IE[X]] < %]E [ezx} + %]E [e—zx} .

Proof. Let X’ be an independent copy of X and let Y € {0,1} be uniformly random

and independent from X and X’. By Jensen’s inequality,

E [eX—IE[X]] _E [eE[X—X’}]

< E [e2YX—2(1—Y)X/]
X, XY
1 1 /
2 FE [ZX—O} S E [0—2)(]
2X,X/ ¢ 2X,X ¢
1 1
=B ]+ 2B [



Proof of Lemma 2.4.3. Let x and x” be neighbouring databases and
Z ~ PrivLoss (M(x)||M(x")) the privacy loss random variable We have E [Z]
Dy (M(x)||M(x")) € [0,¢ + p] by non-negativity and zCDP. By zCDP, for all «

(1,00), we have

and
3 P [M(x) = Y]\ "
E [e Z} _YNI]\E/I(x) (IP [M(x') = Y]) ]
o [ /P [M(x') = Y]\ “
Y~M(x) _( P [M(x)=Y] )
—p(a=1)Da (M(x')[[ M(x))

By Lemma 2.4.4, for A > 1/2,

C [eA(Z*]E[Z])] g%lE [62/\Z} n %IE [eszz}

<L 2M@Epr) | % o(2A-1)(E+2p0)

< A(C+20)A°

and, for A < —1/2,

E [eA(Z*IE[Z])] gllE [eZAZ] N 1e [eszz]

2 2
g%e(—u_l)(g—zm) + %e—2/\(§+p(1—2)\))

< AE+20)A*
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Now suppose |A| < 1/2. Then

E [eA(Z—lE[ZD} S%]E {ez)\z] 4 %]E [e—ZAZ]
i~ 2k
) % [22]

)
=1+ 442 (%113 %] +
<1+ 472 <e§+29 -~ 1)

<M0E+20),

2.4.1 Postprocessing and mCDP

We now give a family of counterexamples showing that mCDP is not closed under
postprocessing (unlike zCDP).

Fix a parameter ¢ > 0, and consider the Gaussian mechanism for a single bit
M :{-1,1} = R, where M(x) samples from N(x,c?). The mechanism M satisfies
(2/02,2/0)-mCDP (and also (2/0?)-zCDP).

Now consider the postprocessing function T : R — {—1,0,1} defined as follows:

.

1 ify>t

Ty)=4q-1 ify<—t

0 it —t<y<t

\

We examine the mCDP guarantees of the postprocessed mechanism

M’ :{-1,1} - {-1,0,1} defined by M'(x) = T(M(x)):
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Proposition 2.4.5. Let ¢ > 1 and let t > 602 + 1. Then while the mechanism M is
(2/02,2/0)-mCDP, the postprocessed mechanism M’ is not (2/0?,2/c)-mCDP.

Proof. For each x € {—1,1}, let
p=P[M(x)=x] =P [N(O,az) >t 1} ,
g="P[M(x)=—x] =P [/\/'(0,(72) > t+1] .
Note that p > g. Hence, for each x € {—1,1},
P [M'(x) = 0] =P [N(o,az) c[—t—1,t— 1]] —1-p—q
Let f(y) = log(IP [M(1) = y] /P [M(—1) = y]), and observe that

f)=logh,  f-1)=log,  fl0)=0
Now consider the privacy loss random variable Z = PrivLoss (M(1)||M(—1)) =

f(M(1)). Then Z is distributed according to

(

logg W.p. p

Z = log% W.p. g

0 wp.1—-p—9q

\

This gives E [Z] = (p — q) log(p/q) > 0. For A € R, we have

A A —A(p—q)
MZ—E[Z
= () ) ) ()

If M’ were to satisfy (2/02,2/0)-mCDP, we would have [E [eA(Zf]E[Z])} < 2N/

for all A > 0. We will show that this does not hold for any setting of parameters
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o > landt > 602 + 1, which shows that mCDP is not closed under postprocessing.!!

Lemma 2.4.6. The values p, q satisfy the following inequalities:

L. 271 t—l—g (t 2 /2 < p= < \/ 271 t— /20
2. P> p2t/o?
g =
Proof. We have [ , Equation (5)]
\/%efo/z_x A \/;efxz/z
yrtr . < <yt

for all x > 0. Thus

\/%e—(t—lﬁ/zaz (t—1)

c-((t—1)2/02+1)

2 —(t—1)2/202
\/;e( ) S 4

t—1

IN

<p=P {N(O,l) > :1}

The first part now follows from the fact that o <t — 1.

To establish the second inequality, we write

_ ” e=¥ /20 gy
P \/271(72 t—1
(u—=2) 2 /202 du
\/27102 +1
(4u 4) /207 .67u2/2(72 du
\/me t+
2 1 2 /5.2
> e2t/lf —u-/20 du
- V2mo? Ji+1
_ 2/, g.

O]

"For specific settings of parameters, this can be verified numerically. (For example, with the
valuesoc=1,t=3,and A =2.)
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By Lemma 2.4.6,

Now set A = L. Then this quantity becomes

1 o —(1)2202_P1—p)ot_ 12202 1 o t pt2 1
V= : : _ o —- : P T 25
27 t+o—1 ¢ ¢ ¢ 27w t+o—1 CP\2 7 2 202 2.5)

We now examine the term

1 o2e—(t=1)%/207
2 <= 4.
pt® < o — by Lemma 2.4.6

1 t5/2 7(t71)
< Ete—l fort >20%+1

<

for t > 3.

N —

We may thus bound (2.5) from below by

t2/207% i o ) t—1 > pf2/20% il g
¢ o tro—1 eXp(za2 =¢ 2 2t P\ 202

The expression exp((t — 1)/2¢?%) /2t is monotone increasing for t > 2¢2. Thus, it is

strictly larger than /277 as long as t > 6¢° + 1. O

2.5 Group Privacy

In this section we show that zCDP provides privacy protections to small groups of

individuals.
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Definition 2.5.1 (zCDP for Groups). We say that a mechanism M : X" — Y provides
(&, p)-zCDP for groups of size k if, for every x,x" € X" differing in at most k entries, we
have

Va € (1,00) Dy (M(x)||[M(x')) <C+p-a

The usual definition of zCDP only applies to groups of size 1. Here we show

that it implies bounds for all group sizes. We begin with a technical lemma.

Lemma 2.5.2 (Triangle-like Inequality for Rényi Divergence). Let P, Q, and R be
probability distributions. Then

k
" Dis (P|R) + Dy (RQ) 26)

D. (P|Q) <

forall k,a € (1,00).

Proof. Let p = =1 and g = kp‘c"—:ll Then = % = 1. By Holder’s

a(k—1)
inequality,

o(a—1)Du(P|Q) :/ P(x)*Q(x)~*dx

E
=

1/q

)
5, _(iixi)p“]l/p =@ ]

—o(Pe=1)Dpa(P|R)/p | p(&=1)Dg(a—1)11(R[Q)/q

IN

Taking logarithms and rearranging gives

D, (P[Q) < (“ Dpa (P||R) + Dy(a1y41 (R]Q).

1)
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Now pa = %=1 g(x — 1) +1 = ka, and

—1
pfézfl) _pa—1 ka—1 _k,f‘Tfll—l.koc—l _ka—1-k+1 ka—1 _1
kﬂ’fﬁl pa k(a—1) klgjll k(o —1) kae — 1 k(a —1) 7
as required. O

Proposition 2.5.3. If M : X" — Y satisfies (&, 0)-zCDP, then M gives (& -kYX_, Lo
k?)-zCDP for groups of size k.

Note that
1
;—1+/ dx<1+/ —dx =1+logk.

Thus (&, p)-zCDP implies (& - O(klogk), p - k*)-zCDP for groups of size k.

The Gaussian mechanism shows that ko is the optimal dependence on p. How-
ever, O(klogk)¢ is not the optimal dependence on ¢: (¢,0)-zCDP implies (k¢,0)-
zCDP for groups of size k.

Proof. We show this by induction on k. The statement is clearly true for groups of
size 1. We now assume the statement holds for groups of size k — 1 and will verify
it for groups of size k.

Let x, x’ € X" differ in k entries. Let £ € X" be such that x and £ differ in k — 1
entries and x’ and £ differ in one entry.

Then, by the induction hypothesis,

D (M()|M(9)) <& (k—1) L+ +p- (k1)

and, by zCDP,
D, (M(

=

)

for all « € (1, 0).
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By (2.6), for any « € (1,00),

ko
ka —1

Dy (M(x) || M(x")) < Dy (M(x)[[M(%)) + Diy (M(%) || M(x'))

)
< (j-(k—l)k_zll—i- -(k—1)2-k”‘—_1 +C+p-ka
“ka—1 TP k—1 3

where the last inequality follows from the fact that D]ff 7 is a decreasing function of

a for o > 1. O

2.6 Lower Bounds

In this section we develop tools to prove lower bounds for zCDP. We will use group
privacy to bound the mutual information between the input and the output of a
mechanism satisfying zCDP. Thus, if we are able to construct a distribution on
inputs such that any accurate mechanism must reveal a high amount of information
about its input, we obtain a lower bound showing that no accurate mechanism
satisfying zCDP can be accurate for this data distribution.

We begin with the simplest form of our mutual information bound, which is an

analogue of the bound of [ | for pure differential privacy:

Proposition 2.6.1. Let M : X" — Y satisfy (&, p)-zCDP. Let X be a random variable in
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X", Then
[(X; M(X)) <& n(1+logn)+p-n?,

where I denotes mutual information (measured in nats, rather than bits).

Proof. By Proposition 2.5.3, M provides (¢ -n Y} ; %,p - n%)-zCDP for groups of size

n. Thus
n
1
Dy (M(x)[|M(x) <§-n)_ = +p-n* <Z-n(l+logn) +p-n?
i—1

for all x,x’ € X™. Since KL-divergence is convex,
I(X; M(X)) = E_[Dy (M(x)[|M(X))]
x—X

TxeX | xeX

< BB, Dy () ]

TxeX | XX

< E {]E [C-n(1+logn)+p-n2H
=&-n(1+logn) +p-n?
O

The reason this lower bound works is the strong group privacy guarantee —
even for groups of size n, we obtain nontrivial privacy guarantees. While this is
good for privacy it is bad for usefulness, as it implies that even information that is
“global” (rather than specific to a individual or a small group) is protected. These
lower bounds reinforce the connection between group privacy and lower bounds
[FIT10, , §4].

In contrast, (¢, )-DP is not susceptible to such a lower bound because it gives a
vacuous privacy guarantee for groups of size k = O(log(1/6)/¢). This helps explain
the power of the propose-test-release paradigm.

Furthermore, we obtain even stronger mutual information bounds when the
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entries of the distribution are independent:

Lemma 2.6.2. Let M : X™ — Y satisfy (&, p)-zCDP. Let X be a random variable in X™

with independent entries. Then
[(X;M(X)) < (E+p)-m,
where I denotes mutual information (measured in nats, rather than bits).

Proof. First, by the chain rule for mutual information,

I(X; M(X)) = ) I(Xi M(X)|Xq.i21),

i€[m]

where

I(X; M(X)|X1.-1) = B [I(Xi]Xq.-1 = 5 M(X)[ X151 = X))

x—X1..i1
= E [1(Xi; M(x, Xi..m))]

x—Xq...i1

by independence of the X;s.

We can define mutual information in terms of KL-divergence:

I(Xi;M(x/ le)) :yEXi [Dl (M(X, le)|X1 = yHM(x, le))]

= ]EX D1 (M(x, Yy, Xix1.m) [|M(x, Xio.n))] -
yeX;

By zCDP, we know that for all x € xi-1 y,y € X,and z € X" we have
Dy (M(x,y,2)||M(x,y',2)) <& +p.
Thus, by the convexity of KL-divergence,

Dl (M(xly/ Xz+1m)HM(x/X1m)) S C+p
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for all x and y. The result follows. O
More generally, we can combine dependent and independent entries as follows

Theorem 2.6.3. Let M : X" — Y satisfy (¢, 0)-zCDP. Take n = m - £. Let X!, - , X™

be independent random variables on X'*. Denote X = (X1,--- ,X"™) € X", Then
[(XM(X)) < m- (g 0(1+1ogl) +p- zz) ,
where I denotes the mutual information (measured in nats, rather than bits).

Proof. By Proposition 2.5.3, M provides (¢~ £Y{_; 1, p - £2)-zCDP for groups of size
¢. Thus

{
1
Dl (M(xl,‘ Xty xm)HM(xll' y xll'/' Ty xm)) SCKZ;+P€2 Séf(l‘l‘logg)‘l‘[)gz

i=1
(2.7)
for all xy,- -+, X, X} € Xt
By the chain rule for mutual information,
I(X;M(X)) = ), I(X; M(X)X1.5-1),
i€[m]

where

(X M(X)[X1.im1) = E - [I(Xi]Xqim1 = 5 M(X)[Xqio1 = X))

xX1..i-1
= [I(X,';M(X,Xi-~~m))]/

x=Xq.i-1

by independence of the X;s.
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We can define mutual information in terms of KL-divergence:
I(Xi; M(x, Xi...m)) :W@_EX. Dy (M(x, X)) | Xi = y||M(x, Xi...on) )]

= E_[Dy (M(%,y, Xis1.) M, X))
UAmRsY;

By (2.7) and the convexity of KL-divergence,
Dy (M2, Xii 1) |M(X, Xjooo)) < & £(1+1ogl) +p - £

for all x and y. The result follows. OJ

2.6.1 Example Applications of the Lower Bound

We informally discuss a few applications of our information-based lower bounds to

some simple and well-studied problems in differential privacy.

One-Way Marginals Consider M : X" — ) where X = {0,1}¥ and ) = [0,1]"
The goal of M is to estimate the attribute means, or one-way marginals, of its input

database x:
1

M(x) =~ x = Eie%} X;.

It is known that this is possible subject to e-DP if and only if n = @(d/¢) [ ,
§4]. This is possible subject to (¢,6)-DP if and only if n = ©(/dlog(1/5)/e),
assuming 6 < 1/n [ , §4].

We now analyse what can be accomplished with zCDP. Adding independent
noise drawn from N (0,d/2n?p) to each of the d coordinates of ¥ satisfies p-zCDP.
This gives accurate answers as long as n > /d/p.

For a lower bound, consider sampling X; € {0,1}* uniformly at random. Set
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X; = Xj for all i € [n]. By Proposition 2.6.1,
I(X; M(X)) < n?p

for any p-zCDP M : ({0,1}%)" — [0,1]%. However, if M is accurate, we can recover
(most of) X; from M(X), whence I(X; M (X)) > Q(d). This yields a lower bound of
n > Q(+/d/p), which is tight up to constant factors.

Histograms (a.k.a. Point Queries) Consider M : X" — ), where X = [T]| and

Y = RT. The goal of M is to estimate the histogram of its input:

M(x)r ~ h(x) = |{i € [n] : x; = t}]

For e-DP it is possible to do this if and only if n = @(log(T)/¢)); the optimal

algorithm is to independently sample
M(x); ~ he(x) + Laplace(2/¢).

However, for (g, 6)-DP, it is possible to attain sample complexity n = O(log(1/J)/¢)
[ , , Theorem 3.13]. Interestingly, for zZCDP we can show that n =
O(/log(T)/p) is sufficient and necessary:
Sampling
M(x); ~ hy(x) + N(0,1/p)

independently for t € [T] satisfies p-zCDP. Moreover,

F {‘P?’"M( )i —hi(x)] 2 A| < T-P[IN(0,1/p)| > A] < T-e /2
elT

In particular P [maxtem |IM(x)s — he(x)| > +/log(T/B)/ ] < Bforall > 0. Thus

this algorithm is accurate if n > /log(T)/p.
On the other hand, if we sample X; € [T] uniformly at random and set X; = X3
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foralli € [n], then I(X; M(X)) > Q(log T) for any accurate M, as we can recover Xj
from M(X) if M is accurate. Proposition 2.6.1 thus implies that n > Q(+/log(T)/p)
is necessary to obtain accuracy.

This gives a strong separation between approximate DP and zCDP.

Approximate Maximisation Consider M : {£1}" — {£1}" where the goal is to
maximise (x, M(x)) subject to p-zCDP.
One solution is randomised response [ ]: Each output bit i of M is chosen

independently with
eS

ef+1
This satisfies e-DP and, hence, 1¢2-zCDP. And E [(x, M(x))] = n(ef —1)/(ef +1) =

P [M(x); = x;] =

©(ne). Alternatively, we can independently choose the output bits i according to
M(x); = sign (N (x;, V2/p) ),

which satisfies p-zCDP.

It is known that these approaches are essentially optimal [ ]. The mutual
information bound for independent entries (Lemma 2.6.2) can be used to give a
lower bound for zCDP:

Let X € {£1}" be uniformly random. By Lemma 2.6.2, since the bits of X are
independent, we have I(X; M(X)) < p-n for any p-zCDP M. However, if M is
accurate, we can recover part of X from M(X) [ , §2], whence I(X; M(X)) >

Q(n).

Lower Bounds with Accuracy The above examples can be easily discussed in
terms of a more formal and quantitative definition of accuracy. In particular, we

consider the histogram example again:
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Proposition 2.6.4. If M : [T]" — R satisfies p-zCDP and

n — <
Vx € [T] E Q?TﬂM(x)t h(x)|| < an,

then n > Q(+/log(a2T)/pa?).

Proof. Let m = 1/10a and ¢ = n/m. For simplicity, assume that both m and n are
integral.
Let X1, X, , X € [T]Z be independent, where each X; is ¢ copies of a uni-

formly random element of [T]. By Theorem 2.6.3,
[(X; M(X)) < p-m-£>=10pan?, (2.8)
where X = (Xq,- -+, X)) € X™. However,

I(X; M(X)) >I(f(X); g(M(X)))
=H(f(X)) — H(f(X)|g(M(X)))
=H(X) — H(X|f (X)) — H(f(X)[g(M(X)))

for any functions f and g, where H is the entropy (in nats). In particular, we let
fx)={teT:Jiecn xi=t} and  g(y)={t € T:y; > 5an}.

Clearly H(X) = mlogT. Furthermore, H(X|f(X)) < mlogm, since X can be
specified by naming m elements of f(X), which is a set of at most m elements.
If

max |M(X); — hy(X)| < 5a, (2.9)
te[T]

then g(M(X)) contains exactly all the values in X — i.e. f(X) = g(M(X)). By
Markov’s inequality, (2.9) holds with probability at least 4/5.

Now we can upper bound H(f(X)|g(M(X))) by giving a scheme for specifying
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f(X) given g(M(X)). If (2.9) holds, we simply need one bit to say so. If (2.9) does

not hold, we need one bit to say this and mlog, T bits to describe f(X). This gives

H(f(X)[g(M(X))) < log2+ P [f(X) # g(M(X))] - mlog T.
Combining these inequalities gives
IX;M(X))>mlogT—m logm—logZ—ém logngm log(Tnt>*4)—1>Q(log(a®T)/a).
Combining this with (2.8) completes the proof. O

We remark that our lower bounds for zCDP can be converted to lower bounds

for mCDP using Lemma 2.4.2.

2.7 Obtaining Pure DP Mechanisms from zCDP

We now establish limits on what more can be achieved with zCDP over pure
differential privacy. In particular, we will prove that any mechanism satisfying zCDP
can be converted into a mechanism satisfying pure DP with at most a quadratic

blowup in sample complexity. Formally, we show the following theorem.

Theorem 2.7.1. Fixn € N, n' € N,k € Na > 0,and e > 0. Let g : X — RF and let
| - || be a norm on R¥. Assume max,cy ||q(x)|| < 1.

Suppose there exists a (&, p)-zCDP mechanism M : X" — R such that for all x € X",

E[[|M(x) — ()] = a.

Assume & < a?, p < a?, and

4
en

n' > (p-n2+§-n-(1+logn)+1).
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Then there exists a (g, 0)-differentially private M’ : X" — R¥ satisfying
E [|M'(x) - q(x)]]] < 10a

and

P | [|M/(x) ~ g(x)]] > 108+ log <%)] <p

forall x € X" and B > 0.

Before discussing the proof of Theorem 2.7.1, we make some remarks about its

statement:

e Unfortunately, the theorem only works for families of statistical queries g :

X — RF. However, it works equally well for || - ||e and || - ||; error bounds.

e If & = 0, we have n’ = O(n®p/ea). So, if p, ¢, and « are all constants, we
have n’ = O(n?). This justifies our informal statement that we can convert
any mechanism satisfying zCDP into one satisfying pure DP with a quadratic

blowup in sample complexity.

e Suppose M : X" — RF is the Gaussian mechanism scaled to satisfy p-zCDP

and || - || = - |l1/k. Then

w = E [ M(x) - g(x)]] = © (\/pz> .

In particular, n = ©(1/k/paZ). The theorem then gives us a &-DP M’ : X" —
R* with E [||M'(x) — q(x)||] < O(«) for

However, the Laplace mechanism achieves e-DP and E [||[M'(x) — g(x)]|] < «
with n = O(k/ae).
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This example illustrates that the theorem is not tight in terms of «; it loses a

1/4? factor here. However, the other parameters are tight.

e The requirement that &, p < a? is only used to show that

max min ||g(x) —q(®)| < 2a (2.10)

xexn rexn
using Lemma 2.7.5. However, in many situations (2.10) holds even when
&, p > a®. For example, if n > O(log(k)/a?) or even n > O(VC(q)/a?) then
(2.10) is automatically satisfied.

The technical condition (2.10) is needed to relate the part of the proof with

inputs of size n to the part with inputs of size n’.

Thus we can restate Theorem 2.7.1 with the condition &, p < a? replaced by

(2.10). This would be more general, but also more mysterious.

Alas, the proof of Theorem 2.7.1 is not constructive. Rather than directly constructing
a mechanism satisfying pure DP from any mechanism satisfying zCDP, we show
the contrapositive statement: any lower bound for pure DP can be converted into a
lower bound for zCDP. Pure DP is characterised by so-called packing lower bounds
and the exponential mechanism.

We begin by giving a technical lemma showing that for any output space and

any desired accuracy we have a “packing” and a “net:”

Lemma 2.7.2. Let (), d) be a metric space. Fix a« > 0. Then there exists a countable

T C Y such that both of the following hold.
e (Net:) Either T is infinite or for all y' € Y there exists y € T with d(y,y") < w.
e (Packing:) Forally,y' € T, ify #y, then d(y,y’) > a.

Proof. Consider the following procedure for producing T.
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e Initialize A < Y and T + @.
e Repeat:

- If A = @, terminate.
— Pick some y € A.
- Update T < TU {y}.

- Update A+ {y € A:d(y,y) > a}.

This procedure either terminates giving a finite T or runs forever enumerating a
countably infinite T.

(Net:) If T is infinite, we immediately can dispense the first condition, so suppose
the procedure terminates and T is finite. Fix y’ € Y. Since the procedure terminates,
A = @ at the end, which means y’ was removed from A at some point. This means
some y € T was added such that d(y/,y) < a, as required.

(Packing:) Fix y # iy’ € T. We assume, without loss of generality, that y was
added to T before . This means iy’ was not removed from A when y was added to

T. In particular, this means d(y',y) > «. O

It is well-known that a net yields a pure DP algorithm:

Lemma 2.7.3 (Exponential Mechanism [ , ). Let £ : X" x T — R satisfy
10(x,y) — (X', y)| < Aforall x,x' € X" differing in one entry and all y € T. Then, for

all € > 0, there exists an e-differentially private M : X" — T such that

5 O(x,M(x)) < r;g?ﬁ(x,y) + %log (%)] >1-B

and

2A
< i —_
E [£(x, M(x))] _ryrg;lﬁ(x,yH . log|T|

forall x € X" and B > 0.
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Proof. The mechanism is defined by

e—t(xy)e/2A

P M(x)=y| = .

M[ ( ) ]/] ZyleTe—K(x,y)sﬂA

The analysis can be found in [ , Theorems 3.10 and 3.11] and Lemma 3.7.1. [
We also show that a packing yields a lower bound for zCDP:

Lemma 2.7.4. Let (Y, d) be a metric space and q : X™ — Y a function. Let M : X" — Y

be a (&, p)-zCDP mechanism satisfying
Pld(M(x),q(x)) > a/2] < B

forall x € X". Let T C Y be such that d(y,y') > a, forall y,y' € T withy # y'. Assume
that for all y € T there exists x € X" with q(x) = y. Then

(1—B)log|T| —log2 < &-n(14logn) +p-n?

In particular, if ¢ = 0, we have

"> \/(1 ~PIRBITLZRE2 o log 11/p).

Proof. Let g~' : T — X" be a function such that g(37!(y)) = y for all y € T. Define
f: Y —=Tby

f(y) = argmin d(y,y')
y'eT

(breaking ties arbitrarily). Then

forally € T, as P [d(M(q7'(y)),y) >a/2] <Bandd(y,y) > aforally € T\ {y}.
Let Y be a uniformly random element of T and let X = g~ !(Y). By the data
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processing inequality and Proposition 2.6.1,
I(Y; f(M(97(Y)))) = 1(q(X); f(M(X))) < I(X; M(X)) < & -n(1+]logn) +p -1

However, P [f(M(q71(Y))) = Y] > 1— B. Denote Z = f(M(q7'(Y))) and let E be

the indicator of the event that Z = Y. We have
I(Y;Z)=H(Y)—H(Y|Z) =H(Y)—H(Y,E|Z) =H(Y) — H(Y|E,Z) — H(E|Z).
Clearly H(Y) =log|T| and H(E|Z) < H(E) < log2. Moreover,

H(Y|E,Z) = E_[H(Y|Z,E = ¢)

=P[Y=2Z]-0+P[Y #Z]-H(Y|ZY # Z)

<B-H(Y).
Thus
I(Y;Z) > 1log|T| —log2 — Blog|T].
The result now follows by combining inequalities. O

We need one final technical lemma:

Lemma 2.7.5. Let g : X — R* satisfy max,cy ||q(x)|| < 1, where || - || is some norm.

Let M : X" — RF satisfy (&, p)-zCDP and

E[[IM(x) —q(x)[] = o

forall x € X". For all n’,

. o _ '
max min [g(£) —q(x)|| <2a+4/2(¢ +p)

Before proving Lemma 2.7.5, we complete the proof of Theorem 2.7.1 by combin-

ing Lemmas 2.7.2,2.7.3,2.7.4, and 2.7.5
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Proof of Theorem 2.7.1. Apply Lemma 2.7.2 with y:{q(x) = %Zie[m]q(xi) X € X”}C

R* and d being the metric induced by the norm to obtain T C

e (Net:) Either T is infinite or for all ¥’ € {g(x) : x € X"} C R there exists

y € Twith ||y — /|| < 4a.
e (Packing:) Forally,y’ € T,ify # v/, then ||y — /|| > 4a.
By Markov’s inequality

NI

P (IM(x) — q(x) | > 24] <

Thus, by Lemma 2.7 .4,
1 2
ilog|T| —log2 <¢-n(l1+logn)+p-n-.

This gives an upper bound on |T|. In particular, T must be finite.
Let M : X" — R* be the exponential mechanism (Lemma 2.7.3) instantiated

with T and ¢(x,y) = ||y — q(x)||. We have

P [ 1M(0) = ()| < min ly = ()] + o7los (5] 215

and

4
_ < mi _
E[IM(x) - 9(x)[] < min |y ()] + —;1og ]
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forall x € X™. For x € X", by the Net property and Lemma 2.7.5,

. . < . . Y I
min [ly — ()l < minmin ly =yl +lly’ —a(x)]

_ . . ] !
—;pgg}((ryne?lly y\|>+\|y q(X)II)
<min (4a + ||y — g(x

<min (4 + [y’ —q(@)[)

= min (4o + [l9(£) — q(x)|)

<dw + 20+ 1/2(Z + p).

Furthermore,
ilog |T| < 5 <§-n(1 +logn) +p - n? —i—logZ) <2
en’ ~en’ -
The theorem now follows by combining inequalities. O

Finally we prove the technical Lemma 2.7.5. Essentially we show that if a private
mechanism can accurately answer a set of queries with a given sample complexity,
then those queries can be approximated on an unknown distribution with the same

sample complexity. This is related to lower bounds on private sample complexity

using Vapnik-Chervonenkis dimension e.g. [ , Theorem 4.8] and [ ,
Theorem 5.5].
First we state Pinsker’s inequality [ , Theorem 31].

Lemma 2.7.6 (Pinsker’s Inequality). Let X and Y be random variables on [—1,1]. Then

[E[X] —E[Y]| < /2D (X]Y)

We can also generalise Pinsker’s inequality using Rényi divergence:
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Lemma 2.7.7. Let P and Q be distributions on QY and f : () — R. Then

</ B F(x)?]: Ve (PIQ) 1,

In particular, if M : X" — ) satisfies (¢, p)-zCDP. Then, for any f : Y — R and

E [f(x)] = E [f(x)]

x~P x~Q

all neighbouring x, x’ € X",

E[f(M())] ~ B [F(M(x))]| < \EFM@) - Vel -1

Proof. By Cauchy-Schwartz,

x~Q x~Q
Now
E (P(x) —1)2 = (P(x))z—zp(x) +1
L \ow Lo|\ow) ~*am
' P<x>)2
= E —2+41
~Q _(Q(x)
—eP2(PlIQ) _ 1.
]
Proposition 2.7.8. Let g : X — R satisfy max,cy ||q(x)| < 1, where | - || is some

norm. Let M : X" — R satisfy (&, 0)-zCDP and

E[IM(x) —q(x)[] = a

forall x € X". Then, for any distribution D on X,

LE (1M = g(D) ] <5 +1/2(E +p)
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and

Elllax) - g(D)]]] < 26+ /2(E +p),

where (D) = E_[4(z)].

Proof. First define the dual norm: For x € R,

Jxlle = max (xy)
yeRk:y|[=1

By definition, (x,y) = (y,x) < | x|« - |ly|| for all x,y € R¥. Moreover, |z| =
max, cgk. |y|,~1% Y) forall z € R¥.
Fix a distribution D. Define W : X" — R* x RF as follows. On input x € X",
compute a = M(x) and
s = argmax (a—q(D),v),
veRK:||v|| =1
and output (a,s).

By postprocessing, W satisfies (¢, p)-zCDP and

E [a—q(x),s)|(a,s)=W(x)]<E[[la—q(x)]-[s]|<(a,5)=W (x)|= E [ M(x) —g(x) [|< «

(2.11)
for all x € X",
The following is similar to Lemma 3.3.1. Let x ~ D" and y ~ D. Now
1
E [(g(x),s) | (a,5) = W(x)] == Y E [(q(x;),s) | (a,5) = W(x)] (2.12)
x,W n icn] x,W

:% 'Zu E [f(x,W(x))
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(letting f : X x RF x R¥ — [~1,1] be f(z,a,5) = (q(z),s)/||s]+)

1
= Y. E [f(xi, W(x1, -+, X, Y, Xig1, - Xn))]
i€[n] %

‘*‘\/2[)1 (f xl/ Hf(xll (xll' X1 Y, Xik 1,y xn)))

(by Pinsker’s inequality)

<— Z [f(y’ (xll X1, X, X1, /xn))]
Ylie[ }xyW
+ \/ZDI ||W X1,- s Xi—1, Y, Xig1, s /xn))

(by postprocessing and convexity and the fact that x; and y are interchangeable)

Z E ),s) | (jys,a) = W(x)]

xyW

+1/2(¢ +p)

(by zCDP)

Combining (2.11) and (2.12) gives

B UIM@) —q(D)|] = E [{a—q(D),s) | (a,5) = W(x)] < a+/2(E +p). (213)
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Finally, combining (2.13) and (2.11) gives

Efllg(x) =)l < E [[IM(x) —q(0)[[]+ E [[IM(x) —q(D)[I] < 2a+/2(¢ +p).
O

Proof of Lemma 2.7.5. Fix x € X™ . Let D be the uniform distribution on elements of

x so that g(D) = g(x). By Proposition 2.7.8,

LE [lla(%) = g(D)]] < 20+ /25 +p).

In particular, there must exist £ ~ D" such that ||g(%) — q(D)|| < 2a + /2( + p),

as required. O

2.8 Approximate zCDP

In the spirit of approximate DP, we propose a relaxation of zCDP:

Definition 2.8.1 (Approximate zCDP). A randomised mechanism M : X" — Y is
S-approximately (&, p)-zCDP if, for all x,x" € X™ differing on a single entry, there exist
events E = E(M(x)) and E' = E'(M(x")) such that, for all & € (1, 00),

D,X(M(x)|EHM(x’)\E/)§C—|—p'zx and D,X(M(x/)]E/HM(x)]E)§§‘~|—p~tx
and P [E] >1—6and P [E']>1-06.
M(x) M(x")

Clearly 0-approximate zCDP is simply zCDP. Hence we have a generalisation of
zCDP. As we will show later in this section, é-approximate (¢, 0)-zCDP is equivalent
to (g,0)-DP. Thus we have also generalised approximate DP. Hence, this definition

unifies both relaxations of pure DP.
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Approximate zCDP is a three-parameter definition which allows us to capture
many different aspects of differential privacy. However, three parameters is quite
overwhelming. We believe that use of the one-parameter p-zCDP (or the two-
parameter -approximate p-zCDP if necessary) is sufficient for most purposes.

It is easy to verify that the definition of approximate zCDP satisfies the following

basic properties.

Lemma 2.8.2 (Composition & Postprocessing). Let M : X" — Y and M’ : X" x Y —
Z be randomised algorithms. Suppose M satisfies 6-approximate (&, p)-zCDP and, for all
ye)Y M(.,y): X" — Z satisfies 6'-approximate (&', 0)-zCDP. Define M" : X" — Z
by M"(x) = M'(x, M(x)). Then M" satisfies (6 + 6" — 6 - &' )-approximate (G + &', p+ 0)-
zCDP.

Lemma 2.8.3 (Tradeoff). Suppose M : X" — Y satisfies 6-approximate (,0)-zCDP.
Then M satisfies 6-approximate ¢-zCDP and S-approximate %CZ-ZCDP.

However, the strong group privacy guarantees of Section 2.5 no longer apply to
approximate zCDP and, hence, the strong lower bounds of Section 2.6 also no longer
hold. Circumventing these lower bounds is part of the motivation for considering
approximate zCDP. However, approximate zCDP is not necessarily the only way to
relax zCDP that circumvents our lower bounds:

Proving the group privacy bound requires “inflating” the parameter a: Sup-
pose M : X" — ) satisfies p-zCDP and x,x’ € X" differ on k entries. To prove
D, (M(x)||[M(x")) < k*oa, the proof of Proposition 2.5.3 requires a bound on
Dy (M(x")[|M(x"")) for x”,x"" € X" differing on a single entry.

Consider relaxing the definition of zCDP to only require the bound (2.1) or (2.2)

to hold when a < m:
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Definition 2.8.4 (Bounded zCDP). We say that M : X" — Y satisfies m-bounded
(&,p)-zCDP if, for all x,x' € X" differing in only one entry and all &« € (1,m),
Dy (M(x)[[M(x)) < +p - a.

This relaxed definition may also be able to circumvent the group privacy-based
lower bounds, as our group privacy proof would no longer work for groups of size
larger than m. We do not know what group privacy guarantees Definition 2.8.4
provides for groups of size k > m. This relaxed definition may be worth exploring,

but is beyond the scope of our work.

2.8.1 Approximate DP Implies Approximate zCDP

We can convert approximate DP to approximate zCDP using the following lemma.
First we define a approximate DP version of the randomised response mecha-

nism:
Definition 2.8.5. For ¢ > 0and § € [0,1], define M : {0,1} — {0,1} x {L, T} by

P [M,5(0) = (b, T)] =5, P [M5(0) = (1-b,T)] =0,

et ~ 1
m, P [Ms,é(b) - (1 _brl)} —(1 _5)1 + et

P [Ms,(S(b) = (b/J—)} :(1 - (5)
for both b € {0,1}.

The above mechanism is “complete” for approximate DP:

Lemma 2.8.6 ([ 11 , Lemma 3.2]). For every (¢,6)-DP M : X" — Y and
all xo, x1 € X" differing in one entry, there exists a randomised T : {0,1} x{L, T} = Y
such that T(M (b)) has the same distribution as M(xy) for both b € {0,1}.

Corollary 2.8.7. If M : X" — Y satisfies (¢,0)-DP, then M satisfies d-approximate

(¢,0)-zCDP, which, in turn, implies 5-approximate (0, 3¢2)-zCDP.
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Proof. Fix neighbouring xg,x; € X"™. Let T: {0,1} x {1, T} — Y be as in Lemma
2.8.6.
Now we can write M(x,) = T(M,;s(b)) for b € {0,1}. Define events Ej and E;
by
Ey = [Mes(b) € {0,1} x {L}].

By definition, for both b € {0,1}, P [Ey]=1—¢ and
M, s(b

£,0
M(xy)le, = T (Mes(D) it ey i1y ) = T(Meo(b)):

We have De, (Meo(b)||[Meo(1 — b)) < ¢ for both b € {0,1}. By postprocessing

and monotonicity, this implies

Dy (M(xb)|EbHM(x1—b)|E1—b> <e

for both b € {0,1} and all « € (1,00). Thus we have satisfied the definition of
d-approximate (g,0)-zCDP.

Applying Proposition 2.3.2 shows that this also implies 5-approximate (0, 3¢2)-
zCDP. O

2.8.2 Approximate zCDP Implies Approximate DP

Lemma 2.8.8. Suppose M : X™ — Y satisfies 6-approximate (&, 0)-zCDP. If p = 0, then
M satisfies (&,6)-DP. In general, M satisfies (¢,6 + (1 — 6)d")-DP for all ¢ > & + p, where

5/ = e_(s_g_P)z/‘Lp . mln




Proof. Fix neighbouring x,x" € X" and let E and E’ be the events promised by

definition 2.8.1. We can assume, without loss of generality that P [E] = P [E'] =
1-26.

Fix S C ). Then

P [M(x) € S| =P [M(x) € S | E] - P[E] + P [M(x) € S | ~E] - P [E]
<P [M(x) €S| E]-(1-20)+35,
P [M(x') € S] =P [M(x') € S| E'] -P[E'] + P [M(x") € S | =E'] - P [~F/]
>P [M(x') € S| E'] - (1-6).
Firstly, if p = 0, then
IP [M(x) €S| E] <efP [M(x') € S| E']
and
P[M(x) € S] <P [M(x) €S |E]-(1-6)+4
<efIP [M(x') € S| E']-(1—06)+6 <P [M(x') € S] +39,

which proves the first half of the lemma.

Secondly, by Lemma 2.3.8 (cf. Lemma 2.3.6), for all e > ¢ + p,

P [M(x) €S| E] <eP [M(x') €S| E']+¢ €4~/ 4%.min
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Thus

2 T p

P [M(x) €S] <efP [M(x') € S]+6+(1—6)-e” E=6=P) /4. min .
1+(e—C—p)/2p
2

e=¢—p e=¢—p\2, 4
| 1+ +\/(1+ L)+

2.8.3 Application of Approximate zCDP

Approximate zCDP subsumes approximate DP. A result of this is that we can apply
our tightened lemmas to give a tighter version of the so-called advanced composition
theorem | ].

Note that the following results are subsumed by the bounds of Kairouz, Oh,
and Viswanath [ ] and Murtagh and Vadhan [ ]. However, these bounds
may be extended to analyse the composition of mechanisms satisfying CDP with
mechanisms satisfying approximate DP. We believe that such a “unified” analysis of
composition will be useful.

Applying Corollary 2.8.7, Lemma 2.8.2, and Lemma 2.8.8 yields the following

result.

Corollary 2.8.9. Let My, -+ , My : X" — YVandlet M : X" — V¥ be their composition.
Suppose each M; satisfies (¢;,0;)-DP. Set p = 1 Y-¥ €2. Then M satisfies

(s,l —(1-4) ﬁu - 5i)> DP

i
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orall e > p and
fi 14

§ = e~ (E=P)*/40 . in

A slight restatement is the following

Corollary 2.8.10. Let My, -+, My : X" — YVandlet M : X" — V¥ be their composition.
Suppose each M; satisfies (g;,0;)-DP. Set €2 = 1 Y% e2. Then M satisfies

(sz +2Ae,1—(1—6") ka[(1 — 5,-)) -DP

forall A > 0 and

A2
8’ =e ™ . min 1

1+%+\/(1+%)2+ﬁ

Finally, by picking the second term in the minimum and using 1 —T;(1 — ;) <

\

Y_; i, we have the following simpler form of the lemma.

Corollary 2.8.11. Let My, -+, My : X" — YVandlet M : X" — V¥ be their composition.
Suppose each M; satisfies (&;,0;)-DP. Then M satisfies

1 T 2
(31elB-+ V2Nl -l + o] ) -DP

forall A > 0. Alternatively M satisfies

1
(31¢lB+ y210g(V72- e/ el &'+ 8] ) -DP
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forall §' > 0.

In comparison to the composition theorem of [ ], we save modestly by
a constant factor in the first term and, in most cases /71/2||¢||» < 1, whence the

logarithmic term is an improvement over the usual advanced composition theorem.
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Chapter 3

Adaptive Data Analysis

3.1 Introduction

Multiple hypothesis testing is a ubiquitous task in empirical research. A finite
sample of data is drawn from some unknown population, and several analyses are
performed on that sample. The outcome of an analysis is deemed significant if
it is unlikely to have occurred by chance alone, and a “false discovery” occurs if
the analyst incorrectly declares an outcome to be significant. False discovery has
been identified as a substantial problem in the scientific community (see e.g. [ ,

]). This problem persists despite decades of research by statisticians on methods
for preventing false discovery, such as the widely used Bonferroni Correction [ ,

] and the Benjamini-Hochberg Procedure [ ].

False discovery is often attributed to misuse of statistics. An alternative explana-
tion is that the prevalence of false discovery arises from the inherent adaptivity in
the data analysis process—the fact that the choice of analyses to perform depends
on previous interactions with the data (see e.g. [ ). Adaptivity is essentially

unavoidable when a sequence of research groups publish research papers based on
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overlapping data sets. Adaptivity also arises naturally in other settings, for exam-
ple: in multistage inference algorithms where data are preprocessed (say, to select
features or restrict to a principal subspace) before the main analysis is performed;
in scoring data-based competitions [ ]; and in the re-use of holdout or test
data [ , ].

The general problem of adaptive data analysis was formally modeled and studied
in recent papers by Dwork, Feldman, Hardt, Pitassi, Reingold, and Roth [ ]
and by Hardt and Ullman [ ]. The striking results of Dwork et al. [ |
gave the first nontrivial algorithms for provably ensuring statistical validity in
adaptive data analysis, allowing for even an exponential number of tests against the
same sample. In contrast, Chapter 6 and Hardt and Ullman [ ] show inherent
statistical and computational barriers to preventing false discovery in adaptive
settings.

The key ingredient in Dwork et al. is a notion of “algorithmic stability” that is
suitable for adaptive analysis. Informally, changing one input to a stable algorithm
does not change it’s output “too much.” Traditionally, stability was measured via
the change in the generalisation error of an algorithm’s output, and algorithms
stable according to such a criterion have long been known to ensure statistical
validity in nonadaptive analysis [ , , , , ]. Following
a connection first suggested by McSherry,! Dwork et al. showed that differential
privacy guarantees statistical validity in adaptive data analysis. This allowed them
to repurpose known DP algorithms to prevent false discovery. A crucial difference
from traditional notions of stability is that DP requires a change in one input lead to

a small change in the probability distribution on the outputs. In this chapter, we refer

1See, e.g., [ ], although the observation itself dates back at least to 2008 (personal communi-
cation).
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to differential privacy as DP stability, to emphasise the relation to the literature on
algorithmic stability and other notions of stability we study (KL- and TV-stability,
in particular).

In this chapter, we extend the results of Dwork et al. along two axes. First,
we give an optimal analysis of the statistical validity of DP-stable algorithms. As a
consequence, we immediately obtain the best known bounds on the sample complexity
(equivalently, the convergence rate) of adaptive data analysis. Second, we generalise
the connection between DP stability and statistical validity to a much larger family
of statistics. Our proofs are also significantly simpler than those of Dwork et al.,

and clarify the role of different stability notions in the adaptive setting.

3.1.1 Overview of Results

Adaptivity and Statistical Queries. Following the previous work on this subject
[ ], we formalise the problem of adaptive data analysis as follows. There
is a distribution P over some finite universe X, and a mechanism M that does not
know P, but is given a set x consisting of n samples from P. Using its sample, the
mechanism must answer queries on P. Here, a query g, coming from some family Q,
maps a distribution P to a real-valued answer. The mechanism’s answer a to a query
q is a-accurate if |a — q(P)| < a with high probability. Importantly, the mechanism’s
goal is to provide answers that “generalise” to the underlying distribution, rather
than answers that are specific to its sample.

We model adaptivity by allowing a data analyst to ask a sequence of queries
q1,92, - - -, qx € Q to the mechanism, which responds with answers ay, 45, ..., a;. In
the adaptive setting, the query 4; may depend on the previous queries and answers
1,41, --.,4qj-1,4j-1 arbitrarily. We say the mechanism is a-accurate given n samples

for k adaptively chosen queries if, with high probability, when given a vector x of n
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samples from an arbitrary distribution P, the mechanism accurately responds to
any adaptive analyst that makes at most k queries.

Dwork et al. [ ] considered the family of statistical queries [ I. A
statistical query g asks for the expected value of some function on random draws
from the distribution. That is, the query is specified by a function p : X — [0,1] and
its answer is g(P) = E,. . p[p(2)].

The most natural way to answer a statistical query is to compute the empirical
answer E,. .[p(z)], which is just the average value of the function on the given
sample x.2 It is simple to show that when k queries are specified nonadaptively
(i.e. independent of previous answers), then the empirical answer is within g(P) £+ «
(henceforth, “a-accurate”) with high probability so long as the sample has size
n 2 log(k)/a?. 3 However, when the queries can be chosen adaptively, the empirical
average performs much worse. In particular, there is an algorithm (based on [ )
that, after seeing the empirical answer to k = O(a?n) random queries, can find a
query such that the empirical answer and the correct answer differ by a. Thus, the
empirical average cannot be guaranteed to be accurate unless n > k/a?, and so
exponentially more samples are required to guarantee accuracy when the queries

may be adaptive.

Answering Adaptive Statistical Queries. Surprisingly, Dwork et al. [ I
showed there are mechanisms that are much more effective than naively outputting

the empirical answer. They show that empirically accurate differentially private

2For convenience, we will often use x as shorthand for the empirical distribution over x (viewed
as a multiset). We use z < x to mean a random element chosen from the uniform distribution over
the elements of x.

3This guarantee follows from bounding the error of each query using a Chernoff bound and then

taking a union bound over all queries. The logk term corresponds to the Bonferroni correction in
classical statistics.
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mechanisms are accurate on the population and, by applying the Gausssian mecha-
nism, they obtain a mechanisms that are accurate given only n > v/k/a*® samples,
which is a significant improvement over the naive mechanism when « is not too
small. (See Table 3.1 for more detailed statements of their results, including results
that achieve an exponential improvement in the sample complexity when |X| is
bounded.)

Our first contribution is to give a simpler and quantitatively optimal analysis
of the generalisation properties of stable algorithms, which immediately yields
new accuracy bounds for adaptive statistical queries. In particular, we show that
n > k/a* samples suffice. Since 1/a? samples are required to answer a single
nonadaptive query, our dependence on « is optimal. In Chapter 6, we will see
that the v/k dependence is also optimal. (In particular, there is a lower bound of

n > vk/a +1/42, but proving n > /k/a? remains open.)

Beyond Statistical Queries. Although statistical queries are surprisingly gen-
eral [ ], we would like to be able to ask more general queries on the distribution
P that capture a wider variety of machine learning and data mining tasks. To this
end, we give the first bounds on the sample complexity required to answer large
numbers of adaptively chosen low-sensitivity queries and optimisation queries, which
we now describe.

Low-sensitivity queries are a generalisation of statistical queries. A query is
specified by an arbitrary function p : X" — R satisfying |p(x) — p(x’)| < 1/n
for every x,x’ € X" differing on exactly one element. The query applied to the
population is defined to be q(P) = E,.  pn[p(x)]. Examples include distance queries
(e.g. “"How far is the sample from being well-clustered?”) and maxima of statistical

queries (e.g. “What is the classification error of the best k-node decision tree?”)
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Optimisation queries are a broad generalisation of low-sensitivity queries to
arbitrary output domains. The query is specified by a loss function L : X" x ® — R
that is low-sensitivity in its first parameter, and the goal is to output 6 € © that
is “best” in the sense that it minimises the average loss. Specifically, q(P) =
argmin,_gE,. .pn[L(z;0)]. An important special case is when ® C RY is convex
and L is convex in 6, which captures many fundamental regression and classification
problems.

Our sample complexity bounds are summarised in Table 3.1.

Query Type [ Saimple CompI?}ilti}sl Work Time per Query
Statistical (k < n?) 0 ;ﬁ o] (;{f) poly(n,log | X])
Statistical (k>>n?) O(” log |;;|45'1083/2k> o) ( /1og |:;| logk poly(n, | X])

.| Low Sens. (k< n?) — o] ;/f poly(n,log | X])
Low Sens. (k>>>n?) — o] <W) poly(|X]")
Conv. Min. (k< n?) — 0 (g) poly(n,d,log |X|)
Conv. Min. (k>>n?) — C~)<(\/H+10g ];)3 viog |X|> poly(n,d, | X])

Table 3.1: Summary of Results. Here k = number of queries, n = number of samples, & = desired
accuracy, X = universe of possible samples, d = dimension of parameter space ©.

3.1.2 Overview of Techniques

Our main result is a new proof, with optimal parameters, that a stable algorithm
that provides answers to adaptive queries that are close to the empirical value on the

sample gives answers that generalise to the underlying distribution. In particular,
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we prove:

Theorem 3.1.1 (Main “Transfer Theorem”). Let M be a mechanism that takes a sample
x € X" and answers k adaptively-chosen low-sensitivity queries. Suppose that M satisfies

the following:

1. For every sample x, M's answers are («, af)-accuratewith respect to the sample x —
which we define to mean P [maxjek }q]-(x) — a]-‘ <a] >1—ap, whereqq,- -, q :
X" — R are the low-sensitivity queries that are asked and ay, - - - ,a; € R are the

answers given. The probability is taken only over M'’s random coins.
2. M satisfies («, aB)-DP stability.

Then, if x consists of n samples from an arbitrary distribution P over X, M’s answers are

(O(a), O(B))-accurate with respect to the population P. That is,
IP [maxjci 9;(P) —a;] <O(a)] >1—-0(B),
where the probability is taken only over the choice of x <— P" and M'’s random coins.

Our actual result is somewhat more general than Theorem 3.1.1. We show that
the population-level error of a stable algorithm is close to its error on the sample,
whether or not that error is low. Put glibly: stable algorithms cannot be wrong
without realising it.

Compared to the results of [ I, Theorem 3.1.1 requires a quantitatively
weaker stability guarantee— (&, a8)-stability, instead of (a, (8/k)/#)-stability. It
also applies to arbitrary low-sensitivity queries as opposed to the special case of
statistical queries.

Our analysis differs from that of Dwork et al. in two key ways. First, we give a

better bound on the probability with which a single low-sensitivity query output by
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a DP-stable algorithm has good generalisation error. Second, we show a reduction
from the case of many queries to the case of a single query that has no loss in
parameters (in contrast, previous work took a union bound over queries, leading to
a dependence on k, the number of queries).

Both steps rely on a thought experiment in which several “real” executions of
a stable algorithm are simulated inside another algorithm, called a monitor, which
outputs a function of the “real” transcripts. Because stability is closed under post-
processing, the monitor is itself stable. Because it exists only as a thought experiment,
the monitor can be given knowledge of the true distribution from which the data
are drawn, and can use this knowledge to process the outputs of the simulated
“real” runs. The monitor technique allows us to start from a basic guarantee, which
states that a single query has good generalisation error with constant probability,

and amplify the guarantee so that
e the generalisation error holds with very high probability, and
e the guarantee holds simultaneously over all queries in a sequence.

The proof of the basic guarantee follows the lines of existing proofs using algorithmic
stability (e.g., [ 1), while the monitor technique and the resulting amplification
statements are new.

The amplification of success probability is the more technically sophisticated
of the two key steps. The idea is to run many (about 1/, using the notation of
Theorem 3.1.1) copies of a stable mechanism on independently selected data sets.
Each of these interactions results in a sequence of queries and answers. The monitor
then selects the the query and answer pair from amongst all of the sequences that
has the largest error. It then outputs this query as well as the index of the interaction

that produced it. Our main technical lemma shows that the monitor will find a “bad”
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query/dataset pair (one where the true and empirical values of the query differ)
with at most constant probability. This implies that the each of the real executions
outputs a bad query with probability O(B). Relative to previous work, the resulting
argument yields better bounds, applies to more general classes of queries, and even

generalises to other notions of stability.

Optimality. In general, we cannot prove that our bounds are optimal. Even for
nonadaptive statistical queries, n > log(k)/a® samples are necessary, and in Chapter
6 we show that that #n > min{/k, V/1og [X]}/a samples are necessary to answer
adaptively chosen statistical queries. However, there remains a gap between the
upper and lower bounds.

However, we can show that our connection between DP stability and gener-
alisation is optimal (see Section 3.7 for details). Moreover, for every family of
queries we consider, no DP-stable algorithm can achieve better sample complex-
ity [ , ]. Thus, any significant improvement to our bounds must come

from using a weaker notion of stability or some entirely different approach.

Computational Complexity. Throughout, we will assume that the analyst only
issues queries g such that the empirical answer g(x) can be evaluated in time
poly(n,log |X|). When k < n? our algorithms have similar running time. However,
when answering k > n? queries, our algorithms suffer running time at least
poly(n, |X|). Since the mechanism’s input is of size n - log|X|, these algorithms
cannot be considered computationally efficient. For example, if X = {0,1}¢ for
some dimension d, then in the non adaptive setting poly(#,d) running time would
suffice, whereas our algorithms require poly(#,2¢) running time. Unfortunately,

this running time is known to be optimal, as Chapter 6 (building on an earlier
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impossibility result [ ] and hardness results in privacy [ ]) shows that,
assuming exponentially hard one-way functions exist, there is no poly (1, 2°4))-time

mechanism that accurately answers k = w(n?) statistical queries.

Stable / Differentially Private Mechanisms. Each of our results requires instanti-
ating the mechanism with a suitable stable / differentially private algorithm. For
statistical queries, the optimal mechanisms are the well known Gaussian and Laplace
Mechanisms (slightly refined in Chapter 4) when k is small and the Private Multi-
plicative Weights Mechanism [ ] when k is large. For arbitrary low-sensitivity
queries, the Gaussian or Laplace Mechanism is again optimal when k is small, and
for large k we can use the Median Mechanism [ ].

When considering arbitrary search queries over an arbitrary finite range, the
optimal algorithm is the Exponential Mechanism [ ]. For the special case of
convex minimisation queries over an infinite domain, we use the optimal algorithm
of [ ] when k is small, and when k is large, we use an algorithm of [ | that

accurately answers exponentially many such queries.

Other Notions of Stability Our techniques applies to notions of distributional
stability other than differential privacy. In particular, defining stability in terms of
total variation (TV) or KL divergence (KL) leads to bounds on the generalisation error
that have polynomially, rather than exponentially, decreasing tails. See Section 3.4

for details.
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3.2 Preliminaries

3.2.1 Queries

Given a distribution P over X or a sample x = (xq,--- ,x,) € X", we would like to
answer queries about P or x from some family Q. We will often want to bound the
“sensitivity” of the queries with respect to changing one element of the sample. To
this end, we use x ~ x’ to denote that x,x’ € X" differ on at most one entry. We

will consider several different families of queries:

e Statistical Queries: These queries are specified by a function g : X — [0,1],

and (abusing notation) are defined as

1
9(P)= E _lq(z)] and  q(x) =~} g(x).
ie[n]
The error of an answer a to a statistical query g with respect to P or x is

defined to be

erry (q,a) = a —q(x) and  err” (g,a) =a—q(P).

e A-Sensitive Queries: For A € [0,1], n € IN, these queries are specified by a
function g : X" — R satisfying |q(x) — q(x)| < A for every pair x,x’ € A"

differing in only one entry. Abusing notation, let

q(P)=_E_ [q(2)].

Z<—RPn

The error of an answer a to a A-sensitive query g with respect to P or x is

defined to be

erry (,a) =a—q(x) and  err” (ga)= E_[err,(q,a)] =a—q(P).

z4—rP"
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We denote the set of all A-sensitive queries by Qa. If A = O(1/n) we say the
query is low sensitivity. Note that 1/n-sensitive queries are a strict generalisa-

tion of statistical queries.

Minimisation Queries: These queries are specified by a loss function L :
X" x ©® — R. We require that L has sensitivity A with respect to its first
parameter, that is,
sup IL(x;0) — L(x';0)| <A.
0O, x,x'e X", x~x'

Here © is an arbitrary set of items (sometimes called “parameter values”)
among which we aim to chose the item (“parameter”) with minimal loss, either
with respect to a particular input data set x, or with respect to expectation

over a distribution P.

The error of an answer 6 € © to a minimisation query L : X" x ® — R with

respect to x is defined to be

erry (L,0) = L(x,0) — min L(x, 0%)

Q)]

and, with respect to P, is

Z(—RPH Z(—RPH Z(—an 0*€®

err” (L,0) = E_[err, (L,0)]= E_[L(z,0)]— E {minL(z,G*)}.

Note that mingsc@ E [L(z,0%)] > E _[ming«cg L(z,0%)], whence
z—RrP" z+—gP"

E [L(z,6)] —min E_[L(z6%)] <err” (L,0).

z—RrP" 0*€® z+gP"

Note that minimisation queries (with ® = R) generalise low-sensitivity queries:
Given a A-sensitive g : X — R, we can define L(x;6) = |6 — g(x)| to obtain a

minimisation query with the same answer.
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We denote the set of minimisation queries by Q,,;,. We highlight two special

cases:

— Minimisation for Finite Sets: We denote by Q,,i, p the set of minimisation

queries where O is finite with size at most D.

— Convex Minimisation Queries: If ® C R is closed and convex and L(x; -)
is convex on O for every data set x, then the query can be answered
nonprivately up to any desired error &, in time polynomial in 4 and «.

We denote the set of all convex minimisation queries by Qcp.

3.2.2 Mechanisms for Adaptive Queries

Our goal is to design a mechanism M that answers queries on P using only indepen-
dent samples x1,...,x; < P. Our focus is the case where the queries are chosen
adaptively and adversarially.

Specifically, M is a stateful algorithm that holds a collection of samples x1, ..., x,
from the data universe X, takes a query g from some family Q as input, and returns
an answer a. We require that when x1, ..., x,; are independent samples from P, the
answer a is “close” to q(P) in a sense that is appropriate for the family of queries.
Moreover we require that this condition holds for every query in an adaptively
chosen sequence ¢, ...,qx. Formally, we define an accuracy game between a

mechanism M and a stateful data analyst A in Figure 3.1.

Definition 3.2.1 (Accuracy). A mechanism M is («, p)-accurate with respect to the
population for k adaptively chosen queries from Q given n samples in X if for every
adversary A,
r max ‘errp a4 ’<oc] >1-—48.
Ace, oM A Le[k} )] < g
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A chooses a distribution P over X.
Sample x1,...,%, < P,let x = (x1,...,x,). (Note that .4 does not know x.)
Forj=1,...,k

A outputs a query g; € Q.

M(x,q;) outputs a;.

(As A and M are stateful, gq; and 4; may depend on the history
qi,41,- - - ,q]'_l,ﬂ]'_l.)

Figure 3.1: The Accuracy Game Accy oM, Al

We will also use a definition of accuracy relative to the sample given to the

mechanism, described in Figure 3.2.

A chooses x = (x1,...,x,) € X"
Forj=1,...,k
A outputs a query g; € Q.
M(x,q;) outputs a;.
(7; and a; may depend on the history 41,43, ...,4;-1,4;—1 and on x.)

Figure 3.2: The Sample Accuracy Game SampAcc,, o[ M, A

Definition 3.2.2 (Sample Accuracy). A mechanism M is («, B)-accurate with respect
to samples of size n from X for k adaptively chosen queries from Q if for every

adversary A,

Samphces g ) | [erm (@ aj)| S ) 21-p

3.2.3 DP Stability

7

In this context we choose the term “DP stability” rather than “differential privacy”
to emphasise the conceptual relationship between this notion and other notions of
algorithmic stability that have been studied in machine learning. We also emphasise

that our work has a very different motivation to the motivation of differential privacy
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— stable algorithms are desirable even when privacy is not a concern, such as when
the data does not concern humans.
In our analysis, we will make crucial use of the fact that DP-stability (as well as

the other notions of stability discussed in Section 3.4.1) is closed under post-processing.

Lemma 3.2.1 (Post-Processing). Let W : X" — R and f : R — R’ be a pair of
randomised algorithms. If W is (g, &)-DP-stable then the algorithm f (W (x)) is (e, &)-DP-

stable.

Stability for Interactive Mechanisms

The definition of differential privacy does not immediately apply to algorithms that
interact with a data analyst to answer adaptively chosen queries. Such a mechanism
does not simply take a sample x as input and produce an output. Instead, in the
interactive setting, there is a mechanism M that holds a sample x and interacts
with some algorithm 4. We can view this entire interaction between M and A as a
single noninteractive meta algorithm that outputs the transcript of the interaction
and define stability with respect to that meta algorithm. Specifically, we define the
algorithm W|[M, A](x) that simulates the interaction between M (x) and A and
outputs the messages sent between them. The simulation is also parameterised by
n,k, Q, although we will frequently omit these parameters when they are clear from

context.

Input: A sample x € X"
Forj=1,...,k
Feed a; 1 to A and get a query g; € Q.
Feed g; to M(x) and get an answer a; € R.

Output ((q1,a1),...,(qk a))-

Figure 3.3: W, ; oM, A] : X" — (Q x R)*
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Note that W[ M, A] is a noninteractive mechanism, and its output is just the
query-answer pairs of M and A in the sample accuracy game, subject to the mecha-
nism being given the sample x. Now we can define the stability of an interactive

mechanism M using W.

Definition 3.2.3 (Stability of for Interactive Mechanisms). We say an interactive
mechanism M is (g,0)-DP-stable for k queries from Q if for every adversary A, the
algorithm W, x o[M, A](x) : X" — (Q x R) is (¢,5)-DP-stable.

Composition of DP Stability

The definition above allows for adaptive composition. This follows directly from
composition results of (g, d)-differentially private algorithms. A mechanism that is
(¢,6)-DP-stable for 1 query is (= ev/k, ~ dk)-stable for k adaptively chosen queries.

See Chapter 2 for appropriate composition bounds.

3.3 From DP Stability to Accuracy
for Low-Sensitivity Queries

In this section we prove our main result that any mechanism that is both accurate
with respect to the sample and satisfies DP stability (with suitable parameters) is
also accurate with respect to the population. The proof proceeds in two mains steps.
First, we prove a lemma that says that there is no DP-stable mechanism that takes
several independent sets of samples from the distribution and finds a query and
a set of samples such that the answer to that query on that set of samples is very
different from the answer to that query on the population. In Section 3.3.2 we prove

this lemma for the simpler case of statistical queries and then in 3.3.3 we extend the
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proof to the more general case of low-sensitivity queries.

The second step is to introduce a monitoring algorithm. This monitoring algorithm
will simulate the interaction between the mechanism and the adversary on multiple
independent sets of samples.

It will then output the least accurate query across all the different interactions.
We show that if the mechanism is stable then the monitoring algorithm is also stable.
By choosing the number of sets of samples appropriately, we ensure that if the
mechanism has even a small probability of being inaccurate in a given interaction,
then the monitor will have a constant probability of finding an inaccurate query in
one of the interactions. By the lemma proven in the first step, no such monitoring
algorithm can satisfy DP stability, therefore every stable mechanism must be accurate

with high probability.

3.3.1 Warmup: A Single-Sample De-Correlated Expectation

Lemma for Statistical Queries

As a warmup, in this section we give a simpler version of our main lemma for the
case of statistical queries and a single sample. Although these results follow from
the results of Section 3.3.3 on general low-sensitivity queries, we include the simpler

version to introduce the main ideas in the cleanest possible setting.

Lemma 3.3.1. Let W : X" — Q be (¢, 6)-DP-stable where Q is the class statistical queries
g:X — [0,1]. Let P be a distribution on X and let x <, P". Then*

E [q(P) | g=W(x)] - E [g(x) | g = W))| <& ~1+0.

“The notation 1113/\} [9(P) | ¢ = W(x)] should be read as “the expectation of (), where g denotes
X,

the output of W(x).” That is, the “event” being conditioned on is simply a definition of the random
variable g.
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Proof of Lemma 3.3.1. Before giving the proof, we set up some notation. Let x =
(x1,...,%,). For a single element ¥’ € X, and an index i € [n], we use x; . to
denote the new sample where the i-th element of x has been replaced by the element
x'. Let x' <— P be independent from x.

We can now calculate

nool
Z/ e lPW [q(xi) >z| g =W(xj_p)] +6dz (by (¢,6)-DP stability)
= Jo

(the pairs (x;, x; ) and (x/, x) are identically distributed)

= e - x’,IEW [q(x") | g =W(x)] +6

An identical argument shows that

E [9(x) [ 9= W) = e (B 10(P) | 1= W) —0).

Therefore, using the fact that |g(P)| < 1 for any statistical query g and distribu-
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tion P, we have

as desired. 0

3.3.2 Warmup: A Multi-Sample De-Correlated Expectation

Lemma for Statistical Queries

As a second warmup, in this section we give a simpler version of our main lemma
for the case of statistical queries and multiple samples. That is, we consider a setting
where there are many subsamples available to the algorithm. The multi-sample
de-correlated expectation lemma says that a DP-stable algorithm cannot take a
collection of samples x1,...,xr and output a pair (g,t) such that q(P) and q(x;)

differ significantly in expectation.

Lemma 3.3.2. Let W : (X™")T — Q x [T] be (g, 6)-DP-stable where Q is the class
statistical queries g : X — [0,1]. Let P be a distribution on X and let X = (x1,...,XT) 4
(P™M)T. Then

o [9(P) [ (q,8) = W(X)] = o [9(xt) | (q,8) = W(X)]| < e —1+4T6.

Proof of Lemma 3.3.2. Before giving the proof, we set up some notation. Let X =
(x1,...,x7) be a set of T samples where each sample x; = (xt1,...,Xt,). For a
single element x’ € X, and a pair of indices (m,i) € [T] x [n], we use X, j)_,y to
denote the new set of T samples where the i-th element of the m-th sample of X has

been replaced by the element x’.
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We can now calculate

< %i i (/01 e P [1{t:m} q(Xmi) > Z’ (q,t) = W(X(m,i)ﬁx’)] +5) dz

(by (¢,6)-DP stability)
T
Z Z (es' B [1{t:m} 'q(xm,i)

i i (es' ¥ [1{t:m} -q(x") \ (q.,t) = W(X)} +5)

(the pairs (x,i, X(,i)—) and (x,X) are identically distributed)

(@) = WX (iyo) | + 5>

=e- E [q(x)] (g.t) =W(X)] +Té
= et B [0(P) | (1,8) = WO+ To

< XH;:/V [q(P)] (g,t) =W(X)]+e —14+T0 (since g(P) € [0,1])
An identical argument shows that

L) | (a6) =WX)] = B 1a(P) | (q,t) = WX)]+ (7" —1) — T5.
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3.3.3 A Multi-Sample De-Correlated Expectation Lemma

Here, we give the most general de-correlated expectation lemma that considers

multiple samples and applies to the more general class of low-sensitivity queries.

Lemma 3.3.3 (Main Technical Lemma). Let W : (X™)T — Qu x [T] be (e, §)-DP-stable
where Q is the class of A-sensitive queries q : X" — R. Let ‘P be a distribution on X and

let X = (x1,...,x7) ¢ (P")T. Then

&L aP) [ (g, t) =WX)] = B la(xe) | (9,8) = WX)]| < 2(e" — 1+ To)An.

We remark that if we use the weaker assumption that W is (ef — 1+ 6)-TV stable,
(defined in Section 3.4.1), then we would obtain the same conclusion but with the
weaker bound of 2T (e® — 1 + ) An. The advantage of using the stronger definition
of DP stability is that we only have to decrease § with T and not ¢. This advantage
is crucial because algorithms satisfying (¢, J)-DP stability necessarily have a linear

dependence on 1/¢ but only a polylogarithmic dependence on 1/6

Proof of Lemma 3.3.3. Let X' = (x},...,x%) < (P")T be independent of X. Recall
that each element x; of X is itself a vector (x;1,...,Xt,), and the same is true for each
element x; of X'. We will sometimes refer to the vectors x1, ..., xr as the subsamples
of X.

We define a sequence of intermediate samples that allow us to interpolate

between X and X’ using a series of neighbouring samples. Formally, for ¢ €

{0,1,...,n} and m € {0,1,..., T}, define X" = (xi™, ..., x™) € (X7 by

xt; (t>m)or(t=mandi> /()
x;; (t<m)or (t=mandi</)

By construction we have X! = X"? = X and X*T = X'. Also X%" = X""~1 for
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m € [T]. Moreover, pairs (X“, X!~*) are neighboring in the sense that there is a

(-1,T
t

single subsample, x; such that x* and x are neighbors and for every ' # t,
g p t g y

0Lt

—1,t
t/ —xé /.

X t/

For ¢ € [n] and m € [T], define a randomised function B : (X™")T x (x™)T —
R by

= ) +A t=m
Bglm(X,Z) — q(Zt) q(zt, f) Where (q’ t) — W(X),

0 t#m

where z; _, is the t-th subsample of Z with its /-th element replaced by some

arbitrary fixed element of X'.

&L, [a(P) —a(x) | (9,8) = W(X)]

mediate samples and the functions B“":

We can now expand in terms of these inter-

E [(P) —q(x) | (1) = w<x>]]

X W

= |\, [ = a0 | (0.0) = W)

=X LB 9" — x| (@8 = W]
<LIL B, 9" — g | (@) = W]

. fm _ A—1m
(By construction, X=X ¢ )

- Y L E [Bffm(x,x&m)—Bf'm(x,x“fm)] (Definition of B‘".)

Thus, it suffices to show that ‘Zm e E [BE"”(X, Xxtmy — plm(X, Xéfl,m)} ‘ < 2(ef —

14 To)A for all £ € [n]. To this end, we make a few observations.
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1. Since g is A-sensitive, for every ¢,m,X,Z, we have 0 < Bffm(X,Z) < 2A.
Moreover, since B (X,Z) = 0 whenever W(X) outputs (q,t) with t # m, we
have Y, E [B“" (x, x"™)] < 2A.

2. By construction, B“"(X, Z) is (¢, §)-DP-stable as a function of its first parameter
X. Stability follows by the post-processing lemma (Lemma 3.2.1) since B“" is a

post-processing of the output of WW(X), which is assumed to be (¢, §)-DP-stable.

3. Lastly, observe that the random variables X4m are identically distributed
(although they are not independent). Namely, each one consists of nT in-
dependent samples from P. Moreover, for every £ and m, the pair (X", X)
has the same distribution as (X, X“™). Specifically, the first component is nT
independent samples from P and the second component is equal to the first
component with a subset of the entries replaced by fresh independent samples

from P.

Consider the random variables B (X, X/") and B (X, X‘~1") for some ¢ € [n]

and m € [T]. Using observations 2 and 3, we have
Bé,m (X/ XZ,m) ~ Bf,m (Xé,ml X) ~(e5) B(f,m (Xé—l,m’ X) ~ Bé,m (X, Xﬁ—l,m),

where ~ denotes having the same distribution and ~, 5) denotes having (¢, 6)-DP

close distributions.> Thus B“" (X, X!~1) and B“" (X, X"™) are (¢, §)-DP close.

°In the spirit of (g, §)-DP stability, we say that distributions A and B over R are (e, §)-DP close if
for every RC R,IP[A € R] <¢°-P[B € R] + and vice versa.
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Now we can calculate
2A

E[Brxx M) = [T P (B X) 2 2] d
0 /-

X, X' W X
2A
< / (ee- P [Bﬁf’”(x,x"m)zz]ﬂs) dz
0 X, X'W

2A
— e /O P [BU(X,X") > 2] dz + 264

—¢. E [Bé'm(x, xffm)} + 26A.
XX

Thus we have

Y E [Bffm(x,xf—lfm)} < et ( Y E [B’ffm(x,xffm)]> +2T6A

!
me(T)| XX, W me|T] XX W

< lm {,m £ )
2 XX/W [B (X, X" )] +2(ef —1)A +2ATS
Thus we have the desired upper bound on the expectation of

Z E [Bﬂ,m(xl Xf,m) _ Bﬁ,m(xl Xﬂ—l,m)] )
me(T)|

The corresponding lower bound follows from an analogous argument. This com-

pletes the proof. O

3.3.4 From Multi-Sample De-Correlated Expectation to Accuracy

Now that we have Lemma 3.3.3, we can prove the following result that DP-stable
mechanisms that are also accurate with respect to their sample are also accurate

with respect to the population from which that sample was drawn.

Theorem 3.3.4 (Main Transfer Theorem). Let Q be a family of A-sensitive queries on X .
Assume that, for some w, B € (0,.1), M is

1. (e =a/64An,6 = af/32An)-DP-stable for k adaptively chosen queries from Q and
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2. (o) = /8, = ap/16An)-accurate with respect to its sample for n samples from X

for k adaptively chosen queries from Q.

Then M is («, B)-accurate with respect to the population for k adaptively chosen queries

from Q given n samples from X.

The key step in the proof is to define a monitoring algorithm that takes T
separate samples X = (x1,...,x7) and for each sample x;, simulates an independent
interaction between M (x;) and A. This monitoring algorithm then outputs the
query with the largest error across all of the queries and interactions (kT queries
in total). Since changing one input to X only affects one of the simulations, the
monitoring algorithm will be stable so long as M is stable, without any loss in
the stability parameter. On the other hand, if M has even a small chance B of
answering a query with large error, then if we simulate T ~ 1/ independent
interactions, there is a constant probability that at least one of the simulations results
in a query with large error. Thus, the monitor will be a stable algorithm that outputs
a query with large error in expectation. By the multi-sample de-correlated expectation
lemma, such a monitor is impossible, which implies that M has probability < p of

answering any query with large error.

Proof of Theorem 3.3.4. Let M be an interactive mechanism. Let .4 be an analyst
and let P be the distribution chosen by .A. We define the following monitoring
algorithm.

If M is stable then so is W, and this fact follows easily from the post-processing

lemma (Lemma 3.2.1):

Claim 3.3.5. For every ¢,6 > 0, if the mechanism M is (g, 8)-DP-stable for k adaptively
chosen queries from Q, then for every P and A, the monitor Wp y o[ M, A is (¢g,6)-DP-
stable.
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Input: X = (xq,...,x7) € (X")T
Fort=1,...,T:
Simulate M (x;) and A interacting, let q;1,...,4;x € Q be the queries of
A and let
a1, ...,k € R be the corresponding answers of M.
Let

(%, £7) = argmax;cg ey ‘errp (917, 34,) ‘ :

If apjo —qp «(P) > 0, let g* = g j+, otherwise let g* = —qp ;. (Qa is
closed under negation.)
Output: (g%, ).

Figure 3.4: W(X) = Wp[M, A|(X) :

Proof. If M is (g, 6)-DP-stable for k adaptively chosen queries from Q then for
every analyst A who asks k queries from Q, and every ¢ the algorithm W' (x;) that
simulates the interaction between M(x;) and A and outputs the resulting query-
answer pairs is (g, 6)-DP-stable. From this, it follows that the algorithm W'(X)
that simulates the interactions between M (x;) and A for every t = 1,...,T and
outputs the resulting query-answer pairs is (¢, d)-DP-stable. To see this, observe
that if X, X’ differ only on one subsample x;, then for every ' # t, xy = x}, and thus
the query-answer pairs corresponding to subsample t' are identically distributed
regardless of whether we use X or X’ as input to W.

Observe that the algorithm )V defined above is simply a post-processing of these
kT query-answer pairs. That is, (7%, ") depends only on {(qy, a1} |7} jer and P,
and not on X. Thus, by Lemma 3.2.1, W is (¢, §)-DP-stable. O

We will use the W with T = |1/8] . In light of Claim 3.3.5 and our assumption
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that M is (g, 6)-DP-stable, we can apply Lemma 3.3.3 to obtain

E 0P =0 ) | 07) = wool| < 2( o1t (58 )) an <

3.1)
To complete the proof, we show that if M is not (&, §)-accurate with respect to the
population P, then (3.1) cannot hold. To do so, we need the following natural claim

about the output of the monitor.

Claim 3.3.6. x]llj/v (5 (P) —ag > a] >1—(1—B)T, and g*(P) — ag- > 0, where ag- is

the answer to q* produced during the simulation.

Proof. Since M fails to be (&, B)-accurate, for every t € [T],

I max |g0j(P) —ap| > a| > B. (3.2)

We obtain the claim from (3.2) by using the fact that the T sets of query-answer
pairs corresponding to different subsamples x1, ..., xT are independent. That is, the
random variables max;c g |q:j(P) — a; j| indexed by t € [T] are independent. Since
q*(P) — ag+ is simply the maximum of these independent random variables, the

tirst part of the claim follows. Also, by construction, WV ensures that
7" (P) —ag > 0. (3.3)
OJ

Claim 3.3.7. If M is (&', B')-accurate for the sample but not («, B)-accurate for the

population, then

E [0(P) =g (xe) | (4°,#) = WX)]| = a/4
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Proof. Now we can calculate

E [1°(P) — 4" () | (4% 17) = w<x>1]

XW
= |l P a1 ) = WO0) + B, oy =7 (xe) | 0717) = WO
> B [0 (P) —ap | 07 = W] | = | [og —q°(xe) 4" = W)
>a(1—(1-p)T) - E [ag- —q*(xr) | (%, 1) = W(X)] ‘ (Claim 3.3.6)
>a(l-(1-8)7) - <zx/8 +2T (12%) An) (3.4)
>u/2— (a/8+a/8) =a/4 (T=1/8])

Line (3.4) follows from two observations. First, since M is assumed to be

(a/8,ap/16An)-accurate for one sample, by a union bound, it is simultaneously
(a/8, T(aB/16An))-accurate for all of the T samples. Thus, we have a,« — g*(x+) <
o except with probability at most T(af/16An). Second, since g* is a A-sensitive

query, we always have ag+ — g* (xp+) < 2An.° O

Thus, if M is not («, B)-accurate for the population, we will obtain a contradiction

to (3.1). This completes the proof. O

3.4 Other Notions of Stability and
Accuracy on Average

Definition 3.4.2 gives one notion of stability, namely DP stability. However, this is
by no means the only way to formalise stability for our purposes. In this section we

consider other notions of stability and the advantages they have.

®Without loss of generality, the answers of M can be truncated to an interval of width 2An that
contains the correct answer q*(x+). Doing so will ensure [a; — q* (x4 )| < 2An.
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3.4.1 Other Notions of Algorithmic Stability

We will define here other notions of algorithmic stability, and in Section 3.4.2, we
will show that such notions can provide expected guarantees for generalisation error

which can be used to achieve accuracy on average.

Definition 3.4.1 (TV-Stability). Let W : X" — R be a randomised algorithm. We say

that YV is e-TV stable if for every pair of samples that differ on exactly one element,

drv(W(x), W(x')) = sup )11> [W(x) € R]— P [W(x') € R] \ <e
RCR
Definition 3.4.2 (KL-Stability). Let W : X" — R be a randomised algorithm. We say

that W is e-KL-stable if for every pair of samples x, x' that differ on exactly one element,
P W(x) =7]

1

APV =71

The post-processing property of DP stability (Lemma 3.2.1 in Section 3.2.3) also

E
r<—rW(x)

< 2¢2

applies to the two stability notions above.

Lemma 3.4.1 (Stability Notions Preserved under Post-Processing). Let W : X" — R
and f : R — R’ be a pair of randomised algorithms. If W is {e-TV, e-KL, (¢, 6)-DP}-stable
then the algorithm f(W(x)) is {e-TV, e-KL, (¢, §)-DP}-stable.

Relationships Between Stability Notions ¢-KL stability implies e-TV stability by
Pinsker’s inequality. The relationship between DP stability defined in Section 3.2.3
and the above notions is more subtle. When ¢ < 1, (¢,0)-DP stability implies e-KL
stability and thus also &-TV stability. When ¢ < 1 and 6 > 0, (¢, 0)-DP stability
implies (2¢ + J)-TV stability. It also implies that M is “close” to satisfying 2e-KL
stability (cf. [ ] for more discussion of these notions).

As in Section 3.2.3, we define TV-stability and KL-stability of an interactive
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mechanism M through a noninteractive mechanism that simulates the interaction
between M and an adversary 4. The definition for these notions of stability is
precisely analogous to Definition 3.2.3 for DP stability.

As with DP stability, both notions above allow for adaptive composition. In fact,
e-TV stability composes linearly—a mechanism that is e-TV stable for 1 query is
ek-stable for k queries. The advantage of the stronger notions of KL and DP stability
is that they have a stronger composition. A mechanism that is e-KL stable for 1

query is (ev/k)-stable for k queries.

3.4.2 From TV Stability to Accuracy on Average

In this section we show that TV stable algorithms guarantee a weaker notion of

accuracy on average for adaptively chosen queries.

3.4.3 Accuracy on Average

In Section 3.2.2 we defined accurate mechanisms to be those that answer accurately
(either with respect to the population or the sample) with probability close to 1. In
this section we define a relaxed notion of accuracy that only requires low error in

expectation over the coins of M and A.

Definition 3.4.3 (Average Accuracy). A mechanism M is x-accurate on average with
respect to the population for k adaptively chosen queries from Q given n samples in
X if for every adversary A,
E max ‘err73 L ” < a.
Accy o[ MA L’G[k] )| <

We will also use a definition of accuracy relative to the sample given to the

mechanism:
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Definition 3.4.4 (Sample Accuracy on Average). A mechanism M is x-accurate on
average with respect to samples of size n from X for k adaptively chosen queries
from Q if for every adversary A,

IE < 4
SampAcc,, o [M,A] 11233}( lerry (g7, 4)) || <

A De-Correlated Expectation Lemma

Towards our goal of proving that TV stability implies accuracy on average in the
adaptive setting, we first prove a lemma saying that TV stable algorithms cannot
output a low-sensitivity query such that the sample has large error for that query.
In the next section we will show how this lemma implies accuracy on average in the

adaptive setting.

Lemma 3.4.5. Let W : X" — Qp be an e-TV stable randomised algorithm. Recall Qa
is the family of A-sensitive queries q : X" — R. Let P be a distribution on X and let
X < P". Then

Ea(P) lg=W@)] - E lq(x) [ g =W(x)]| < 2eAn.

Proof. The proof proceeds via a sequence of intermediate samples. Let x" < P" be

independent of x. For £ € {0,1,...,n}, we define x* = (x{,...,x}) € X" by

xp 1>/
xh i</

1

0 = x and x" = ¥/, and intermediate samples x’ interpolate

By construction, x
between x and x’. Moreover, x* and x/*! differ in at most one entry, so that we can

use the stability condition to relate W(x!) and W(x‘*1).
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For every / € [n], we define B’ : X" x X" — R by
B'(x,z) = q(z) — q(z_;) + A, where g = W(x).

Here, z_, is z with the /-th element replaced by some arbitrary fixed element of X

Now we can write

< { {—1 _
=L E, {q(x )—q(x"") 1 q W(x)]
= E by _ ¢ A) — (-1 /-1 _
& x,x,/w[( () —q(xL ) +8) = (s —a(x') +4) | 9 W(x)H
(Since x* , = x")
= E [Bf(x, x") — B'(x, xf—l)] ’ . (Definition of B)
cefn) 17X

Thus, to prove the lemma, it suffices to show that for every ¢ € [n],

/
x,x' W

E [Bé(x, xt) — B(x, xé_l)} ‘ < 2Ae

To complete the proof, we will need a few observations. First, since g is A-
sensitive, for every /,x,z, we have 0 < B¢ (x,z) <2A.

Second, observe that since )V is assumed to be e-TV stable, by the post-processing
lemma (Lemma 3.2.1) BY(x, z) is e-TV stable with respect to its first parameter x.

Finally, observe that the random variables x0 ..., x" are identically distributed
(although not independent). That is, every x’ consists of # independent draws from

P. Moreover, for every ¢, the pairs (x, xe) and (xe, x) are identically distributed.
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Specifically, the first component is 7 independent samples from P and the second
component is equal to the first component with a subset of the entries replaced by
new independent samples from P.

Combining, the second and third observation with the triangle inequality, we

have

drv (Bé(x, xg),Bﬂ(x, x€*1)> < dtvy (Bg(x, xg),Bg(xé,x)>
+ dty (Bf(xe, x), Bg(xg_l, x))
+dty (Bé(xg_l, x), BY(x, x£_1)>

<0+e+0==¢
Using the observations above, for every ¢ € [n] we have

E [Bg(x, x') — B(x, xf—l)] < 2A - dry <B€(x, ), B! (x, x“)) < 2Ae.
x,x' W

Thus we have the desired upper bound on the expectation of B(x, x*) — Bf(x, x/~1).

The corresponding lower bound follows from an analogous argument. This com-
pletes the proof. L
From De-Correlated Expectation to Accuracy on Average

Theorem 3.4.6. Let Qp be the family of A-sensitive queries on X. Assume that M is

1. (e = a/4An)-TV stable for k adaptively chosen queries from Q = Qa and

2. (&' = a/2)-accurate on average with respect to its sample for n samples from X for k

adaptively chosen queries from Q.

Then M is a-accurate on average with respect to the population for k adaptively chosen

queries from Q given n samples from X.
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The high level approach of the proof is to apply the Lemma 3.4.5 to a “monitoring
algorithm” that watches the interaction between the mechanism M (x) and the
analyst A and then outputs the least accurate query. Since M(x) is stable, the
de-correlated expectation lemma says that the query output by the monitor will
satisfy q(P) ~ g(x) in expectation, this implies that even for the least accurate query
in the interaction between M (x) and A, g(P) =~ q(x) in expectation Thus, if M is

accurate with respect to the sample x, it is also accurate with respect to P.

Proof of Theorem 3.4.6. Let M be an interactive mechanism and .A be an analyst that

chooses the distribution P. We define the following monitoring algorithm. If M

Input: x € X"

Simulate M (x) and A interacting, let q1,...,qx € Q be the queries of A and
let

ai,...,ax € R be the corresponding answers of M.

Let j = argmax;_; ‘err73 (qj, a]-) } )

If a; — qj(P) > 0, let g* = gqj, otherwise let 7* = —q;. (Q, is closed under
negation.)
Output: g*.

Figure 3.5: W(x) = Wp[M, A](x) :

is stable then so is WV, and this fact follows easily from the post-processing lemma

(Lemma 3.2.1).

Claim 3.4.7. For every & > 0, if the mechanism M is e-TV stable for k adaptively chosen
queries from Q, then for every P and A, the monitor Wp[M, A] is e-TV stable.

Proof of Claim 3.4.7. The assumption that M is e-TV stable for k adaptively chosen
queries from Q means that for every analyst .4 who asks k queries from Q, the
algorithm W’ (x) that simulates the interaction between M (x) and A and outputs

the resulting query-answer pairs is e-TV stable. Observe that the algorithm W
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defined above is simply a post-processing of these query-answer pairs. That is, g*
depends only on g1, 41, ...,qk ax and P, and not on x. Thus, by Lemma 3.2.1, for

every P and A, the monitor Wp[M, A] is &-TV stable. O

In light of Claim 3.4.7 and our assumption that M is (a«/4An)-TV stable, we can

apply Lemma 3.4.5 to obtain
* * * X
E [4°(P)—q"(x) | g :W(x)]‘ §2<m> An <wa/2. (3.5)

To complete the proof, we show that if M is not a-accurate on average with respect

to the population P, then (3.5) cannot hold.

Claim 3.4.8. If M is («/2)-accurate for the sample but not a-accurate for the population,
then

E (P =0 ()| 4" = W] 2 a2

Proof of Claim 3.4.8. Using our assumptions, we can calculate as follows.

E [q°(P)—q°(x) | = W(x)]

5
— | B, [Pt | ¢ = W] + E, oy~ ") | 77 = W]

> | B, [P o |47 = W) | - | B o — g7 [ = W]
ARG )] 6
>a—a/2 (3.7)
=uw/2.

Line (3.6) follows from two observations. First, by construction of W, we always
have g*(P) — az+ < 0. Second, since M is assumed not to be a-accurate on average

for the population, the expected value of |g*(P) — a4+| > a. Since WV ensures
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that a,« —q*(P) > 0, we also have that the absolute value of the expectation of
q*(P) — ay+ is greater than a. Line (3.7) follows from the assumption that M is

(a/2)-accurate on average for the sample. O

Thus, if M is not a-accurate on average for the population, we will obtain a

contradiction to (3.5). This completes the proof. [

3.5 From Low-Sensitivity Queries to
Optimisation Queries

In this section, we extend our results for low-sensitivity queries to the more general
family of minimisation queries. To do so, we design a suitable monitoring algorithm
for minimisation queries. As in our analysis of low-sensitivity queries, we will have
the monitoring algorithm take as input many independent samples and simulate
the interaction between M and A on each of those samples. Thus, if M has even a
small probability of being inaccurate, then with constant probability the monitor
will find a minimisation query that M has answered inaccurately. Previously, we
had monitor simply output this query and applied Lemma 3.3.3 to arrive at a
contradiction. However, since Lemma 3.3.3 only applies to algorithms that output a
low-sensitivity query, we can’t apply it to the monitor that outputs a minimisation
query. We address this by having the monitor output the error function associated
with the loss function and answer it selects, which is a low-sensitivity query. If we
assume that the mechanism is accurate for its sample but not for the population,
then the monitor will find a loss function and an answer with low error on the
sample but large error on the population. Thus the error function will be a low-

sensitivity query with very different answers on the sample and the population,
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which is a contradiction. To summarise, we have the following theorem.

Theorem 3.5.1 (Transfer Theorem for Minimisation Queries). Let Q = Q,,;, be the

family of A-sensitive minimisation queries on X. Assume that, for some o, p > 0, M is

1. (e = a/128An,6 = af/64An)-DP-stable for k adaptively chosen queries from Q

and

2. (o) =u/8,B = aB/32An)-accurate with respect to its sample for n samples from X

for k adaptively chosen queries from Q.

Then M is («, B)-accurate with respect to the population for k adaptively chosen queries

from Q given n samples from X.

The formal proof is nearly identical to that of Theorem 3.3.4, so we omit the full

proof. Instead, we will simply describe the modified monitoring algorithm.

Input: X = (xq,...,x7) € (X")T
Fort=1,...,T:
Simulate M (x;) and A interacting, let L;1, ..., L;x € Q be the queries of
A and let
0t1,.-.,0:x € R be the corresponding answers of M.
Let (t*,j*) be

(£,j%) = argmax;c ey ‘errp (Lt 0:) ‘ .

Let g*(x) = erry(Lj+, 0y ) (note, by construction, g° € Qaa, ie. g% is
2A-sensitive)
Output: (g%, ).

Figure 3.6: W(X) = Wp[M, A](X) :
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3.6 Applications

3.6.1 Low-Sensitivity and Statistical Queries

We now plug known stable mechanisms (designed in the context of differential pri-
vacy) in to Theorem 3.3.4 to obtain mechanisms that provide strong error guarantees

with high probability for both low-sensitivity and statistical queries.

Corollary 3.6.1 (Theorem 3.3.4 and Theorem 4.4.1). There is a mechanism M that is
(«, B)-accurate with respect to the population for k adaptively chosen queries from Qa where

A = O(1/n) given n samples from X for

>0 (N/k -loglogk - log3/2(1/tx/3)>

The mechanism runs in time poly(n,log |X|,log(1/B)) per query.

Corollary 3.6.2 (Theorem 3.3.4 and [ 1). There is a mechanism M that is (a, B)-
accurate with respect to the population for k adaptively chosen queries from Qa where

A = O(1/n) given n samples from X for

: 1og3/2
nzo(log|X| logk - log (1/aﬁ)>

a3
The mechanism runs in time poly(|X|") per query. The case where A is not O(1/n) can

be handled by rescaling the output of the query.

Corollary 3.6.3 (Theorem 3.3.4 and [ ). There is a mechanism M that is a-accurate
on average with respect to the population for k adaptively chosen queries from Qs given n

samples from X for

W0 <wog—|X| logk- log3/2<1/«xﬁ>>
3

o

The mechanism runs in time poly(n, |X|) per query.
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3.6.2 Optimisation Queries

The results of the Section 3.5 can be combined with existing differentially private
algorithms for minimising “empirical risk” (that is, loss with respect to the sample
x) to obtain algorithms for answering adaptive sequences of minimisation queries.
We provide a few specific instantiations here, based on known differentially private

mechanisms.

Minimisation Over Arbitrary Finite Sets

Corollary 3.6.4 (Theorem 3.5.1 and [ I). Let © be a finite set of size at most D. Let
Q C Qypin be the set of sensitivity-1/n loss functions bounded between 0 and C. Then there
is a mechanism M that is («, B)-accurate with respect to the population for k adaptively

chosen queries from Q,i, given

n> o(log(Dcm) VE 10g3/2(1/0cﬁ)>

0(2

samples from X. The running time of the mechanism is dominated by O((k+1og(1/p)) - D)

evaluations of the loss function.

Convex Minimisation

We state bounds for convex minimisation queries for some of the most common
parameter regimes in applications. In the first two corollaries, we consider 1-

Lipschitz’ loss functions over a bounded domain.

Corollary 3.6.5 (Theorem 3.5.1 and [ 1). Let © be a closed, convex subset of R? set

such that maxgee ||0]]2 < 1. Let Q C Qyin be the set of convex 1-Lipschitz loss functions

7Aloss function L : X x R? — R is 1-Lipschitz if for every 6,6’ € RY, x € X, |L(6,x) — L(€/,x)| <
10— 0"]l2.
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that are 1/ n-sensitive. Then there is a mechanism M that is («, B)-accurate with respect to

the population for k adaptively chosen queries from Q given

nzé<¢%log§<1/«xﬁ>>

o

samples from Q. The running time of the mechanism is dominated by k - n? evaluations of

the gradient V L.

Corollary 3.6.6 (Theorem 3.5.1 and [ 1). Let © be a closed, convex subset of RY set
such that maxgee [|0]2 < 1. Let Q C Qi be the set of convex 1-Lipschitz loss functions
that are 1/n-sensitive. Then there is a mechanism M that is («, B)-accurate with respect to
the population for k adaptively chosen queries from Q given

n= o<¢log—|zc| (Vi +logk) -log3/2<1/ocﬁ>>

“3

samples from X. The running time of the mechanism is dominated by poly(n, |X|) and

k - n? evaluations of the gradient VL.

In the next two corollaries, we consider 1-strongly convex®, Lipschitz loss func-

tions over a bounded domain.

Corollary 3.6.7 (Theorem 3.5.1 and [ 1). Let © be a closed, convex subset of R? set
such that maxgee ||0]]2 < 1. Let Q C Qpin be the set of 1-strongly convex, 1-Lipschitz loss
functions that are 1/ n-sensitive. Then there is a mechanism M that is («, B)-accurate with

respect to the population for k adaptively chosen queries from Q given

o(ﬂ - 10%3/2(1/w!3)>

2372

8A loss function L : X x R? — R is 1-strongly convex if for every 6,6’ € R?, x € X,
L(¢',x) > L(6,x) + (VL(6,x),6" — 6) + (1/2) - |6 — '3,

where the (sub)gradient VL(0, x) is taken with respect to 6.
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samples from X. The running time of the mechanism is dominated by k - n? evaluations of

the gradient VL.

Corollary 3.6.8 (Theorem 3.5.1 and [ 1). Let © be a closed, convex subset of R set
such that maxgeg ||0]|2 < 1. Let Q C Qi be the set of 1-strongly convex 1-Lipschitz loss
functions that are 1/n-sensitive. Then there is a mechanism M that is («, B)-accurate with

respect to the population for k adaptively chosen queries from Q given

. Vd  logk
n= O(\/10g|?€|' <W+%> '10%3/2(1/065))

samples from X. The running time of the mechanism is dominated by poly(n,|X|) and

k - n? evaluations of the gradient VL.

3.7 An Alternative Form of Generalisation
and Tightness of Our Results

We now provide an alternative form of our generalisation bounds. The following
Theorem is more general than Theorem 3.3.4 because it says that no DP-stable
procedure that outputs a low-sensitivity can output a query that distinguishes the
sample from the population (not just DP-stable procedures that are accurate for the
sample).

First we prove the following technical lemma.

Lemma 3.7.1. Let F be a finite set, f : F — R a function, and > 0. Define a random

variable X on F by

nf(x)
I[’[X:x]:ec , where C:Ze”f(x).

xeF

124



Then
E[f(X)] > maxf(x) - log F|.

Proof. We have

f(x) = (logC—l—logIP (X = x]) .

S| =

Thus

E[f(X)] =) P[X=x]f(x)

xeF

— Y P[X =] % (log C +log P [x = x])

x€eF

1 oec—
—17(1 gC—H(X)),

where H(X) is the Shannon entropy of the distribution of X (measured in nats,

rather than bits). In particular,
H(X) < log |support(X)| = log |F|,

as the uniform distribution maximises entropy. Moreover, C > maxcr e/ (%),
whence %log C > maxycr f(x). The result now follows from these two inequalities.

]

Theorem 3.7.2. Let ¢ € (0,1/3), 5 € (0,¢/4), and n > L log(%). Let M : X" — Q,
be (¢, 6)-DP-stable where Qp is the class of A-sensitive queries q : X" — R. Let P be a

distribution on X, let x <, P", and let q <—, M(x). Then
P [|q(P) - q(x)| > 18eAn] < °
x,M q q - €

Intuitively, Theorem 3.7.2 says that “stability prevents overfitting.” It says that

no stable algorithm can output a low-sensitivity function that distinguishes its input

from the population the input was drawn from (i.e. “overfits” its sample).
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In particular, Theorem 3.7.2 implies that, if a mechanism M is stable and outputs
q that “fits” its data, then g also “fits” the population. This gives a learning theory

perspective on our results.

Proof. Consider the following monitor algorithm W.

Input: X = (xq,...,x7) € (X")T
Set F = @.
Fort=1,...,T:
Let q; < M(x¢), and set F = FU{(q¢,t), (—q:, 1) }.
Sample (q%,t*) from F with probability proportional to
exp (5 (7*(xr) — 4*(P)))-
Output: (g%, *).

Figure 3.7: W(X) = Wp[M](X) :

We will use the monitor W with T = |e/J]. Observe that VW only access its
input through M (which is (g, §)-DP-stable) and the exponential mechanism (which
is (¢,0)-DP-stable). Thus, by composition and postprocessing, W is (2¢, §)-DP-stable.

We can hence apply Lemma 3.3.3 to obtain

E 107 () = q"(P) | (¢7,17) = W(X)] <2 (* —1+T5) An < 8edn. (38)

Now we can apply Lemma 3.7.1 with f(q,t) = q(x;) —q(P) and y = £ to get

A A
* * > _ - — _ I
@] > max f(q,) = log |F| = max|gi(xi) = 4:(P)| = - log(2T). (39)

Combining (3.8) and (3.9) gives

A * * k ok
o5y |max i (xe) =i (P)| | =7 10g2T)< 1" (xer) =47 (P) | (7' 1) = W(X)]< Bean.
(3.10)

To complete the proof, we assume, for the sake of contradiction, that M has a

high enough probability of outputting a query g such that |q(P) — g(x)] is large. To
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obtain a contradiction from this assumption, we need the following natural claim

(analogous to Claim 3.3.6) about the output of the monitor.

Claim 3.7.3. If

o
— > >
I la(P) —q(x)| = 18eAn] = -,
then
P {max| (xt) —q(P)| > 18€An} >1-— (1—é)T > 1
X,W | te[T) i) — 4t - - e) — 2
Thus
E — > 9¢eAn. 3.11
&5 {ggﬁ;flqt(xt) qt(P)l} > 9elsn (3.11)

Combining (3.10) and (3.11) gives
A
9eAn — - log(2T) < 8eAn,

which simplifies to

log(2¢/6) > log(2T) > &n.

This contradicts the assumption that n > 5 log(%) and hence completes the proof.
€

]

3.7.1 Optimality

We now show that our connection between DP stability and generalisation (Theo-

rem 3.7.2 and Theorem 3.3.4) is optimal.

Lemma 3.7.1. Let « > 6 > 0, let n > %, and let A € [0,1]. Let U be the uniform

distribution over [0, 1]. There exists a (0, §)-DP-stable algorithm A : [0,1]" — Q such
that if X < U" and if q < A(X) then
0
Pelg(X) — q(U) > atn] > 2
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Proof. Consider the following simple algorithm, denoted as B. On input a database
x, output x with probability J, and otherwise output the empty database. Clearly, B

is (0,0)-DP-stable. Now construct the following algorithm .A.

Input: A database X € [0,1]". We think of X as % databases of size an each:
X = (xl,. . .,xl/“>.

For1 <i<1/alet®; = B(x;).

Let p:[0,1] — {0,1} where p(x) = 1iff Ji s.t. x € %;.

Define g, : [0,1]" — R where g,(x) = AY ., p(x) (note that g, is a A-
sensitive query, and that it is a statistical query if A = 1/n).
Output: g,.

Figure 3.8: A :[0,1]" — Qa

As B is (0, 6)-DP-stable, and as .A only applies B on disjoint databases, we get
that A is also (0, §)-DP-stable.

Suppose X = (x1,...,X1/,) contains i.i.d. samples from U/, and consider the
execution of A on X. Observe that the predicate p evaluates to 1 only on a finite
number of points from [0, 1], and hence, we have that g,(1/) = 0. Next note that
qp(X) = alAn - |{i : £ = x;}|. Therefore, if there exists an i s.t. £; = x; then

q(X) —q(U) > aAn. The probability that this is not the case is at most

0
1 — 5 a < —o/u < 1 7
( ) =¢ - 2w

ans thus, with probability at least %, algorithm A outputs a A-sensitive query g s.t.

q(X) —q(U) > adn. O

In particular, using Lemma 3.7.1 with &« = & shows that the parameters in

Theorem 3.7.2 are tight.
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Chapter 4

Bounds for Differential Privacy

4.1 Introduction

In this chapter we consider the tradeoff between privacy and utility when answering
simple queries about a sensitive dataset. Specifically, we consider the sample complex-
ity of differential private answers for one-way marginals—the minimum number of
records n that is sufficient in order to publicly release a given set of statistics about
the dataset, while achieving both differential privacy and accuracy.

The sample complexity of achieving pure differential privacy is well known
for many settings (e.g. [ ). The more general setting of approximate differential
privacy is less well understood. Recently, Bun, Ullman, and Vadhan [ ] showed
how to prove strong lower bounds for approximate differential privacy that are
optimal up to polylogarithmic factors for § ~ 1/n, which is essentially the weakest
privacy guarantee that is still meaningful.! Since § bounds the probability of a

complete privacy breach, we would like § to be very small. Thus we would like

!When 6 > 1/n there are algorithms that are intuitively not private, yet satisfy (0, §)-differential
privacy.

129



to quantify the cost (in terms of sample complexity) as 6 — 0. In this chapter
we give lower bounds for approximately differentially private algorithms that are
nearly optimal for every choice of §, and smoothly interpolate between pure and
approximate differential privacy.

In particular, we consider algorithms that compute the one-way marginals of the
dataset—an extremely simple and fundamental family of queries. For a dataset
x € {£1}"*4, the d one-way marginals are simply the mean of the bits in each of

the d columns. Formally, we define

1 n
==Y x; € [+1)°
i=1

3

where x; € {£1} is the i-th row of x. A mechanism M is said to be accurate if, on

input x, its output is “close to” X. Accuracy may be measured in a worst-case sense—

ie. || M(x) — X[/, < &, meaning every one-way marginal is answered with accuracy

a—or in an average-case sense—i.e. ||[M(x) —X||; < ad, meaning the marginals are
answered with average accuracy «.

Some of the earliest results in differential privacy [ , , ,

] give a simple (g, ¢)-differentially private algorithm—the Laplace mecha-

nism—that computes the one-way marginals of x € {+1}"*? with average error «

as long as
n>O< {\/dlogal/é d}) a1
The previous best lower bounds are n > Q(d/exa) [ ] for pure differential

privacy and n > Q)(v/d/ea) for approximate differential privacy with § = o(1/n)
[ ]. Our main result is an optimal lower bound that combines the previous

lower bounds.

Theorem 4.1.1 (Main Theorem). For every ¢,6,a € (0,0.1) and n,d € IN the fol-
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lowing holds. Let M : {£1}"*4 — [£1]¢ be (e, o)-differentially private. Suppose
E [IM(x) —%||1] < ad for all x € {£1}¥4, [fe=2/5 < § < ¢/(250n)'1,, then

ns 0 («/dlog(l/é)) |

&x

Although there has been a long line of work developing methods to prove lower
bounds in differential privacy (see [ , , , , , ,
] for a representative, but not exhaustive, sample), our result is the first to
show that the sample complexity must grow by a multiplicative factor of 1/log(1/9).
We also remark that the assumption on the range of J is necessary: The
Laplace mechanism gives accuracy « and satisfies (¢, 0)-differential privacy when
n > O(d/ex). When § = 2_®(d), our lower bound matches, up to constants, the
upper bound of the Laplace mechanism for § = 0. So the lower bound cannot
be strengthened for smaller values of §. On the other hand, randomly sampling
O(1/a?) rows from the dataset and outputting the average of those rows gives
accuracy « and satisfies (0, O(1/na?))-differential privacy. So for é ~ 1/n we cannot
hope to prove lower bounds that grow with d or 1/e.

Lower bounds for answering one-way marginals have been shown to imply
lower bounds for fundamental problems such as private convex empirical risk
minimisation [ ] and private principle component analysis [ ]. Our
new lower bound for one-way marginals thus implies similar new lower bounds for
these problems.

Finally, our techniques yield a simple alternative proof that n > Q(d/ea) is
necessary to achieve pure differential privacy while satisfying the accuracy condition

in Theorem 4.1.1. We present this proof as a warmup in Section 4.3.1.
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411 New Algorithms for Maximum Error

Our lower bound holds for mechanisms that bound the average error over the
queries (we denote this as L; error). Thus, it also holds for algorithms that bound
the maximum error over the queries (we denote this as L error). The Laplace
mechanism gives a matching upper bound for average error. In many cases bounds
on the maximum error are preferable. For maximum error, the sample complexity of
the best previous mechanisms degrades by an additional (log d)®(!) factor compared
to (4.1).

Surprisingly, this degradation is not necessary. We present algorithms that
answer every one-way marginal with « accuracy and improve on the sample com-
plexity of the Laplace mechanism by roughly a logd factor. These algorithms
demonstrate that the widely used technique of adding independent noise to each
query is suboptimal when the goal is to achieve worst-case error guarantees.

Our algorithm for pure differential privacy satisfies the following.

Theorem 4.1.2. For every e, > 0, d > 1, and n > 4d/en, there exists an efficient

mechanism M : {£1}4 — [+£1]9 that is (e, 0)-differentially private and
vx e (1) P(IM(x) ~ ¥, > a] < (20)

In fact, the algorithm promised by Theorem 4.1.2 is oblivious, perturbing the
answers with noise from a fixed distribution? and our algorithm is applicable to any
set of d queries of sensitivity at most 2/, rather than just one-way marginals.

And our algorithm for approximate differential privacy is as follows.

2That is, M(x) is simply X + Y (truncated to [£1]), where Y is a single distribution and does not
depend on x.
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Theorem 4.1.3. For every ¢,6,a > 0,d > 1, and

n>0 <\/d -log(1/9) ~loglogd> ,

Ex

there exists an efficient mechanism M : {+1}"*¢ — [£1]7 that is (e, 8)-differentially

private and
1

do®)’

vre (1} P([M(x) T, > o] <

The algorithm stipulated by Theorem 4.1.3 is also oblivious and is applicable to
arbitrary low-sensitivity queries. The algorithm also satisfies concentrated differen-
tial privacy — in this setting there is no stark separation between the approximate
and concentrated versions of differential privacy.

These algorithms improve over the sample complexity of the best known mecha-
nisms for each privacy and accuracy guarantee by a factor of (logd)?(). Namely,

the Laplace mechanism requires n > O(d - logd/ex) samples for pure differen-

tial privacy and the Gaussian mechanism requires n > O(\/d -log(1/95) - logd/ew)
samples for approximate differential privacy. We conjecture that the Algorithm in

Theorem 4.1.3 can be improved to match our lower bound — that is, we believe that

the /loglogd factor is unnecessary.

4.1.2 Techniques

Lower Bounds: Our lower bound relies on techniques from the literature on
fingerprinting codes [ ]. Fingerprinting codes were originally developed in the
cryptography literature for watermarking digital content, but several recent works
have shown they are intimately connected to lower bounds for differential privacy
and related learning problems [ , , , §6]. In particular, Bun et

al. [ ] showed that fingerprinting codes can be used to construct an attack
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| Privacy | Accuracy | Type |

Previous bound (n)

|

This work (n)

(¢,0) Lq or Ly | Lower Q (‘O{—E> [ 1 0 ( dlc;gg(l/&))
(¢,9) Ly Upper | O (—\/d-12%(1/5)> Gaussian

(¢,9) Leo Upper O( d-log(;g/é)'logd) Gaussian O<\/d’1°g(lg 2)’1°gl°g d)
(¢,0) L, or Lo, | Lower Q <%> [ ]

(¢,0) Ly Upper @) <%> Laplace

(¢,0) Leo Upper 0) (d-1§§d> Laplace @) (%)

Table 4.1: Summary of sample complexity upper and lower bounds for privately answering d
one-way marginals with Ly error ad or Lo error a.

demonstrating that any mechanism that accurately answers one-way marginals is
not differentially private.

We do not use fingerprinting codes directly in our proof, but rather we extract
some key ideas from their analysis. Fingerprinting codes are discussed in more detail
in Chapter 6. The lower bounds in this Chapter can be viewed as a construction of a
“weak” fingerprinting code.

The heart of our lower bound is a “correlation analysis,” which we now describe.

For the special case of pure differential privacy, the proof proceeds as fol-
lows. First, we sample x1,x] € {£1}? independently and uniformly at random
and then set x; = x, = -+ = x, and x] = x} = --- = x;,. For a mecha-
nism M : {£1}"¢ — [~1,1]%, we consider the quantities Z := (M(x), x;) and
Z := (M(x),x}). If M is accurate, then E [Z] > Q(d). On the other hand, since
M(x) and x} are independent, we have that E [Z] = 0. By Hoeffding’s inequality,
we also have that P [Z > A] < 2-Q/d) for all A > 0. If M is (¢, 0)-differentially

private, then, by group privacy, P [Z > A] < ¢"IP [Z > A] - that is, since x and x’
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differ in n elements, repeatedly applying the differential privacy guarantee yields
the e multiplicative bound (rather than e°, which would apply if x and x’ differ
in only one element). Appropriately combining these three facts yields the lower
bound for pure differential privacy.

Now we describe the lower bound for approximate differential privacy, which
uses ideas from the analysis of fingerprinting codes: First pick a random dataset
x1, -+ ,xy € {£1}%. Specifically, pick p € [~1,1)? uniformly at random and
then, conditioned on p, pick x1,---,x, € {+1}¥ independently with E [x;] = p
for all i € [n]. Then we argue that, if M : {+1}"*¢ — [~1,1]¢ is an accurate
mechanism, there must be correlation between its input and output. Namely,

defining Z; := (M(x), x; — p), we have
Y E[Z]= ) E[M(x)x - p)] = Q(d). (42)
ie[n] ie[n]

On the other hand, if the i element of x is removed or replaced — the result of
which we denote by x' — then M(x') is independent of x; (conditioned on p). Hence
E [(M(x"),x; — p)] = 0. We name this quantity Z; := (M(x'), x; — p). In fact, by a

Chernoff-Hoeffding bound, we can argue that, for each i € [n] and A > 0,
P[Z>A] =P [(M(xi),xi —p) > A] < e~ 0/d), (4.3)

Thus we have conflicting bounds: Z; is small with high probability, while Z; is large
in expectation (for a random i € [n]). Now the punchline: If M is (g, §)-differentially
private, then M(x) and M(x') must be “close” and, hence, so must Z; and Z;.
Namely,

VA P[Z; > A] <P [Z; > A] +6. (4.4)

Combining (4.2), (4.3), and (4.4) with some straightforward calculations yields the
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lower bound n > Q(\/E/s) for 6 ~ 1/n.

The final step is to interpolate between the lower bound for pure differential
privacy (0 = 0) and the “fingerprinting” lower bound (6 ~ 1/n). To do so, we
apply group privacy. For pure differential privacy we used group size n and for the
tingerprinting lower bound we used group size 1. To interpolate, we use group size
k = @(log(1/nd)). We will sample x1,-- - ,x,,x € {£1}? as in the fingerprinting
lower bound bound. Then we repeat each item k times to obtain n items. Now we
apply the same analysis as for the fingerprinting lower bound except now x' will
differ from x on k entries and we must apply group privacy in (4.4). When k = n or
k =1 this reduces to the analyses described above and when 1 < k < n it provides
intermediate lower bounds.

The key to the § dependence in the lower bound is that smaller values of § allow
group privacy to be applied to larger group sizes while maintaining a strong enough

privacy guarantee for the fingerprinting analysis to carry through.

Upper Bounds: Our algorithm for pure differential privacy and worst-case error is
an instantiation of the exponential mechanism [ ] using the Lo, norm. That is,
the mechanism samples y € R? with probability proportional to exp(—7 ||y||..,) and
outputs M(x) = X + y. In contrast, adding independent Laplace noise corresponds
to using the exponential mechanism with the L; norm and adding independent
Gaussian noise corresponds to using the exponential mechanism with the L, norm
squared. Using this distribution turns out to give better tail bounds than adding
independent noise.

For approximate differential privacy, we use a completely different algorithm. We
start by adding independent Gaussian noise to each marginal. However, rather than

using a union bound to show that each Gaussian error is small with high probability,
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we argue that “most” errors are small. Namely, with the sample complexity that we
allow M, we can ensure that all but a 1/polylog(d) fraction of the errors are small
with high probability. Now we “fix” the d/polylog(d) marginals that are bad. We
repeatedly use the exponential mechanism [ ] to find one bad error and the
correct it by sampling fresh Gaussian noise. The key is that we only need to run this
procedure d/polylog(d) times, which means we can afford the necessary sample

complexity.

4.2 Preliminaries

A well known fact about differential privacy is that it generalises smoothly to
datasets that differ on more than a single row. We say that two datasets x, x’ €
{£1}74 are k-adjacent if they differ by at most k rows, and we denote this by x ~ x'.
The following statement is essentially folklore, and we refer the reader to [ ]

for a textbook proof.

Fact 4.2.1 (Group Differential Privacy). For every k > 1, if M : {£1}"™% — R is
(¢, 0)-differentially private, then for every two k-adjacent datasets x ~y x', and every subset

SCR,
eke — 1

P [M(x) € §] < ¢ P [M(x) € §] + ——

J.

All of the upper and lower bounds for one-way marginals have a multiplicative
1/ae dependence on the accuracy a and the privacy loss ¢. This is no coincidence,

and follows from the following general statement, which is folklore.

Fact 4.2.2 (Dependence on « and ¢). Let a, €6 € (0,1/10]. Fix some norm ||-||.

Suppose there exists a (&, 8)-differentially private mechanism M : {£1}"*4 — [£1]4
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such that for every dataset x € {£1}"*4,
E [ M(x) -] <« 1.

Then there exists a (1,8 /¢)-differentially private mechanism M’ : {£1}" %4 — [+1)¢
for n' = [20aen) such that for every dataset x' € {£1}" <4,

B [160) -1 < 5 1]

This fact allows us to suppress the accuracy parameter o« and the privacy
loss € when proving our lower bounds. Namely, if we prove a lower bound
of ' > n* for all (1,6)-differentially private mechanisms M’ : {£1}"*4 —
[+£1]¢ with E/ [HM’(x') —?Hp] < d'r /10, then we obtain a lower bound of
n > Q(n*/we) for all (e, ed)-differentially private mechanisms M : {+1}"*4 — [+1]4
with E [|M(x) —%||p] < adP. So we will simply fix the parameters « = 1/10 and

¢ = 1 in our lower bounds.

Proof. Let k = |log(2)/¢|. Given x’ € {£1}"*4, define x € {£1}"*? to be k copies

of x” followed by n — kn’ rows of all 1 entries. Then

- — > — n_ n—kn's
nx =n'x' -k+ (n—kn')1 and x/:Wx_Tl'
Define M’ by
oo M _n—kn'2
M (x') = kn’M(x) e 1.
Then
TN T — 1
% L =] = gk i) =1 < g 1]
Thus, if n’ > 20aen, we have E/ [HM’(x’) —x } < 11—0 1||,as k > 1/2e. By Fact4.2.1,
(ke, eeg _1 (5> -differentially private. By our choice of k, we have ke <log2 <1
and ees =15 < elonglé = 0 /¢, as required. O
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4.3 Lower Bounds for Differential Privacy

4.3.1 Warmup: Lower Bound for Pure Differential Privacy

It is known [ ] that any e-differentially private mechanism that answers d one-
way marginals requires n > ()(d/e) samples. We provide an alternative simple

proof of this fact, which also serves as a warmup to our main proof.

Theorem 4.3.1. Let M : {£1}"*? — [+1]% be a e-differentially private mechanism.

Suppose
Vx € {£1}4 E [||M(x) - x[,] < 0.9d

Then n > Q(d/e).
The proof uses a special case of Hoeffding’s Inequality:

Lemma 4.3.2 (Hoeffding’s Inequality). Let X € {£1}" be uniformly random and
a € R" fixed. Then
P[(a,X) > Alla]y) < e/

forall A > 0.

Proof of Theorem 4.3.1. Let x1,x} € {£1} be independent and uniform. Let x €
{£1}"4 be n copies of x; and, likewise, let x' € {+1}"*? be n copies of x}. Let
Z = (M(x),x1) and Z = (M(x), x1).

Now we give conflicting tail bounds for Z and Z, which we can relate by privacy.
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By our hypothesis and Markov’s inequality,

P[Z <d/20] =P [(M(x),x1) < 0.05d]
=P [(x,x1) — (X — M(x),x1) < 0.05d]
=P [(¥ — M(x), x1) > 0.95d]

<P [|[x — M(x)], > 095d]
E[|j¥ - M()]|]

<
- 0.954

0.9
< — 9o.
<0905 <09

Since M(x’) is independent from x;, we have
VA>0 PP [Z > /\\/E} <P [<M(xl),x1> Y HM(XI)HZ] < e—Az/zl

by Lemma 4.3.2. In particular, setting A = Vd /20 gives P [Z' > d/20] < e—d/800

Now x and x” are datasets that differ in n rows, so group privacy implies that
P [M(x) € §] <e™P [M(x') € S]

for all S. Thus

1 d 5 d
_ | = < o€ / _ LME < e p—d/800
20<1P{z>20] P [M(x) €Syx] <e™P [M(x') €S, =e IP{Z>20] ele )

where

= {y e [ () > 55 |

—d /800

Rearranging 1/20 < e"%e , gives

- d  log(20)
800¢ e

n

as required. O
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4.3.2 Basic Lower Bound for Approximate Differential Privacy

We first show the basic version of the lower bound for approximate differential

privacy:

Theorem 4.3.3. Let M : {1} — [+1]? bea (e = 1,6 = 1/30n)-differentially private

mechanism. Suppose

4

vx € (£} E[[M(x) — 7|y < 15

Then n > \d/4l.

The key technical lemma is the fingerprinting lemma, which we prove in the

next section.

Lemma 4.3.4 (Fingerprinting Lemma). Let f : {£1}" — [£1]. Then

E fex) ) (xi—p)+2[f(x) —x]| >

pe[E1]x1..u~p i€n]

W =

Proof of Theorem 4.3.3. First we define the input distribution: Sample p € [£1]¢
uniformly at random. Then sample x € {£1}"*% from the product distribution
with E [x;;] = p foralli € [n] and j € [d]. For i € [n] define x' € {£1}"*? to be
x with the i row resampled. Thus x and x' are neighbouring and have identical

marginal distributions. Define

First we show that privacy gives an upper bound on the expectation of Z:
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Claim 4.3.5. Forall i € [n], E[|Z;|] < e?V/d + 52d.

Proof. Differential privacy implies that the distribution of Z; is close to the distribu-

tion of Z;. In particular, since |Z;| < 2d,
2d 2d A A
E [|Z]] :/0 P[|Z;] > z] dz g/o eP [| 2] > z] + ddz = e°E [|21]] + 62d.

Thus we need only show that E [|Zl|] < v/d. Consider a fixed value of p. Then
M(x") and x; — p are independent and E [x; — p] = 0, whence E [Z;] = 0. For all
j € [d], we have E [(x;; — p]-)z} < 1. Since the entries of x; are independent, we

conclude that Var [Zl} < d. Thus

E[|2]] < \/E [2]] = \/Var 2] +E[2]% < V.

Now accuracy will give us a lower bound on the expectation of Z:

Claim 4.3.6.
nE [Z] +2E [|M(x) —||;] >

W

Proof. By linearity of expectations, it suffices to show that, for all j € [d],

E [nM(x);(x; = pj) + 2| M(x); — xj|] =

Q| =

We condition on the randomness of M and the values of py and x; ; for all i and
j' # j. Now the only randomness left is the choice of p; and the jM column of x.
So (noting that M does not have access to p;) we can write M(x); = f(x1,j, -+, Xp,)
for some f : {£1}" — [—1,1]. Now we can apply the fingerprinting lemma to f to

obtain the desired result. O]
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Since nE [Z] = Yic[n] Zi, we can combine the two claims to obtain
c _ d
n (e5V/d +02d) + 2B [|M(x) - ],] > -

Substituting I [||M(x) — x||,] < d/10, e =1, and § = 1/30n gives n > v/d/15e, as

required. O

4.3.3 The Fingerprinting Lemma

In this section we prove the fingerprinting lemma. This section contains the key
techniques that underlie fingerprinting codes [ ]. These ideas will appear again
in Chapters 5 and 6.

The proof is broken into several lemmas. The first statement is somewhat

mysterious but extremely powerful.

Lemma 4.3.7. Let f : {£1}" — R. Define g : [£1] — R by

Then

E

X1..u™pP

flx) - ) (xi— p)] =g'(p)- (1-p?).

How should we interpret this statement? Firstly x1“1-I;3Np [ f(x) - Ligm (xi — p)}
is the correlation between the input and output of f, which is the quantity we
want to understand. The function g is a “symmetrisation” of f; it captures the
interesting aspects (for our purposes) of f. In particular, g(1) = f(1,1,---,1) and
¢(—=1) = f(-1,-1,---,—1). So as p varies from —1 to 1, g(p) captures how f
varies over inputs of varying Hamming weight. The derivative ¢'(p) captures how

rapidly f responds to a change in its input. Namely, ¢’(p) represents how sensitive

f is when a —1 is changed to a +1 on an input where the average of the bits is
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about p. The Lemma statement is thus simply equating the correlation with this

measure of the sensitivity of f.

Proof. Since x?> = 1 for x € {£1}, we have the identity

dl+xp x l4xpx—p

dp 2 2 2 1-p2

forall x € {£1} and p € (—1,1). By the product rule, we have

d 1+xip il—kxip 1+xp Xj—p 14+ xkp
SISy (S250) I ey 2 h

ic[n] = kefn\{i} icm) L~ P ke

for all x € {:I:l}” and p € (—1,1). Sampling x ~ p samples each x € {£1}

with probabilit . Thus sampling x;...,, ~ p, samples each x € {£+1}" with
P y 5L ping p P
1+x1p

probability [ Jic[,]

Now we can write

sp)= B [f)= ¥ f() ,r[[]”;ip.

P xe{£1}n

Using the above identities gives

gp)= Y flx deHinp

xe{£1}" €[n]
Xi — T+ xp
- Y L iR
xe{£1}n icm) L~ P” kem)
Xi—p
= E
X1..u™P [f(X) 16%] 1— p2j|

]

The previous lemma considers a fixed value of p, whereas the next lemma

takes an average over p. In particular, it gives an expression for the average of the
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derivative ¢'(p).

Lemma 4.3.8. Let ¢ : [£1] — R be a polynomial. Then

E |¢(p)-1-p*)| =2 E 7). 45

ey £(p)- (1= p?) by 18Pl (4.5)
If we discard the factor (1 — p?), we would have

1 ¢(1) —g(=1)

E ! == / "(p)dp = &=+—>—= 4.6

Wl =5 ) &pdp 5 (4.6)

by the fundamental theorem of calculus. The factor (1 — p?) simply yields a

“smoothed” version of this simpler bound: the right hand side of (4.5) is the function

¢(p) - p averaged over the interval [—1, 1], whereas without the (1 — p?) factor the

right hand side of (4.6) is the average of the function g(p) - p over the endpoints
{—1,1}.

Proof. Let u(p) = 1 — p®. By integration by parts and the fundamental theorem of

calculus,

/ _1 ! /
[0 0= =3 [ dma -
1
—5 | £ u(pap
- (dipgw)u(p)) ~ g (p)dp
:% (g()u(1) — g(—=1)u(-1)) - % /11g(p)(—2p)dr’
1

:o+/1g(p)zﬂdp
_ZPE][Eﬂ:—Ll][ P)

]

Combining Lemmas 4.3.7 and 4.3.8 yields the following version of the finger-
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printing lemma.

Proposition 4.3.9. Let f : {£1}" — R. Then

W =

E [f(X)' Y (xi—p)+(flx) - P)2] >

pe[£l],x1..u~p

X1..u™~pP
By Lemmas 4.3.7 and 4.3.8,
E x) - X; — = [E |2
pE[£1],x1.y~p [f( ) ie%]( i~ p) pe[ﬂ][ g(p)pl
Moreover,
1
E -n)?l= E 22 21>0- E ]2 .
pe[E1]x1.rp [(f(X) ) ] peE1],x1.rp [f(x) g(p)p+p } — e+ [ g(p)p]+3

]

An additional application of Jensen’s inequality yields a slightly different state-

ment:

Proposition 4.3.10. Let f : {+1}" — R. Then

E o f0) Ylu-p)+ (f0) -7 2 5

pE[:l:l],Xl...an

Proof. Define g : [£1] — R by
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By Lemmas 4.3.7 and 4.3.8,

i [f(x) Y (- p)

pe[£1],x1..u.~p

Moreover, by Jensen’s inequality

((fx) -2 = E ( E [f(x)—ﬂ)zl

pE[E1]x1.n~p pel1] |

= E_|(g(p)—p)?]

pe[£1] L

- g | 2_ 5 2
by (8P = 28(p)p+p |

= E [s(?] - fx) X (=) |+
pe[+1] L pE[E1],x1...u~p il 3

Thus

Finally it remains to replace ¢, error with ¢; error to obtain the desired statement:

Corollary 4.3.11 (Fingerprinting Lemma). Let f : {£1}" — [£1]. Then

>

W =

IE ) {f(x)' Y (xi—p)+2[f(x) — 7|

pe[:l:l],xl..,nw 16[1’1]

Proof. Since |f(x) —%| < 2, we have |f(x) — %[> < 2|f(x) — X|, which implies the

result. ]

4.3.4 The Full Lower Bound for Approximate Differential Privacy

First we prove a technical lemma similar to Claim 4.3.5.
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Lemma 4.3.12. Let M : ({:I:l}d)n — [£1)¢ be (¢, 8)-differentially private. Let p € [£1]¢

and let x1...,, ~ p. Then, for all i € [n],

E [((M(x),x; —p)] < y/2dlog(1/6) +2d - (e° +1)9.

Proof. Let x’ be x with x; resampled. Then M(x’) and x; are independent. By

Hoeffding’s inequality,

for all A > 0. Since x and x’ are neighbouring,
P [(M(x),x;i = p) = A] < N2 s

for all A > 0. Setting A = /2dlog(1/0) and using the fact that (M(x),x; — p) < 2d,

we have

E [(M(x),x; —p)] < A+2d-P[(M(x),x; —p) > A] < /2d1log(1/5)+2d- (e +1).

X

O
Now we prove an intermediate version of our main lower bound.

Theorem 4.3.13. Let M : ({£1}%)" — [£1]¢ be (e, 6)-differentially private. Suppose
that, for all x € ({£1})", we have

E [||M(x) - F[}}] < o%d.

Ifa® < 1/4and (et +1)né < 1/50, then

n> vd
~ 25,/21log(1/6)

Proof. Let p € [+1]¢ be uniformly random and let x;...,, ~ p. By Lemma 4.3.12 and
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linearity of expectations,
E [<M(x), Y xi— p>] <n- (\/Zdlog(l/é) +2d - (ef + 1)(5) .
* ic[n]

On the other hand, by Proposition 4.3.10 and linearity of expectations,

W

E [<M<x>, T p> +M(x) m] >

px

Thus

d
3 —a*d <n- (\/Zdlog(l/é) +2d - (e€+1)5> .

rearranging and dividing by v/d gives

V- (% —a? —2(ef + 1)n(5) <mn-y/2log(1/6).
By our assumptions, 1/3 — a? — 2(e° + 1)né > 1/25. The result follows. O

Now we prove the main lower bound. Note that, by Fact 4.2.2, it suffices to

consider a fixed value of « and e.

Theorem 4.3.14. Let M : ({£1}%)" — [+1]% be (1, )-differentially private. Suppose
that, for all x € ({£1}%)", we have

4

B[ M(x) - ],] < 1.

Ife= /100 < 5 < (1/250m)'1, then

. dlog(l/&).
- 800

Proof. Let M : {£1}"*¢ — [+1]? be a (1, §)-differentially private mechanism such

that
4

vx e {21} E[|M(x) — %] < 5

(4.7)
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Let k be an integer parameter to be chosen later. Let ny = |[n/k|. Let My :
{£1}%>*4 — [£1]? be the following mechanism. On input x* € {£+1}"%>*9, M,
creates x € {41} by taking k copies of x* and filling the remaining entries with
1s. Then Mj runs M on x and outputs M(x).

k-1
e_

7 (5) -differentially private

By group privacy (Fact 4.2.1), My is a (Sk =k, =

mechanism. By the triangle inequality,

[ Mi(x*) = x¥[|; < [[M(x) = X||; + || X — ¥, - (4.8)
Now
k — —k-
f]‘: ng >F_}_T’l nk1.
n n
Thus
‘Yj—ﬁ— knk_1 F_|_n—k My _n—k-nk‘l_ﬁgzn—k-nk
j n ] n n ] n
We have

n—k-n. n—kin/k| < n—k(n/k—1)
n B n - n

< 2dk/n. Assume k < n/200. Thus ||¥ —x*||; < d/100. By (4.7),

S| =

Thus HE — FHl

(4.8), and Holder’s inequality,

- o o = d d\, _d
E [Im:7) %) < E [1Metx) - 1) - F ) < (5550 ) 2< 5
k k

10 * 100 4
(4.9)
Now we can apply Theorem 4.3.13 to M: If
(e +1)ndy = (ek+1)nek 1l L (4.10)
‘ e—1" 50 '
then
n Vd
— > > : 411
k= 7F = 25,/210g(1/0) @)

Now we pick the largest value of k satisfying (4.10) (and the assumption k < 1n/200)
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and obtain a lower bound on # from (4.11).

Rearranging (4.10) gives e?f — 1 < 560;,115. We set

: n 1 e—1
k = {mm{%,ilog <1+ 50n(5>}J .

implies that the second term in the minimum dominates and

Assuming § > g~ 1/100

k> |log((e —1)/50n8)/2] > tlog(1/6) — 3 1log(250n). Assuming & < (1/250n)11
implies that k > > log(1/6). Thus (4.11) yields

kv/d L V/dlog(1/9)

n>
~25,/2log(1/6) — 800

Now we can prove the main theorem with the dependence on ¢ and a:

Proof Theorem 4.1.1. Fix a (¢, §)-differentially private mechanism M : {+1}"*¢ —

[+1]% such that for every dataset x € {£1}"*,
E [[M(x) %] < ad

By Fact 4.2.2, there exists a (1,6/¢)-differentially private mechanism
M’ {£1}7%4 — [+1]7 for n’ = [20aen] such that for every dataset x’ € {£1}"*4,

— d
!/ / _ / < _
E [[IM'(x) - ¥ < 5.
Applying Theorem 4.3.14 to M’ implies that, if e /100 < 576 < (1/250n")1, then

dlog(1/9)

/: 2 >
n' = [20aen]| > 500

Thus, if e7#"/% < § < ¢/(250n)'1, then n > \/dlog(1/5)/16000ae — 1/20ae. Note
that the requirement e~*¢"/5 < § only becomes tight when nae = ©(d), so we can

substitute e~ (@ < § in place of this requirement. O
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4.4 New Mechanisms for L., Error

Adding independent noise seems very natural for one-way marginals, but it is
suboptimal if one is interested in worst-case (i.e. L) error bounds, rather than

average-case (i.e. L1) error bounds.

4.4.1 Pure Differential Privacy

Theorem 4.1.2 follows from Theorem 4.4.1. In particular, the mechanism M :
{£1}*4 — [4+1]? in Theorem 4.1.2 is given by M(x) = X + Y, where Y ~ D and D

is the distribution from Theorem 4.4.1 with A = 2/n.3

Theorem 4.4.1. Forall e > 0,d > 1, and A > 0, there exists a continuous distribution D

on RY with the following properties.
e Privacy: If x,x' € R with ||x — x|, < A, then
P x+YeS] < P [x+Y¢€S]
Y~D Y~D
for all measurable S C R%,

e Accuracy: For all « > 0,

d
]PD [HYHOO > lX] < (A_d) ed—ocs/A.

Y &

In particular, if d < ex/2A, then Y]PD (1Y)l > a] < (2¢)74.
o Efficiency: D can be efficiently sampled.

Proof. The distribution D is simply an instantiation of the exponential mechanism

3Note that we must truncate the output of M to ensure that M(x) is always in [+1]“.
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[ |. In particular, the probability density function is given by

S
pdfp(y) ocexp (—x o) -

Formally, for every measurable S C RY,

_ Jsep (5 lyll) dy
Jreexp (=5 lylle) dy

P [Y € S]
Y~D

Firstly, this is clearly a well-defined distribution as long as /A > 0.

Privacy is easy to verify: It suffices to bound the ratio of the probability densities
for the shifted distributions. For x,x’ € R? with ||x' — x|, < A, by the triangle
inequality,

pdfp(x+y) _exp (5 [x+ylls) _
pdfp(¥'+y) exp (=5 ¥ +yll)

<exp (< [¥ —x]) e

exp (5 ([ + ¥/l = Ix + )

Define a distribution D* on [0, o) to by Z ~ D* meaning Z = ||Y||,, for Y ~ D.
To prove accuracy, we must give a tail bound on D*. The probability density function
of D* is given by
pdfp.(z) x 2971 - exp (—%z) ,
which is obtained by integrating the probability density function of D over the
infinity-ball of radius z, which has surface area d29z%~! « z4~1. Thus D* is precisely

the gamma distribution with shape d and mean dA/e. The moment generating

ZE)* [etz} _ (1 B %t) —d

for all t < ¢/A. By Markov’s inequality

function is therefore



Setting t = ¢/ A — d/« gives the required bound.

It is easy to verify that Y ~ D can be sampled by first sampling a radius R from
a gamma distribution with shape d + 1 and mean (d + 1)A/¢ and then sampling
Y € [£R]? uniformly at random. To sample R we can set R = 2 Y7 log U;, where
each U; € (0,1] is uniform and independent. This gives an algorithm (in the form
of an explicit circuit) to sample D that uses only O(d) real arithmetic operations,

d + 1 logarithms, and 2d + 1 independent uniform samples from [0, 1]. O

We remark that the noise distribution in Theorem 4.4.1 is better than the Laplace
mechanism even for L; error by a constant factor. In particular, the expected L,
norm of the noise distribution in Theorem 4.4.1 is smaller than that of the Laplace
mechanism with the same privacy level by a factor of (2 —04(1)). Moreover, the L;
noise of the noise distribution in Theorem 4.4.1 stochastically dominates that of the

Laplace mechanism:

Remark 4.4.2. Fixe > 0,d > 1, and A > 0. Let D be the distribution on RY from
Theorem 4.4.1. Let D' be the distribution on R? consisting of d independent samples from
the Laplace distribution with scale 2d /en. Both distributions provide e-differential privacy

when used to answer d one-way marginals. However

_1+1/d

E (Y] =25 E (Y]]
and
/
YIED[HYM > ad] < Y,E)D, Y]l > ad]
forall a.

4.4.2 Approximate Differential Privacy

We now describe our approximately differentially private mechanism in Figure 4.1.
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Parameters: « € (0,1).
Input: x € {+1}"*4.
Let

. 2d 2 062 7 062 o 2 2
T = \‘log‘LdJ , 0y = w, 07 N = alog d.

For j € [d], sample a? from N (%;, 03).
For t € [T] do:
Sample k; € [d] with

exp(n7]a; " — x¢|)
P [k = k| = e
Yjea) exp(yla; —%jl)

Sample a; from N (¥}, 07).
For j € [d] \ {k:}, a§ = aj._l.
Output alT, e ,ag.

Figure 4.1: Approximately DP Mechanism M : {+1}"*4 — [£1]4

Proof of Theorem 4.1.3. Firstly, we consider the privacy of M: The data is used in d
applications of the Gaussian mechanism with variance 0§ and sensitivity 2/n, T
applications of the Gaussian mechanism with variance 07, and T applications of
the exponential mechanism each satisfying (47 /n)-differential privacy. Thus, by

Lemmas 2.2.5 and 2.2.4 and Proposition 2.3.2 it satisfies p-zCDP for

(2/n)> (2/n)? 1 2
=d. =7 4 7.7 1 T.-(4
P 203 + 207 + 2( /1)
_64dloglogd = 2d l6log’d =~ 2d  32log*d

d 32
=—— | 64loglogd 4
o (6 oglogd + logz g +6 )

dloglogd

:(64+0(1)) 2n2
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By Lemma 2.3.6 M satisfies (g, ¢)-differential privacy for all 6 > 0 and ¢ = p +
V/4plog(1/9).

Now we turn our attention to the accuracy of M: For j € [d],t € {0,1,---,T},
and & > 0, let X]t(ﬁc) € {0,1} be indicator of the event that \a} —%j| > & and let
X&) = Liep X]t(ﬁc) That is, X]t(&) indicates whether the answer to the j!" marginal
is &-accurate in the t" round and X*(&) represents the number of &-incaccurate

tth round.

answers in the
The final answers are a-accurate if and only if X' (a) = 0. Thus we must show
that P [XT (a) > 0] < B, where

dlogd  gw(1)”

B — ¢~24/108%d d(d+1) 1

This follows from the following three claims:

(i) All but T of the initial answers are §-accurate. ie. P [X%(a/2)>T] <

p—2d/logd

(ii) In each of the T “fixing rounds,” the exponential mechanism finds a «/2-bad
answer. i.e. IP [X,it_l(zx/Z) =0 X 1(a) > O} < T

(iii) Each of the T resampled answers is a/2-accurate. i.e. IP [X,t(t(oc /2) = 1} <

1
dlogd *

Claim (i) says that, with high probability, X°(«x/2) < T. Claims (ii) and (iii) imply
that, with high probability, X’(a/2) strictly decreases in each round, as long as
X*(a) > 0. Thus either X!(a) = 0 for some t € [T] or X' («/2) = 0. Claim (iii)
implies that if X!(a) = 0 at some point, then it remains 0 for the rest of the execution
and XT(a) = 0 with high probability. So, as long as all the good events in claims
(i-iii) happen, the final answers are a-accurate. A union bound shows that this

happens with probability 1 — .
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(i) Firstly, the random variables X} (a/2), XJ(«x/2),- -+, XY(«/2) are independent.
For each j € [d],

1
E [X%a/2)| = I Gl >a/2] < e /80% < — .
[ ]( )] G~N(0,62) e I< 10g4d

Thus E [X%(x/2)] < d/log*d. By Hoeffding’s inequality,
P [XO(W/Z) > E [Xo(a/2)] + A} < 2N/

for all A > 0. Setting A = d/ log* d verifies the first claim.
(ii) Now we must verify that, in each round, the exponential mechanism finds a
bad query with high probability. We have
exp(nlat™t —x]) - T(jal ! — x| < /2
P [X,t{t_l(zx/Z) :0} :Zke[d} p(1]ay kl) t_(1| k_ kl < )
Zje[d} exp(17|a]. - xj|)
exp(ya/2)-d
= explya) - X 1(a)

<d1710gd
assuming X‘~1(a) > 0.
(iii) Finally, we have
P [Xi (a/2) = 1} = P (|G| >a/2] <e /87 < glogd,
t ~N(0,07)
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Chapter 5

Privacy Attacks

5.1 Introduction

Given a collection of (approximate) summary statistics about a dataset, and the
precise data of a single target individual, under what conditions is it possible to
determine whether or not the target is a member of the dataset? This tracing problem
is the focus of this chapter.

Questions of this type arise in many natural situations in which membership in
the dataset is considered sensitive; indeed, this is typically the reason for choosing
to publish summary statistics, as opposed to releasing the raw data. In a scenario
that is prominent in the literature, the dataset contains genomic information about
a case group of individuals with a specific medical diagnosis, as in a genome-wide
association study (GWAS), and the summary statistics are SNP allele frequencies, i.e.
one-way marginals. Specifically, if each person’s data consists of d binary attributes,
we consider a mechanism that releases (an approximation to) the average value
of the each of the d attributes. Homer et al. | ] demonstrated the privacy

risks inherent in this scenario, presenting and analyzing a tracing algorithm for
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membership in a GWAS case group, provided the attacker also has access to allele
frequencies for a reference group of similar ancestral make-up as that of the case
group.

It came as a surprise to the genomics research community that the trace amount
of DNA contributed by an individual is enough to determine membership in the
case group with high statistical confidence. The result had a major practical impact
in the form of very restrictive policies governing access to allele frequency statistics
in studies funded by the US National Institutes of Health and the Wellcome Trust.
Follow-up analytical works provide alternative tests and asymptotic analyses of
tradeoffs between the size of the test set, the size of a reference dataset, power,
confidence, and number of measurements [ 1.

As in the follow-up works, the analysis in Homer et al. assumes that exact
statistics are released, leaving open the possibility that the attack may be foiled if
the statistics are distorted, for example, due to measurement error (which can be
highly correlated across the statistics), or because noise is intentionally introduced
in order to protect privacy.

In this chapter, we show that one can test if an individual is present in the case
group even when the one-way marginals are considerably distorted before being
released. We give a single tracing attack that applies to all mechanisms that produce
sufficiently accurate estimates of the statistics in question, rather than to just the
single mechanism that outputs exact statistics.

A line of work initiated by Dinur and Nissim [ ] provides attacks of this
flavor for certain kinds of statistics, showing that all mechanisms that release “too
many” answers that are “too accurate” are subject to devastating “reconstruction
attacks,” which allow an adversary to determine the private data of almost all

individuals in a dataset. These attacks, which immediately give lower bounds
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on noise needed to avoid blatant non-privacy, have been extended in numerous
works [ , , , , , , , I

These reconstruction attacks do not generally apply in the setting of Homer et
al., since they either require that the amount of noise introduced for privacy is very
small (less than the sampling error), or require an exponential number of statistics,
or do not apply to statistics that are as simple (namely, attribute frequencies), or
require that the adversary have a significant amount of auxiliary information about
the other individuals in the dataset.

Of course, complete reconstruction is an extreme privacy failure: the privacy
of essentially every member of the dataset is lost! Conversely, protection from
complete reconstruction is a very low barrier for a privacy mechanism. What if we
are more demanding, and ask that an attacker not be able to determine whether
an individual is present or absent from the dataset, that is, to trace? This in/out
protection is the essence of differential privacy, and the question of how much
noise is needed to ensure differential privacy, first studied in [ ], has seen many
recent developments [ , , , , §4,86]. By shifting the goal from
reconstructing to tracing, these works obtain lower bounds on noise for settings
where reconstruction is impossible.

In particular, Chapter 4 and fingerprinting codes [ , , ] can be
viewed as providing tracing attacks that operate given attribute frequencies of
the dataset.However, they require that the attribute frequencies of the underlying
population are drawn from a particular (somewhat unnatural) distribution, and that
the attacker has very accurate knowledge of these frequencies. We remark that such
knowledge is the “moral equivalent,” in this literature, to having a large reference
population, in the genomics literature.

In this chapter, we generalise the attacks based on fingerprinting codes in several
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ways to considerably broaden their applicability:

e The population’s attribute frequencies can be drawn from any distribution on
[0,1] that is sufficiently smooth and spread out, including, for example, the
uniform distribution on [0, 1] or a large subinterval. The tracing algorithm

does not depend on the distribution.

e Instead of knowing the population attribute frequencies, it suffices for the

attacker to have a single reference sample from the population.

e We show that similar attacks can be applied to Gaussian data (rather than
binary data) for mechanisms that release too many attribute averages with

nontrivial accuracy.

Our results provide a common generalisation of the fingerprinting results and
the results of Homer et al., showing they are special cases of a much broader
phenomenon.

Like the fingerprinting attacks of Chapter 4 and Bun et al. | ], the lower
bounds on noise implied by our attacks nearly match the upper bounds on noise
sufficient to ensure the strong guarantees of differential privacy, for example, via the
Gaussian or Laplace mechanisms [ , , , , D.
Thus, the cost in utility for avoiding our attacks is nearly the same as the cost for
avoiding the much larger class of attacks that differential privacy prevents, where
the dataset can be arbitrary and the attacker can know everything about it, except

whether or not the target individual is present in the dataset.

5.1.1 Model and Assumptions

Distributional Assumption. The dataset consists of n independent samples from

a population, which is given by a product distribution P, on {£1}4. The vector
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p € [~1,1]7 specifies the expectation of a sample from Pp. That is, to sample
x ~ Pp, we set x; = 1 with probability (1 + p;)/2 and set x; = —1 with probability
(1—pj)/2, independently for each j.

The vector p represents unknown parameters of the population; p is unknown to
both the mechanism and the privacy attacker.! The vector p is itself drawn from the
product distribution D on [—1,1]¢ with the j marginal having probability density
function p; : [~1,1] — R. In the case of genomics, we can think of the distribution
D as capturing, for example, differences between populations (although of course
in reality this would not be a product distribution). Our attacks will succeed even if
the mechanism knows D but the attacker does not, provided each p; is sufficiently

smooth and spread out e.g., if p; is uniform on a large enough subinterval of [0, 1]).

Accuracy of the Mechanism. The (possibly randomized) mechanism M receives n
independent samples x1, - -, x, € {£1}? drawn from P, (after p is initially drawn
from D), and outputs a vector g € [—1,1]? withg~ ¥ =1 Yic[n] Xi =~ p. Thatis, M
provides approximate one-way marginals. We say M is a-accurate if for all j € [d]
we have || — p|l < a. For simplicity, we assume this holds with probability 1; if

this is not the case, then this failure probability can be absorbed into the failure

probability of our attack.

The Attacker. The privacy attacker A receives two samples in {£1}¢, the target
y and the reference z, where z is drawn independently from the population Py,
together with the output g of M on a dataset xy, ..., x;, and produces an answer,
either IN or OUT. The attacker’s answer indicates whether or not it believes y is

among the xq,---,x;, given to M. The attacker is guaranteed that the reference

UIf the mechanism knows p then the problem becomes vacuous: it could simply ignore the data
and publish p.

162



sample z is drawn from P, independent from everything else. The attacker must

satisfy two properties:

e Soundness: If y is drawn from P, independent from the view of M (i.e.

independent from g), then A should output IN with probability at most s.

e Completeness: Choose i uniformly from [n] and set y = x;. Then A should
output IN with probability at least c. The probability is over all the random

choices: i, x, z, and the coin flips of A4 and M.

These conditions are interesting when ¢ > s, as when ¢ < s they are trivially
satisfied by having A always output IN with probability c. To interpret this, think of
y as the data of a member of the population and .4 wants to determine whether or
not y is in the dataset (case group) given to M. For A to be considered successful
we require that it can identify a random member of the dataset with reasonably
high probability (given by the completeness parameter c), whilst, if y is not in the
dataset, it is erroneously claimed otherwise with negligible probability (given by
the (un)soundness parameter s). The reference sample z is some minimal auxiliary

information about the population that A can use.

5.1.2 Our Results

Theorem 5.1.1 (Main — Informal). There is a universal constant a« > 0 such that for every
5>0,n€N,andd > O(n*log(1/5)), there exists an attacker A : {+1}% x [—1,1]4 x
{£1}¥ — {IN,OUT} such that the following holds.

Let D be a product distribution on [—1,1]% such that each marginal satisfies a technical

smoothness condition (Definition 5.2.4). Let M : {£1}"*4 — [—1,1] be a-accurate. Let
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p~Dandxy, - ,xuY,z~ Py Let g~ M(xq1,---,xy). Then
P[A(y,q,2z) =IN] <6 and P[Iie[n] Alxjq,z)=IN]>1-.

Thus, if the first input (y) to A is a random independent element of the pop-
ulation, then A will accept with probability at most s = J (the probability space
includes the selection of y), but the first input is a random element of the dataset
(x; for a random i), A will accept with probability at least ¢ = (1 — J)/n. Thus, the

result is nontrivial when é < (1 —9)/n (e.g. 6 = o(1/n)).

We discuss a number of features and extensions of the result.

Dimensionality Needed. The dimensionality d of the data needed for the attack
is d = O(n?) for § = 1/2n, which is tight up to polylogarithmic factors for achieving
constant accuracy «. Indeed, it is possible to answer d = Q)(n?) one-way marginals
with accuracy « = o(1), while satisfying the strong guarantee of (0(1),1/n*())-
differential privacy [ , , , , 1.2 (Our tracing
attack implies that no mechanism satisfying the above conditions can be (0.1,1/4n)
differentially private.) For the one-way marginals we consider, the number of
statistics released equals the dimensionality d of the data, but for richer families
of statistics, the dimensionality is the more significant parameter. Indeed, many
more than n? statistics can be released if the dimensionality d of the data is smaller
than n?—the algorithms of [ , , , ] can release a number of

statistics that is nearly exponential in 7/+/d.

2An algorithm that operates on datasets is (g, §)-differentially private if for all datasets S, S’
differing in the data of a single individual and every event E, the probability of E when the dataset
is S is at most J plus ¢° times the probability of E when the dataset is S'.
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Beyond the d = ©(n?) Barrier. The price for our very weak assumptions — weakly
accurate answers and only a single reference sample — is that we (provably) need
d = Q(n?) and can only trace a single individual. With more accurate answers and
a larger reference pool, a slightly modified version of our attacker can trace with
smaller d, and can trace many individuals in the dataset: if the mechanism is «-
accurate (for some a > n~1/2), and we are given roughly 1/a? independent reference
samples from the distribution, then we trace when the dataset has dimension only
O(a?n?). Moreover, we can successfully trace ()(1/a?) individuals in the dataset,

yielding a completeness probability of ¢ = Q(1/a?n) (Section 5.3).

Weaker Soundness Conditions. The soundness of our attack does not rely on any
properties of the distribution D, the accuracy of M, the relation between d, n, and
J, or even the distribution of the rows xy, ..., x,. It only requires that, conditioned
on ¢, y and z are sampled independently from the same product distribution. Thus,
the attack can be carried out under only the latter assumption, and if it says IN, one

can safely conclude y € {x1,...,x,}.

Higher-Power Attacks. Our completeness probability of c = @(1/a’n) is essen-
tially tight, as a mechanism M that outputs the averages on a subsample of size
O(1/a?) will be accurate but only allows tracing at most an O(1/a?n) fraction of
individuals in the dataset

However, if we assume that M is symmetric, then we can get around this.
That is, if we assume that M can be written as M (x1,---,x,) = M'(X) (where

X = %Zie[n] x; € [-1,1]7 is the average of the sample), then we can prove that

Vie [n] P[A(x;,q,z) =IN]>1-04.
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Note that with this high-power guarantee (c > 1 — J), it is meaningful to take ¢ to

be a fixed constant (e.g. the standard significance level of .05).

The Distribution D. As noted above, we impose a technical regularity condition
on the distribution D, requiring that its marginals p; are sufficiently smooth and
spread out. This includes distributions such as the uniform distribution on a large
subinterval and the family of Beta distributions.

Some assumptions on D are necessary. For example, if each marginal p; were
supported on a subinterval of length at most «/2 > 1/+/n, then the mechanism
could give accurate answers by just producing a vector g € [—1,1]% in the support
of D and not using the dataset at all. This shows that the p; need to be sufficiently
“spread out”. To see why “smoothness” is necessary, suppose that p; were concen-
trated on two points p* and p** that are reasonably far apart (farther than 2«x). Then
the mechanism can simply test whether the average of the data elements exceeds
(p* 4+ p**)/2 and, if so, output max{p*, p**}; otherwise output min{p*, p**}. While
this mechanism is not differentially private (a guarantee against tracing in the
worst case), with high probability over the choice of the dataset this mechanism is
insensitive to small changes in the dataset, i.e., changing one row will not change

the output. This makes tracing impossible.

5.1.3 Description of The Attack

Like the attacks in previous tracing work for the genomic setting [ , ,

, , ] and in the fingerprinting setting [ , §4,86], our
attack uses a simple scoring function to make its decision. The scoring function
works incrementally, with each marginal (SNP) making a separate contribution.

The attack is described in full in Figure 5.1.
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Input: y,z € {+1}9 and g € [-1,1]". o
Compute (y,9) = Licjg ¥ - ¢/ and (z,9) = il 7 - ¢'-
If (y,q) — (z,q) > 7:= /8d1In(1/J), output IN; otherwise output OUT.

Figure 5.1: Our Privacy Attack As;(y,q,z)

The key features of the adversary are that it only sees the data of the user y being
traced, plus a reference sample z (in addition, of course, to seeing the output g), and
does not depend on the mechanism M, the feature vector p, or the distribution D

on p.

5.1.4 Comparison with Previous Work

As mentioned above, our model and results provide a common generalisation of

lines of work from several fields.

1. Work in the genomics community [ , , , , ]
has so far focused on the case where exact statistics are available to the attacker
(« = 0 in our formalism). With a reference sample of ()(n) individuals, they
showed that d = ©@(n) attributes are necessary and sufficient, while with a
constant-sized reference pool, d = @(n?) is required [ ). Our first
attack uses @(n? - logn) statistics with a reference pool of size 1, and makes
only a minimal accuracy assumption (a constant bound « on the bias).

Our second attack requires only d = O(a?n?) statistics if the mechanism is

a-accurate (for some a > n71/2) and the reference pool is of size O(log(n)/a?),

in which case it can also successfully trace ()(1/4?) individuals in the dataset.

Im etal. [ ] use (exact) regression coefficients instead of marginals as

the basis of an attack, with similar results to the case of marginals.
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2. Work on fingerprinting attacks [ , §4] corresponds to our setting of a
constant &, but assumes that p is drawn from a specific distribution D, and
the attacker A knows p exactly (essentially, an infinite reference pool). The

dimensions required in their attacks are similar to ours (d = @(n?)).

We note that previous work has focused on categorical data, but our results extend

to the setting of normally-distributed real-valued data.

Other Work on Genetic Privacy. The literature contains attacks based on various

types of published aggregate statistics, e.g., allele frequencies, genetic frequencies,

and various quantitative phenotypes such as cholesterol levels [ , ,
, ]; see [ ] for a survey. Particularly exciting (or troubling) is
the work of Wang et al. [ ] that exploits correlations among different SNPs.

Not only do their attacks require relatively few SNPs, but they go beyond in/out
privacy compromise, actually reconstructing SNPs of members of the case group. In
our view, the message of these works and ours, taken as a whole, is that information
combines in surprising ways, aggregation should not be assumed to provide privacy

on its own, and rigorous approaches to controlling privacy risk are necessary.

5.2 Tracing with a Single Reference Sample

Now we analyse our attack (given in Figure 5.1) and thereby prove Theorem 5.1.1.
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5.2.1 Soundness Analysis

Proposition 5.2.1 (Soundness). Let g, p € [—1,1]%. Suppose y,z ~ Py are independent

from each other and from q. Then
P [Asq(y,q,z) =IN] <.

Proof. We can view p and g as fixed. Since y and z are identically distributed,
E [(y,q) — (z,9)] = 0. Since y and z are independent samples from a product distri-
bution, we have that (y,q) — (z,q) = Lic4)(y/ —2/) - ¢/ is the sum of 2d independent
random variables each of which is bounded by max{||y|l» , [|zlle} - |9llc < 1. Thus,

by a Hoeffding’s inequality,

—12/4d -5

Py q)—(zq >1]<e :
as required. ]

Remark 5.2.2. Proposition 5.2.1 makes no assumptions about q. Thus soundness holds
even if M is not accurate or if y,z are not sampled from the true population - they need

only be sampled from the same product distribution.

5.2.2 Correlation Analysis

To prove completeness we must show that (x;,q) — (z,q) > T with good probability
for a random i € [n] when the mechanism’s output is a-accurate. First we give a

formal definition of accuracy:

Definition 5.2.3 (Accuracy). We say M : {£1}"4 — [—1,1]% is a-accurate if
IM(x) =%l <

for all x € {+1}"*4, where x € [—1,1]% is the average of the rows of x.
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For simplicity we assume that the accuracy bound holds with probability 1. In
many situations this may only hold with high probability, in which case we can
absorb the failure probability into that of the attack.

We begin by showing that, under our regularity assumption on D,

E [2 (xi,9) - <z,q>>] > Cnt

i€[n]
for an appropriate constant C > 1.

Intuitively, };c (s (xi,q) measures how much the output q € [-1, 1]% of M corre-
lates with the input x1,- -+, x, € {£1}* of M, whereas (z, g) measures how much
a random member of the population correlates with q. Thus we are proving that
the output of M is more correlated with the input of M than with an independent
sample from the population.

By linearity of expectations it suffices to show that [E [Eie[n] x{: g —Zg| > Cnt/d
for each j € [d]. We now focus on a fixed j € [d] and, for clarity, omit the superscript.

First some notation: Let p ~ p denote that p € R is drawn according to
the probability distribution given by p (e.g. p is a probability density function
p:R — R). For p € [-1,1], let x ~ p denote that x € {£1} is drawn with E [x] = p.
Let x1..., ~ p denote that x1, - - - x, € {£1}" are drawn independently with x; ~ p
for each i € [n].

The regularity condition we need is the following.

Definition 5.2.4 (Strong Distribution). Let p be a probability distribution on [—1,1].
Define hy : {—n—1,-n+1,--- ,n+1} = Rby

_(n—i—l—i—t)(n+1—t)‘ o
() = 2(n+1) P~p,x11.17n+1~f7 { L = t] '

ie[n+1]
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We say p is (G, n)-strong if
Y. | (t—1) = Ha(t+1)] < ¢
te{—n,—n+2,-- n}

We say p is &-strong if p is (&, n)-strong for all n.

First let us unpack this definition: The definition bounds the total variation of
the function K. So we require ' to be smooth. The function K, is the product of
two terms. The first term is large (at most (# 4+ 1)/2) in the middle of the range
and smoothly decreases towards zero at the ends of the range. The second term
can be viewed as the probability mass function of a discretisation of the continuous
distribution p: There are n + 2 buckets {—n—1,—n+1,--- ,n+1}. Asamplep ~ p
is thrown into one of the n + 2 buckets in a random fashion. The most likely bucket
is the one closest to (1 + 1) - p and the probability of landing in a given bucket
decays rapidly as we move away from the most likely bucket. Intuitively, being
a strong distribution simply means that neighbouring buckets should contain a
similar amount of probability mass.

We give some meaning to this definition in Section 5.2.4. Intuitively, it suffices
for a distribution to have a “smooth” probability density function that is sufficiently
“spread out.” In particular, the uniform distribution on [—1,1] is 1-strong.

Now we relate the definition of a strong distribution to the correlation quantity

of interest:

Lemma 5.2.5. Let p be a (&, n)-strong probability distribution on [—1,1]. Let f : {£1}" —
[—1,1]. Then

E flx) ) (i—2)|| <&

PrRXn ™~ PEP i€n]

Furthermore, the above inequality holds for all such f only if p is a (&, n)-strong distribution.
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Proof. Define a random variable Sﬁ on{-n—1,-n+1,--- ,n—1,n+1} as follows.
First sample p ~ p. Then sample x1..,;1 ~ p and let S} = Z?:Jrll X;.
Firstly, by symmetry the following are equivalent ways of sampling random

variables x1, - -, xy, z.
e Sample p ~ p. Then sample x;..., ~ pand z ~ p.

e Sample s ~ Sh. Then sample x;,---,x,,z € {#1} uniformly at random

conditioned on z + Y ic(,) Xi = s.
S

e Sample s ~ Sf,. Then sample z € {41} with E[z] = 7+7- Then sample

x1,+,xn € {£1} uniformly at random conditioned on Y ;c(, x; = s — z.

Thus we can rewrite the expectation using Sh:

E [f(X) Y (xi— Z)]

POXT P 2P i n]

E E
s~Sh |zt | XE{EL ey xi=5—2 i€[n]

= E E E [f(x)] (s — z — nz) ]

s~Sh [z~ [xe{E1 i) xi=s—2

= E E [g(s—z)(s—z—nz)]],

Y ~_S
s~Sy _Z n+1

where ¢: {—n,--- ,n} — [—1,1] given by

8(t) = xe{ﬂ}n{E&qn] - [f(x)]
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is the symmetrisation of f. Now we expand the expectations as sums:

E N]E [g(s —z)(s —z — nz)]

0 s
$~Sn | 2™+

P [z=1] - g(s—1)(s—1—n)
- E i
s~Sh P [z=-1 - g(s+1)(s+1+n)
L 2™
s RV T
s~Sh _g(;;; - g(s+1)(s+1+n)
n+1l+s)(n+1-s
B, [ gl 1) - g5 - 1)
1

= ) P [S = s]-(n+1+4s)(n+1—s)-(g(s+1)—g(s—1))

2(n+1) sef{—nt1,—nt3,n-1}
B 2(n1+ 1) te{n,r;z...,nz}lp [Sﬁ =i 2= 50
:2(n1+1) 3 o8- P[Sh=t—1] - (n+t)(n—t+2)

te{—n,—n+2,- n} ~P[Sh=t+1]-(n+t+2)(n—t)

— Y g(t)- (h(t—1) = h(t+1)),

te{—-n,—n+2,-- n}

where & is as in Definition 5.2.4. Now we can apply Holder’s inequality with the
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definition of a strong distribution and g to conclude:

P~PX1n ™~ PP

E lﬂx)z:uin]|

=| E

s~Sh

}a[g@—zxs—z—nnﬂ‘

z

= )y g(t)- (h(t=1) —h(t+1))

te{-n,—n+2,-- n}

< [18lleo Y. |h(t =1) —h(t+1)]
te{—-n,—n+2,-- n}

<.

Note that there exists a g that makes this inequality tight, namely

Stight(t) = sign (h(t —1) —h(t+1)).
Setting fiight(X) = Ltight <Zie[n} x1~> shows that the lemma is tight. N
Now we translate Lemma 5.2.5 into the form we will use:
Corollary 5.2.6. Let p be a (¢, n)-strong probability distribution on [—1,1]. Let M :
{£1}" — Rsatisfy |M(x) — x| < a for all x € {£1}". Then

E [M(x) Y (% z)] > E [1 _ pz] —af.

P~0:X1..n P2 P icn] p

This result should be compared to the fingerprinting lemma (Lemma 4.3.7) of the
previous chapter. The key difference is that it is not specific to a single distribution
p (Lemma 4.3.7 only holds for the uniform distribution, but is also “robust” in that

it only requires a bound on the expected error, rather than the worst-case error.).
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Proof. Write M(x) =X —a - f(x) for some f : {£1}" — [—1,1]. Now

E [M(X) Y (xi Z)]

P~P:X1-.n~P2P icn]

= E x xX;i—z)| —«- E X X;—Z
o gy [FE D B {f( ) Y (i )]

> E X X;i—z)| —a-¢,
T PP~ PZP 16%1}( ! ) g

by Lemma 5.2.5. All that remains is the following calculation:

E [E Y (xi— z)]

PrPXY .y~ P 2P i)

- prE“nNP [x-(x—p) n (since E [z] = p)

= pr%E..nNP (x—p)-(x—p)- n] (since E[p- (X — p)] = 0)

= E | Var [¥] -n}
pp [ X1n~p

= E |Var [x]}
pp [X~p

= p]Ep :1 —pz] .

]

We now make an observation that will allow the construction of a high-power
attack for symmetric M. Suppose f : {£1}" — [—1,1] can be written as f(x) =
fr (% Yic[n] xi> for some f. : [-1,1] — [—1,1]. Then, by symmetry, the conclusion

of Corollary 5.2.6 can be altered to

E [1-p]—ag
Vi € [n] pr,xr']Ean/ZNp [f(x)- (x;—2)] > prp . )

Formally, we have the following definition and Lemma.
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Definition 5.2.7. A function f : V" — Y (where V is a vector space) is symmetric if

there exists a function f, : V — ) such that f(x) = f (% Yic[] xi) forall x € {£1}".

Lemma 5.2.8. Let f : R" — R be symmetric and let X1, - - , X;; € R be independent and

identically distributed. Then

1

E |f(X) (X~ E[X])| = “E | f(X) T (Xi ~E[Xi)

ie[n]

for all k € [n].

Proof. By Definition 5.2.7,
TN S AT e
X icn] icm) % =
Since X3, - - -, X are independent and identically distributed, the pair (¥ ¢, Xi, X)
is identically distributed for all k. Thus f. (% Yich XZ-> (X — E [X4]), being a
function of (Lic[y) Xi, Xk), is identically distributed for each k. Consequently, all the

terms in (5.1) are the same, which implies the lemma. O]
We can summarise our expectation bounds as follows:

Proposition 5.2.9. Suppose the distribution D is a product distribution in which each
marginal p is (&, n)-strong and satisfies E [1— p?| >« +a - &. Suppose the mechanism
pp

M {1y 5 [—1,1)% is a-accurate. Let xq,- - X,z ~ Ppand q ~ M(x1,---,xn).

1. Then we have

Vield E

p/xll"' Xn,Z

Y ({xl ) - <zf,qf>)] > .

ie[n]
Moreover, this bound holds even when conditioned on all the randomness in columns
other than j. That is, the bound holds when we condition on any values of p~/,

{xi_j Yic1,...n, 271, and g7 and the expectation is only over the remaining variables.
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2. If, in addition, M is symmetric, then

; : I aly — (5 gl x
vieldvieh E_[(ha)- ()] >]
and hence
. vd
E Lq) — > .
vz e [n] p/xll'”/xnlz/M |:<XZ’ q> <Z’ q>] B n

Proof. We view z7/,q7, x;j as fixed and we average over the coins of M. Now the
only randomness is the choice of p/ and 2/, le. R xL ~ pl. Since M does not see p/
or z/, we can write ¢/ = f(x/) for some f : {£1}" — [~1,1]. By the assumption
that M is a-accurate, |f(x) — X| < a for all x € {£1}". The result now follows from

Corollary 5.2.6 and Lemma 5.2.8. O]

5.2.3 Completeness Analysis

Now that we have shown that E [Zie[n] ((xi,q) — (z, q))] is large, we can turn this

into a high probability statement.

Lemma 5.2.10. Suppose the distribution D is a product distribution in which each marginal
p is (&, n)-strong and satisfies p]Ep [1—p?] > v+a-& Suppose the mechanism M :
{£1}4 — [—1,1]" is a-accurate. Assume d > O(n*log(1/6)/7?). Let xq,- - xp,z ~
Ppand g ~ M(x1,- -+ ,xn). Then

P [2 (xi,0) = (2,9)) <§] <.

pX1..n,2M icn]

Moreover, if M is symmetric, then

. yd
- q) — 7 <.
vieW P [<x1,q> (2,0) < 2n] <

The formal proof of this Lemma is quite involved, but unenlightening. To
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preserve flow, we defer it to a later section (page 199) and give a proof sketch here

instead.

Proof Sketch. Write

Y ((xig)—(zg) =3} -} (xi-2) =} 4

i€[n] jeld]  ie[n] jeld]
We have E [A;j] >« for all j € [d]. Suppose the A; random variables were indepen-
dent. Then we could apply a Chernoff bound. Using |A;| < 2n, gives

1 (yd/2)?
’ Evd] = (_ (4ny2d ) =0

P

Y A

jeld]

as required. The second half of the lemma is similar.
The A; variables are not independent, but it turns out their sum concentrates
nonetheless. The key observation is that E [A]-] > < even if we condition on

Ay, A, Aj, e A Namely
E[Aj| Ay =ay,-- ,Ajo1 =aj,Ajp1 = a1, Ag=a4) >
for all j € [d] and a € R, O
Now we can finally prove completeness.

Proposition 5.2.11 (Completeness). Suppose the distribution D is a product distribution
in which each marginal p is (¢, n)-strong and satisfies p]Ep [1—p?] > v +a-¢ Assume
d > O(n?log(1/6)/9?). Suppose the mechanism M : {+1}"™4 — [—1,1] is a-accurate.

Let x1, -+ ,xXp, 2~ Ppand g = M(x1,- -, xn). Then

P [Fien] Asi(xi,q,z) =IN]>1-6.

pX1..n2M

Proof. By Lemma 5.2.10, Yjcpy ((x;,9) —(2,q)) > 25 > n-7T = n-2y/dlog(1/9)
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with high probability. Thus, with high probability, we have (x;,q) — (z,q) > 7 for at

least one i € [n]. O

We also state the high-power completeness we get from assuming that M is

symmetric.

Proposition 5.2.12 (High-Power Completeness). Suppose the distribution D is a product
distribution in which each marginal p is (¢, n)-strong and satisfies pIEp 1—p?] >v+a-¢.
Assume d > O(n?1log(1/8)/+?). Suppose the mechanism M : {£1}4 — [-1,1]% is
a-accurate and symmetric. Let xq,- - X,z ~ Ppand g ~ M(xy,- -+, x,). Then

Vi € [n] P [As 4(xi,q,z) =IN] > 1—9.

p/xll' o /xl’l/Z/M

Proof. By Lemma 5.2.10, for all i € [n] we have (x;,q) — (z,q) > Z—S > T =
24/dlog(1/0) with high probability. Thus, for all i € [n], we have (x;,q) — (z,q) > T
with high probability. ]

5.2.4 Interpreting Strong Distributions

The notion of strong distributions is critical in the completeness analysis of our
attack—it ensures that the output of M correlates with its input. In this section
we show that this condition is met by a large class of distributions and give some

intuition for its meaning. First we restate Definition 5.2 4.

Definition 5.2.4. Let p be a probability distribution on [—1,1]. Define hfy : {—n —1, —n +
1,---,n+1} > Rby

1+t o
() = 2(n+1) P~p,x1].1?n+1~r7 { ), = t} '
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We say p is (G, n)-strong if

Y. | (t—1) = Ha(t+1)] < ¢
te{—n,—n+2,-- n}

We say p is &-strong if p is (&, n)-strong for all n.

To gain some intuition for the meaning of the definition, we consider some

example distributions that do not satisfy the strong distribution assumption.

(i)

(if)

(iii)

(iv)

Suppose p is a point mass on p*. Then Sf, is a (shifted and scaled) binomial
distribution and K, has high total variation. In this situation a simple mecha-
nism M can prevent tracing: simply outputting g = p* will be accurate with
high probability, but this allows the output of M to be (almost) independent
from its input. Tracing is thus impossible, as there is almost no difference

between the IN and OUT cases.

Example (i) can be generalised: Any distribution supported on a short interval

is not strong. s

Suppose p is supported on two points p* and p** that are far apart. Then S, is

a convex combination of shifted and scaled binomial distributions.

This corresponds to a mechanism M that knows p* and p** and returns one
of the two if they are sufficiently accurate. Again, with high probability, the
output of M is not sensitive to changes in the input. That means the output of
M does not contain much information that is specific to its input. This makes

tracing impossible.

Example (iii) can be generalised to any distribution supported on a small
number of points. This can be generalised further to distributions supported

on many short intervals.
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The above examples demonstrate what a strong distribution avoids. Instead a strong
distribution is “spread out” and “smooth.”
The function /), in Definintion 5.2.4 is somewhat unintuitive. We can give an

alternative definition:

Lemma 5.2.13. Let Uy, - -+, U1 € [—1,1] be independent uniformly random variables

and let P ~ p be independent from Uy, Uy, - -+ ,U,11. Let U(l) > U(Z) > > LI(”)

denote the random variables in sorted order. Set Uy = +1 and U, 5) = —1. Then
P =2k—n—-1| = P Uy >P>U
POy 1~P L % " Up, - Un,P [ (k) == Skt 1)]

ie[n+1]
forallk € {0,1,--- ,n+1}.
Thus the function 4, from Definition 5.2.4 can be defined as

oo (mHl+Hn+1-1) N
O = g Bur () Z P> U]

Intuitively, Uy < Uny < -+ < Ugyo) partition the interval [—1,1] into n + 2
subintervals. Now hf captures the amount of probability mass from p falling
into each of these subintervals. However, the partitioning is itself random, so
the probability mass at a particular point does not fall into a single subintervale.

~ n+2-2k

However, U ;) ~ %755, so this random partitioning approximately partitions the

interval evenly.

Proof of Lemma 5.2.13. Let Uy, Uy, - - -, U,4+1 and P be sampled as in the lemma state-

ment. Now define random variables x1, - - - ,x,41 € {£1} by
xi=1<+= U; > P.

If we view P as fixed, then P[x;=1] = (P+1)/2 and E[x;] = P for each i.

Moreover, the distribution of xy,- - -, x,41 is n 4+ 1 independent conditioned on P.
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We claim that, for any k € {0,1,--- ,n+1},,
Y xi=2k—n—-1 <= Uy <P < Uyy).
ie[n+1]

The lemma follows from this claim, as we have shown a coupling between the two
probability spaces under which the two events coincide.

To see the claim, note that } ;c(,, 1) X; = 2k —n — 1 if and only if k of the x;s are
set to +1, which happens if and only if there are k choices of i € [n + 1] with U; > P.
In turn this is equivalent to saying that the k™ largest U; is greater than or equal to

P, but the (k + 1)t largest U; is not — i.e. Ugy = P> Ugyq)- O
We can also characterise the limiting case (i.e. n — co rather than fixed n):

Proposition 5.2.14. Let p : [—1,1] — R be a continuously differentiable probability

density function. Then p is a {-strong distribution if and only if
+1
L

Proposition 5.2.14 shows that p being a strong probability density function is

d
- p2>p<p>\ dp < 52)

equivalent to a bound on the total variation of (1 — p?)p(p). This function should
be contrasted with /f, in Definition 5.2.4. Indeed, Proposition 5.2.14 is simply the

result of taking n — oo in Definition 5.2.4.

Proof of Proposition 5.2.14. Lemma 5.2.5 provides an exact characterisation of (¢, n)-

strong distributions. Namely, p is (&, n)-strong if and only if

<¢ (5.3)

PP, X1y~ P, 2P i€n)]

E [f(x) Y (i Z)]

forall f: {£1}" — [—1,1]. To show that p is ¢-strong we must show that (5.3) holds
for all n and all f.
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Fixnand f: {£1}" — [-1,1]. Define g : [-1,1] — [—1,1] by

By Lemma 4.3.7, for any p € [—1,1],

E

X1-n™~P

flx)- Y (xi— P)] =g'(p)- (1—-p?).

ie[n]

Thus

E [f(x) Z<xiz>] = E |g(p)1—p?)]

POX1 PP i p~p
+1 , )
:/_1 g (p)(1 = p7)p(p)dp.

Now we apply integration by parts — that is, we integrate both sides of an applica-

tion of the differentiation product rule:

dipg(p)(l —p*)p(p) =¢'(p)(1—p*)p(p) +g(r))dip(1 —p*)p(p).
/_:1%8(19)(1—792)19(17)@ Z/_Tg’(p)(l—ﬂz)p(rﬂ)dﬁ ﬂ:lg(P)dip(l—PZ)p(P)dn
/_:1 §'(p) (1= pHo(p)dp =(g(1)(1 —1%)p(1) — g(—1)(1 = (=1)*)p(-1))

+1 ’
—/1 g(r))d—p(l—r) )e(p)dp.
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Finally, we can apply Holder’s inequality:

E

p~p,X1..u~P,2~p iE[l’l

fx) Z}(’“ : Z)] - ‘/:1 g(p)(1- Pz)p(zﬁ)dp‘

= '/_Tg(zﬂ)d%(l - PZ)P(P)dP'
<lglle- [ |550 - Pet| ap
L3 |

Aq_ 2
a7 )P(P)‘ dp-.
This proves one side of the equivalence. The other side of the equivalence follows

from the tightness of Holder’s inequality and the fact that, by choosing n large
enough, we can make ¢ : [—1,1] — [—1,1] arbitrarily close to the function that

makes the inequality tight. O

Using the differentiation product rule and the triangle inequality, we can show

that

5,0 pz)p(r))’ dp = /+1 (1= p)0/(p) = 2p0(p) | dp

dp ~1
+1 +1

S/_l (1-p) \P'(P)|dp+/_1 2pp(p)|dp
+1

g/_1 o' (p)| dp +2.

Thus, rather than bounding the total variation of (1 — p?)o(p), it suffices to bound
the total variation of p.

A bound on the total variation of the probability density function is a very natural
“smoothness” condition. In particular, the uniform distribution, whose probability
density function is the constant }, has zero total variation. Thus Proposition 5.2.14
justifies our assertion that strong distributions correspond to a smoothness condition.

Using Proposition 5.2.14 we can give some examples of strong distributions:
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e The uniform distribution on [—1, 1] is 1-strong.

e The uniform distribution on [a, b] is ¢-strong for

b
:2—a2—b2+fa |2x|dx< 2

2.
b—a _b—a+

e The (scaled) Beta distribution, with p(p) « (1 + p)*~1(1 — p)*~! (where u > 0

and v > 0 and the support is [—1,1]), is (4uv/(u + v))-strong.

5.3 Tracing from Fewer Statistics

In the previous section we focused on tracing from very weak assumptions—weakly
accurate answers and only a single reference sample. The price of these weak
assumptions is that we (provably) need d = Q(n?) and can only trace a single
individual. In this section we show that if the mechanism gives more accurate
answers, then we can trace with smaller d, and can trace many individuals in the
dataset. In exchange, we require a larger reference sample. More precisely, we show
that if the mechanism is a-accurate (for some a > n~V 2), and we are given roughly
1/a? independent reference samples from the distribution, then we can trace when
the dataset has dimension only O(a?n?), and we can successfully trace Q(1/a?)
individuals in the dataset. We summarise our results in the following informal

theorem, which effectively generalises Theorem 5.1.1 from the introduction.

Theorem 5.3.1 (Informal). For every § > 0,n € N, & > 1/n'/2,d > O(a®n?log(1/46)),
m > O(log(n)/a?), and t < Q(1/a?), there exists an attacker A* : {£1}4 x [+1]% x
({£1}9)"+1 — {IN,OUT} the following holds.

Let D be a product distribution on [—1,1]% such that each marginal satisfies a technical

smoothness condition (Definition 5.2.4). Let M : {£1}"*4 — [~1,1]% be a-accurate. Let
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p ~ Dand X1, /xn/y/ZO/le"'/Zm ~ Pp, Letq ~ M(xll. .. /xn)- Then
P [A*(y,q, (z0,21,---,2m)) = IN] < 6,and

P[|{ie[n]]| A (xi,q,(z0,21,.-.,2m)) =IN}| > t] > 1-09.

The modified attack is described below. In the attack, y represents the targeted
individual, g is a vector of the mechanism’s answers, and zg, z1, . . ., z;; represent
m + 1 independent reference samples from the distribution. The first reference
sample z( is used exactly as before as an unbiased estimate of p. The remaining m
samples z1, . ..,z,; will be averaged to form an independent unbiased estimate of p

with much lower variance. We will set m =~ 1/a? so that this estimate is a-accurate.

Input: y,29,21,...,zm € {£1}4, and g € [£1]“.
Letz =zpand w = (1/m) " ; z;.
Let 7 :=2a and let g — w], € [-7, 11]¢ be the entrywise truncation of g — w,
to [—17,7]. (We believe that this truncation is unnecessary, but it is needed for
our analysis.)
Compute

y—zlg—wl,)= L/ -2 |g -]

jeld) 7

If (y -z g —wl,) > 7:=4a\/dlog(1/5), output IN; otherwise output OUT.

Figure 5.2: Attack with a Large Reference Sample A ,  (y,9,%)

5.3.1 Soundness

Proposition 5.3.2 (Soundness). Fix any q,z1,...,zm, p € [—1,1]%. Suppose y,zg ~ Py

are independent from each other and from q,z1,...,zy. Then

P [AS,4m(y,9,2) = IN] < 6.
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Proof. Since y and zj are identically distributed, and ¢, zy, . .., z;; are fixed

E [<y—z, Lq—whﬂ =0

(recall z = zp and w = (1/m) }_}" ; z;). Since y and z( are independent samples from
a product distribution, we have that (y —z, [q —w],) = Licig) (¥ —2/) - |9 — ww is
the sum of 2d independent random variables, each of which is bounded by # = 2.

Thus, by Hoeffding’s inequality,
Plly—zlq-wl],) > 7] <e ™60 <,

This completes the proof. O

5.3.2 Correlation Analysis

We have the following proposition, analogous to Proposition 5.2.9 in Section 5.2.2.

Lemma 5.3.3. Let M : {+1}"9 — [~1,1]% be a-accurate, let 5 = 2u, and let the

distribution D be a product distribution where every marginal p is (&, n)-strong and

satisfies E [1—p?] > v+ ag. Consider the following experiment. Let p ~ D, let
p~p

X1,ennr X0, 20,21, -, Zm ~ Pp,and g ~ M(x1,...,xn). Then for every j € [d],

' [Z (] —2/) |q - wﬂl] >y —dn- e M2,
ie[n]
where z = zg and w = (1/m) ;" w;.

Moreover, this statement holds even when we condition on everything pertaining to
columns other than j. That is, the bound on the expectation holds when we condition on any

value of p~J, {xi_] Yie1,om {2 / }i=01,...,m, and g~/ and the randomness is taken only over

the remaining variables.

Proof. Since M is a-accurate and the distribution is (¢, n)-strong, by Proposition
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529

E [Z(xfzj)'(qfwf)] > 1.

i€[n]
So it remains to show that
E [ Y (-2 g —w - g wm] < dne=m/2,
ie[n]
Since ‘Eie[n}(xf — Z]) . (q] — ZU] — Lq] — wj—"’l)‘ S 4n and Zie[n] (.X{ — Z])(q] — w] _
g — wﬂn) = 0 when |¢/ — w/| < 7, it suffices to show that IP [|¢/ — w/| > 7] <
eo’m/2, By accuracy, we have |¢/ — p/| < «, and by a Chernoff bound, we have

P [|p —wl| > a] < e~*m/2 This completes the proof. O

Proposition 5.3.4. Suppose the distribution D is a product distribution in which each

marginal p is (&, n)-strong and satisfies E [1 — p*] > v+ ag. Suppose M : {£1}74 —
p~p

[—1,1]¢ is a-accurate. Let d > O(a’n®log(1/6)/~?) and m > 2log(24n/~)/a>. Let

X1+ s X0, 20,21, - Zm ~ Pp. Let g ~ M(xq,...,xn) Then

PlY (tu-zlg-wl) < 2| <o

i€[n]

(recall z = zp, w = (1/m) Y"1 zj, and 1 = 2u).

The proof of Proposition 5.3.4 is analogous to that of Lemma 5.2.10 and is
presented in Section 5.4.2.

Proposition 5.3.4 establishes a lower bound on the sum of the expected scores.
Next we will upper bound the 2-norm of the expected scores. Upper bounding
the 2-norm will establish that the scores are “spread out,” so there must be many
(roughly 1/a?) expected scores that are large (larger than the threshold 7).

Our analysis relies on the following technical lemma.
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Lemma 5.3.5. Let X3, - -, X, € R be independent random variables such that E [X;] = 0
and E [X?] < 1 for every i € [n]. Let Y € R be another (not necessarily independent)

random variable. Then

Y E[XY?<E [YZ} .

i€[n]

Proof. Fori € [n], let c; = E [X;Y]. Define h : R" — R by h(x) = Y[y cixi- Then

E [h(X)?| = Z]Cic]’]E [(XiXj] < ) o

i,j€ln ie[n]
and
E[Rh(X)Y] =) cE[X;Y]= ) ¢
ien] ien]
Thus

0<E [(h(X)—Y)z] —E [h(X)z] —2E [h(X)Y]+E [YZ} <Y 22 Y +E [Yﬂ .

ie[n] ie[n]

Rearranging gives

Y G<E[YY,

ie[n]

as required. ]

Lemma 5.3.6. Fix p € [—1,1]% and let M : {+1}"*% — [—1,1]% be any mechanism. Fix

any w and let x1,- -+, Xy, 20 ~ Ppand q ~ M(x1,- -, xy). Then for every j € [d],

Y E (] -2, |9 - wi] )] < v2

ie[n]
(recall z = zg). Moreover, this statement holds even when we condition on everything
pertaining to columns other than j. That is, the bound holds when we condition the
expectations on any value of {xi_j Yie1,n 2o J , and q*f and the randomness is taken only

over the remaining variables.
Proof. We apply Lemma 5.3.5 with X; = x{ —Zand Y = |g/ — w/] . O
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Once again, we would like to apply a concentration result to turn our bound on
the sum of the squares of the expected scores into a high confidence bound on the
sum of the squares of the scores themselves. Once again, this issue is complicated by
a lack of independence. Nonetheless, we prove a suitable concentration bound for
the sum of the squares of the scores in Proposition 5.4.11. Using this concentration

bound we can prove the following.

Proposition 5.3.7. Fix p € [—1,1)% and let M : {+1}"*@ — [—1,1]" be any mechaniam.
Assume d > 64(n + +/log(1/0)). Let x1,---,%u, 20,21, ,Zm ~ Pp, and let q ~
M(x1,- -+ ,x,). Then

P [ Y (xi—z, Lq—uﬂq)ngyd >1-6
ie(n]

(recall zg = zand w = (1/m) Yi* ; z;).

Proof. By applying the triangle inequality to Lemma 5.3.6, we have

‘Z[]]E [(xi —z,|q— w}n)r < dyv/2.

By Theorem 5.4.11, for any A > 0,

nd A2

2
P ie%](xi—z,[q—w},ﬁ >A+d17\/§} < exp (7—W>

The theorem follows by setting A = 47 \/ 1+ log(1/6) < %d. O

Combining Proposition 5.3.4 with Proposition 5.3.7, we can show that, with high
probability, the attack says IN for many target individuals x;. To do so, we need the

following elementary lemma.
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Lemma 5.3.8. Let 0 € R" satisfy } () 0i = A and Y ey 0? < B2 Then

frevens £)f= )

Proof. Let T = A/2nand S = {i € [n] : 0; > 7}. Let 05 € RIS| denote the restriction

of ¢ onto the coordinates indexed by S. Then

A< ZO’I': Z (Ti—|-Z(7’i

i€[n] ie[n]\S i€S

<(n—[S])T+ [lesll,

<nt+ /15| |los]l
<nt +4/[S]-|lo];

<nt+4/[S|-B.

Rearranging gives

as required. O

Proposition 5.3.9 (Completeness with a Large Reference Sample). Suppose the distri-
bution D is a product distribution in which each marginal p is (, n)-strong and satisfies

p]Ep [1—p?] > y+ag SupposeM : {£1}"? — [-1,1|% is a-accurate. Let d >

O(ocznzlog(l/é)/'yz) and m > 210g(24n/"y)/0c2. Let x1,...,%n,20,21,--+,Zn ~ Pp.
Let g ~ M(x1,...,xy). Then
2

. % - v
P {Hl € [n]: Af pqm(xi,q,2) =IN}| > 2560(2} >1-—26.

Proof. By Proposition 5.3.4, with probability at least 1 — 4,

Z <<xi —Z Lq—w],ﬂ) > %d =: A.

ie[n]
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By Proposition 5.3.7, with probability at least 1 —J,

Y (xi—z lg—w],)? <2nd =

ien]
By a union bound, both of these events occur with probability at least 1 — 2.

Assuming they both occur, Lemma 5.3.8 implies

Hie [n] : (xi =z, [q —w],) Z%H > (%)2: <%>2.

We have A/2n = vyd/4n > T = 4a\/dlog(1/), which implies the result. O

5.4 Concentration Bounds

The following concentration result implies the concentration results we use in the

earlier sections.

Theorem 5.4.1. Let X € R"*% be a random matrix such that the columns are independent—
that is, X1, X2, -+ , X% € R" are independent random variables. Let Y € RY be a random
variable that possibly depends on X. Suppose that l}lg [etxl?f] < et forallt € R, i € [n],

and j € [d]. Assume ||Y||, < a with certainty. Let a € R". Define

Zi=(a"X);Y;e R and Z=)Y Zi=a'XY€ER
jeld]

Suppose E [Z; | Zis1 = zjy1, -+, Zg =z4) = 7jforall j € [d] and z € RY. Let y =
Zje[d] ’)/] Then
—)\2
PlZ<y—-Al<exp| ——
pZ<r-M=er (16cd¢x2 ||a||§>
forall A > 0.
In Lemma 5.2.10, X;; = x{ —2/, Y = g = M(x). The vector a specifies which

subset of scores we are interested in (either a = 1,, for the sum of all scores or a = e;
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for a single score).

Note that if X has bounded entries, it satisfies the condition of Theorem 5.4.1:

Lemma 5.4.2 (Hoeffding’s Lemma). Let X € [a, b] be a random variable. Then

E [et(XflE[X])} < 2 (b—a)/8

forall t € R.

Likewise, if X has Gaussian entries, we can apply Theorem 5.4.1:
Lemma 5.4.3. Let ¢ be a standard Gaussian. Then, for all t € R, ]gE (e8] = et*/2 and, if
0<t<1/2E | =1/ =2t

To prove Theorem 5.4.1 we need the following lemmas.

Lemma 5.4.4 (Holder’s Inequality). Let Xy, - -+, Xy, € R be (possibly dependent) random

variables. Let oy, 01, , 0y € [1,00] with 1/ = Yicpy 1/a;. Then

1/061'
E [e"‘*ﬂ'ew S [e“fxf} :
<JIlE
ie[n]

1/,
; }

Lemma 5.4.5. Let X,Y € R be (possibly dependent) random variables. Suppose |Y| < 1.
Then

< E [ezgx} ,

XY— E [XY]
|<®

E le X,Y
XY

where & € {£1} is uniform and independent of X and Y.

Proof. By Lemma 2.4.4,

E [eXY—)gEy[XY]} < E [engY] = E [62§X|Y\}.
XY X,Y,E X,Y,E

Define { € {0,1} to be a “randomised rounding” of |Y|, namely HCE [C]Y]=]Y|. By

Jensen’s inequality,

E {exy—}lgy[xﬂ] < E [ezgxm
XY



¢X]

E
By Jensen’s inequality ¢® = 65[ < Ig [¢*¢X]. Thus

XY- E [XY
E {e £ ]} < E [e2€XC] - E {]P =0/ +P[=1F [eZCXH
XY XY,5,¢ XY [ g ¢ ¢
<E {]E [ezng = [ezgx] ,
XY ¢ s
as required. 0

Lemma 5.4.6. Let X € R" be a random variable. Suppose E [eX1] < " forall t € R
and i € [n]. Let Y € [—a, «] be a random variable that possibly depends on X . Let a € R".
Define

Z=a"XY €R.

Then

E [et(Z—]E[ZD} < e4czx2t2\|a|ﬁ
forall t € R.

Proof. We may assume, without loss of generality, that ||a||; = 1 and « = 1. By
assumption, IE [¢/Xi] < ¢ for all i € [n] and t € R. Now we apply Lemma 5.4.4
with a; = 1/]a;| € [1, 0] and o, = 1:
T Ty 11/ tax ] Vi 12,2 2 2
E [etu X} —E [ea*ta X} < H E [eazle,} < H pcait a; _ et llall; — ot
i€n] ien]

for all t € R. By Lemma 5.4.5,

C [et(Z—]E[Z])}
Z

{ tal XY~ E [taTXY]}
e X,Y < E
X/

] [ezgtaTX} < oAt

T Xy
for all t € IR, as required. O
Lemma 5.4.7. Let X € R"*% be a random variable such that the columns are independent.

Suppose that E [etxiff} < e forallt € R,i € [n],and j € [d]. Let Y € [—a,a]? be a
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random variable that possibly depends on X. Let a € R". For j € [d], define
Z] = ([ZTX)]Y] eR and “M](Z) =E [Z] | Zj-l-l = Zj—i-l/' - /Zd = Zd] .
Let Z =Yjca Zj = at XY and u(z) = Yic(d #j(z). Then
E [g(z—y(z»} < pheda|al}
forall t € R.
Proof. Firstly, by Lemma 5.4.6,
E [et(zj—ﬂj(z)) | Z]._’_1 =Zji1," , L4 = Zd]
: | Zis1=zj41,+  Za = z4

_E [ef(zjE[Zj|Zj+1=Zj+1/“'/Zd=2d]

2
< e4ca2t2||u\|1

forallt € R,j € [d], and z € R“.

Now we prove by induction on k € [d] that
E [etz]'e[k} Zi—pi(Z) | Zis1 = 2Zksr, -+ Za = 24| < e4cka2t2|\a\|%

for all t € R and z € R, from which the lemma follows by setting k = d.
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The base case k = 1 is immediate from Lemma 5.4.6. Finally, the induction step:

E [efije[k] L@ | Zi ) = zpn, - Za = Zd}

_ Z]P [Z¢ = 2| E |:et2je[k71] Zi=wi(Z)  HZi—pi(2)) | Zi = 25, Zpsr = Zksr, 1 Zag = Zd]
%

_ ZIP [Zk _ Z;].et(zZ—yk(z)).E |:et):je[k71] Zi—ui(Z) ‘ 7y = ZZ/ Zk+1 = Ziy1, Z;= Zd]

T
Zk

< Z]P [Zk = Z;] . et(zz_ﬂk(z)) . e4c(k—1)a2t2“a”%

%
- E [et(Zk*uk(Z)) | Zpo1 = 2esn, - Zd = Zd} . phe(k—1)a22Jal|3

2 2
< eAePlal} | etk-1)Pal?

as required. O

Proof of Theorem 5.4.1. The assumption that E [Z; | Zj1 = zj11,- -, Zqg = z4] > 7;
for all j € [d] and z € RY. Implies yi;(Z) > vy; with certainty. Thus it remains to
show that Z is close to u(Z).

By Markov’s inequality and Lemma 5.4.7,

E [et(Z—#(Z))] P i

P[Z—-u(Z)>A] < S <

A
8cda2|al)?

Setting t = gives

)2

P [Z _ ,u(Z) > )\] < e tA2 — elécdzszuH%’

as desired. n
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5.4.1 Concentration of 2-Norm

Lemma 5.4.8. Let X € R” be a product distribution. Suppose E [eXi] < e forall t € R

and i € [n]. Let Y € [—a, a] be a random variable that possibly depends on X. Let a € R".

Define
Z=a"XY €R.
Then
E [et(Z_IE[ZD} < e4czx2t2\|a|\§
forall t € R.

Proof. We may assume, without loss of generality, that « = 1. By assumption,

E [ef%%i] < ¢’ for all i € [n] and t € R. By independence,

E [etaTX:| — H E |:eta1'Xi:| < H ectzaiz — ecﬂ“tl“%
ie[n] ie[n]
for all t € R. By Lemma 5.4.5,

E [et(ZflE[Z])] _ | XYE[RIXY]] [ezngx] < At al}
Z X X -

/g

for all t € R, as required. O

Lemma 5.4.9. Let X € R” be a product distribution. Suppose E [eXi] < e forall t € R

and i € [n]. Let Y € [—a,«] be a random variable that possibly depends on X. Define
V=XYeR"

Then

forallt € [—1/4+/ca,1/4+/ca].
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Proof. Let ¢ € R" be a standard multivariate Gaussian and
Z=¢"(V-E[V]) €ER.
By Lemma 5.4.3,

]gE{etZ - [1E et(Vi—]E[Vi])gi:| ~ 1] LE[R]?/2 _ et2HV E[V] H

ic[n) & i€[n]

By Lemmas 5.4.8 and 5.4.3,

E [etz] <FE [e4crx2t2\|g||§] H [ dea’t?g 2] _ < 1 )n
gV T8 V1—2-4ca22) '

assuming 0 < 4ca’t? < 1/2. Thus

-

1 " 2
E |e < <e8ncrx ,
4 - <\/1—8¢:zx2t2) -
asl/V1—-x<e*for0<x<1/2. O

Lemma 5.4.10. Let X € R"*? be a product distribution. Suppose E [etxiff] < et for all
t € R,i € [n],andj € [d]. Let Y € [—a,a] be a random variable that possibly depends on
X. For j € [d], define

VXY eR'  and (@, ,0) =B [V 7 =g, 0= ],
Let V = Yield) Viand u(3,--- ,9%) = Yield) w3, ,5%). Then

E ef22||\7—ﬂ(x71,...,\7d)||§1 < Sndea??

forall t € [—1/4+/ca,1/4+/ca].
The proof is analogous to that of Lemma 5.4.7.

Theorem 5.4.11. Let X € R™*“ be a random matrix with independent entries. Suppose

E [etxiff] < e forallt € R, i € [n], and j € [d]. Let Y € [—«,a]? be a random variable
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that possibly depends on X. For j € [d], define
Vi = XY € R".

Suppose that, for all j € [d] and 7', - - - , 7 € R",

HE [Vj (V=g .., VIl Pl L ,vdgd] HZ < B

Let V = Ycig V. Then

_ nd A2
P HVH A | < 5
[ .~ + 2 pi| <e? =

jeld]
forall A > 0.
Proof. Let
W@, .., #) = E [\71’ P gL zﬂ
for j € [d] and

y(gll... ,561) — Z yf(all... ﬁd)_
jeld]

By assumption [|y/(7',---,7%)||, < Bj for all j € [d]. Thus ||u(7", -

Zje[d] ,3]' by the triangle inequality. By Lemma 5.4.10, E {
Bndea®® for ol ¢ € [—1/4+/ca, 1/4/ca]. Thus, by Markov’s inequality,

£mewWM]

d
vV (V... yd > <
P[[7=n(v, - v, 2 4] < T

Setting t = 1/4+/ca gives the result.

5.4.2 Proofs of Concentration Lemmas

Now we prove the various concentration lemmas we need.
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Lemma 5.4.12 (Restating Lemma 5.2.10). Suppose the distribution D is a product
distribution in which each marginal p is (&, n)-strong and satisfies p]Ep [1-p%] > v+
a - & Suppose the mechanism M : {£1}y*4 — [~1,1]% is a-accurate. Assume d >

O(nzlog(l/é)/'yz). Let xq,---Xxp,z ~ Ppand g ~ M(xq,---,xy). Then

X102, M icn]

P [z (x,0) — {2,9)) <§] <.
Moreover, if M is symmetric, then

. vd
q) — 7 <.
vieW P [<x1,q> <z,q><2n} <5

Proof of Lemma 5.2.10. Leta =1 € R", Xij = x{ —zl,and Y = g = M(x). Now we

have

Z (xi,9) — (z,9)) = Z = a’ XY.

ie[n]
Lemma 5.4.2 implies E [etxi/f] < ef/2 for all i, j,and t. Let Z; = alXIYl =
Yien] (x{ — z/)q/. Proposition 5.2.9 shows that

E(Zj| Zjyn =z Za=24) = | E [Z (<Xquj><Zj,qj>>] >
el

play s xh 2 |ien]

for all j € [d] and z € R%. Thus Theorem 5.4.1 shows that

_/\2
PlZ < ~vd— Al <ex _
A p(léednan%>

for all A > 0, where ¢ = 1/2. In particular, setting A = yd /2 gives
—(yd/2)? —%d
< AP ) = <
Ig Z < vd/2] < exp ( a2 exp 555 )

To prove the second part of the lemma, we set a = ¢; instead. O

Proposition 5.4.13 (Restating Proposition 5.3.4). Suppose the distribution D is a product
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distribution in which each marginal p is (&, n)-strong and satisfies E [1— p?] > v + aC.
prp

Suppose M : {£1}y4 — [-1,1]9 is a-accurate. Let d > O(a’n?log(1/6)/v*) and

m > 2log(24n/y)/a®. Let x1,...,Xn, 20,21, - - -, Zm ~ Pp. Let g ~ M(x1,...,xn) Then

Py ((xi—z,[q—uﬂn)) <77d <6

ie[n]

(recall z = zp, w = (1/m) Y"1 zj, and y = 2u).

Proof of Proposition 5.3.4. Let a = 1, Xij = (x{ —2), Y = Lq—wm, and Z; =
(a"X);Y; = Liep (x) — ) |g— wm By Lemma 5.3.3, the hypotheses of Theorem
5.4.1 are satisfied. Thus we have

_A2

P [aTXY <d ("y — 4ne*“2m/2) _ /\] < o8ty

forall A > 0. Set A = /8dy?n2log(1/6) < yd/6. Now 4ne—’m/2 < v/6, so the

result follows. m
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Chapter 6

Lower Bounds for Adaptive Data

Analysis

6.1 Introduction

Empirical research commonly involves asking multiple “queries” on a finite sample
drawn from some population (e.g., summary statistics, hypothesis tests, or learning
algorithms). The outcome of a query is deemed significant if it is unlikely to have
occurred by chance alone, and a “false discovery” occurs if the analyst incorrectly
declares an observation significant. For decades statisticians have been devising
methods for preventing false discovery, such as the “Bonferroni correction” [ ,
] and the widely used and highly influential method of Benjamini and
Hochberg [ ] for controlling the “false discovery rate.”
Nevertheless, false discovery persists across all empirical sciences, and both
popular and scientific articles report on an increasing number of invalid research
tindings. Typically false discovery is attributed to misuse of statistics. However,

another possible explanation is that methods for preventing false discovery do
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not address the fact that data analysis is inherently adaptive—the choice of queries
depends on previous interactions with the data.

As in Chapter 3 and [ , ], we formalise the problem of adaptive
data analysis in the statistical query model: there is an algorithm called the mech-
anism that is given n samples from an unknown distribution P over some finite
universe X = {0,1}“, where the parameter d is the dimensionality of the distribu-
tion. The mechanism must answer statistical queries about P. A statistical query q is

specified by a predicate p: X — {0,1} and the answer to a statistical query is

The mechanism’s answer a to a query g is accurate if |a — g(P)| < a with high
probability (for suitably small «). Importantly, the goal of the mechanism is to
provide answers that “generalise” to the underlying distribution, rather than answers
that are specific to the sample. The latter is easy to achieve by outputting the
empirical average of the query predicate on the sample.

The analyst makes a sequence of queries g',4>, ..., 4" to the mechanism, which

responds with answers a!,a?,...,a*. In the adaptive setting, the query ¢’ may

depend on the previous queries and answers g!,a!,...,q"~1,a"~! arbitrarily. We
say the mechanism is accurate given n samples for k adaptively chosen queries if,
when given n samples from an arbitrary distribution P, the mechanism accurately
responds to any adaptive analyst that makes at most k queries with high probability.
A computationally efficient mechanism answers each query in time polynomial in n
and d.!

When the queries are specified non adaptively (i.e. independent of previous

!We assume that the analyst only asks queries that can be evaluated on the sample in polynomial
time.
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answers), then the empirical average of each query on the sample is accurate
with high probability as long as k < 2°("). However, the situation turns out to
be very different when the queries are asked adaptively. Using a connection to
differential privacy, Chapter 3 (following Dwork et al. [ 1) shows that
there is a computationally efficient mechanism that accurately answers ()(n?) many
adaptively chosen queries. Furthermore, there is an exponential-time mechanism
that can answer exponentially in n many queries. Unfortunately, [ ], building
on hardness results for differential privacy [ , ] showed that, assuming
the existence of one-way functions, there is no computationally efficient algorithm

that answers O(n>) queries. In this chapter we improve this result to O(n?):

Theorem 6.1.1 (Informal). Assuming the existence of one-way functions, there is no
computationally efficient mechanism that, given n samples, is accurate on more than O(n?)

adaptively chosen queries.

Conceptually, our result further demonstrates that there is an inherent computa-
tional barrier to preventing false discovery in interactive data analysis. It also shows
that in the worst case, an efficient mechanism for answering adaptively chosen
statistical queries may as well be differentially private. That is, the mechanisms
in Chapter 3 that answer ()(n?) queries are differentially private, and no efficient
mechanism regardless of privacy can answer significantly more arbitrary, adaptively
chosen queries.

As in [ ], our hardness result applies whenever the dimensionality d of
the data grows with the sample size such that 27 is not polynomial in 7.2 This
requirement is both mild and necessary. If n > 2 then the empirical distribution

of the n samples will be close to the underlying distribution in statistical distance,

2This is under the stronger, but still standard, assumption that exponentially-hard one-way
functions exist.
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so every statistical query can be answered accurately given the sample. Thus, the
dimensionality of the data has a major effect on the hardness of the problem. In
fact, we can prove a nearly optimal information theoretic lower bound when the

dimensionality of the data is much larger than n.

Theorem 6.1.2 (Informal). There is no mechanism (even a computationally unbounded one)
that given n samples in dimension d = O(n?) is accurate on more than O(n?) adaptively

chosen queries.

Our result builds on the techniques of [ ], who use fingerprinting code | ,

] to prove their hardness result. In this work, we identify a variant called

an interactive fingerprinting code [ I, which abstracts the technique in [ ]

and gives a more direct way of proving hardness results for adaptive data analysis.

A slightly weaker version of our results can be obtained using the nice recent

construction of interactive fingerprinting codes due to Laarhoven et al. [ ] as
a black box.

Thus, we can summarize the contributions of this work as follows.

1. We identity interactive fingerprinting codes as the key combinatorial object un-
derlying the hardness of preventing false discovery in adaptive environments,
analogous to the way in which (non interactive) fingerprinting codes are the

key combinatorial object underlying the hardness of differential privacy.

2. We use this connection to prove nearly optimal hardness results for preventing

false discovery in interactive data analysis.

3. Our construction of interactive fingerprinting codes are optimally robust. In
this context, optimal robustness means that all of our hardness results apply

even when the mechanism answers only a 1/2 + Q)(1) fraction of the queries
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accurately. Robustness was identified by Bun et al. [ ] as an important
property of fingerprinting codes which is necessary to prove their lower
bounds. Bun et al. also constructed robust fingerprinting codes, but they were

only able to tolerate corruption of a 1/75 fraction of answers.

6.1.1 Techniques

The structure of our proof is rather simple, and closely follows the framework
in [ ]. We will design a challenge distribution P and a computationally efficient
adaptive analyst .A who knows P. If any computationally efficient mechanism M
is given n samples S = {x1,...,x, } drawn from P, then our analyst A can use the
answers of M to reconstruct the set S. Using this information, the adversary can
construct a query on which S is not representative of P.

Our adversary A and the distribution P, like that of [ ], is built from a
combinatorial object with a computational “wrapper.” The computational wrapper
uses queries that cryptographically “hide” information from the mechanism M.
In our work he combinatorial object will be an interactive fingerprinting code (IFPC).
An IFPC is a generalisation of a (standard) fingerprinting code, which was originally
introduced by Boneh and Shaw [ ] as a way to watermark digital content.

An interactive fingerprinting code F is an efficient interactive algorithm that
defeats any adversary P in the following game (with high probability). The ad-
versary P picks S C [N] unknown to F. The goal of F is to identify S by making
¢ interactive queries to P. F specifies each query by a vector ¢ € {£1}N. In
response, the adversary P must simply output a € {£1} such that a = c; for some
i € [N]. However, the adversary P is restricted to only see ¢; for i € S. At any
time, 7 may accuse some i € [N]. If i € S is accused, then i is removed from S (i.e.

S < S\{i}), thereby further restricting P. If i ¢ S is accused, then this is referred to
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as a false accusation. To win, the interactive fingerprinting code F must accuse all of
S, without making “too many” false accusations.

In contrast [ ] use only standard fingerprinting codes. The difference
between interactive and non interactive fingerprinting codes is that a non interactive
tingerprinting code must give all ¢ queries to P at once, but is (necessarily) only
required to identify one i € S. The suboptimal parameters achieved by [ 1
as well as some of the additional technical work, are there result of having to
boost non interactive fingerprinting codes to recover all of S. Using this new
perspective of interactive fingerprinting codes, the technique of [ ] can be seen
as a construction of an interactive fingerprinting code with length £ = O(N?) by
concatenating N independent copies of Tardos’ [ ] non interactive fingerprinting
code of length ¢ = O(N?).

However, one can construct more clever and shorter interactive fingerprinting
codes. Specifically, Laarhoven et al. [ ] (building on Tardos [ ]) give a
construction that would be suitable for our application with £ = O(N?). Extending
their results, we give a new analysis of their interactive fingerprinting code as
well as Tardos” non interactive fingerprinting code that allows us to achieve length

¢ = O(N?) while still being sufficiently secure for our application.

Theorem 6.1.3 (Informal). For every N, there exists an interactive fingerprinting code
with £ = O(N?) that, except with negligible probability, makes at most N /1000 false

accusations.

This result suffices for the informal statements made above, but our construction
is somewhat more general and has additional parameters and security properties,

which we detail in Section 6.2.
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6.1.2 Additional Related Work

Our work and [ ] is part of a line of work connecting technology for secure
watermarking to lower bounds for private and interactive data analysis tasks. This
connection first appeared in the work of Dwork, Naor, Reingold, Rothblum, and
Vadhan [ ], who showed that the existence of traitor-tracing schemes implies
hardness of differential privacy. Traitor-tracing schemes were introduced by Chor,
Fiat, and Naor [ ], also for the problem of watermarking digital content.
The connection between traitor-tracing and differential privacy was strengthened
in [ ], which introduced the use of fingerprinting codes in the context of differ-
ential privacy, and used them to show optimal hardness results for certain settings.
[ ] showed that fingerprinting codes can be used to prove nearly-optimal
information-theoretic lower bounds for differential privacy, which established fin-
gerprinting codes as the key information-theoretic object underlying lower bounds
in differential privacy. Chapter 4 proves lower bounds for differential privacy using
the ideas of fingerprinting, although fingerprinting codes are not explicitly used
there.

Since there introduction by Boneh and Shaw [ ] there has been extensive
work on fingerprinting codes, most of which is beyond the scope of this discussion.
For the standard, non-interactive definition of fingerprinting codes, [ ] gave
an essentially optimal construction, which has been very influential in most of the
subsequent work on the topic. The interactive model of fingerprinting codes was
first studied by [ ] under the name “dynamic traitor-tracing schemes.” Formally
their results are in a significantly different model and cannot be used to prove
hardness of preventing false discovery. [ ] gave the first construction in the
model we use, but achieved suboptimal code length. Recently Laarhoven, Doumen,

Roelse, Skori¢, and de Wegner [ ], gave a construction with nearly optimal
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length by generalising Tardos” code to the interactive setting. Their construction is
quite similar to ours, but our analysis is substantively different and leads to sharper

and more general guarantees (and we feel is more intuitive).

6.1.3 Organisation

In Section 6.2 we define and construct interactive fingerprinting codes, the main
technical ingredient we use to establish our results. In Section 6.3 we show how
interactive fingerprinting codes can be used to obtain hardness results for preventing
talse discovery. The definition of interactive fingerprinting codes is contained in
Section 6.2.1 and is necessary for Section 6.3, but the remainder of Section 6.2 and

Section 6.3 can be read in either order.

6.2 Interactive Fingerprinting Codes

In order to motivate the definition of interactive fingerprinting codes, it will be
helpful to review the motivation for standard, non interactive fingerprinting codes.

Fingerprinting codes were introduced by Boneh and Shaw [ | for the problem
of watermarking digital content (such as a movie or a piece of software). Consider a
company that distributes some content to N users. Some of the users may illegally
distribute copies of the content. To combat this, the company gives each user a
unique version of the content by adding distinctive “watermarks” to it. Thus, if
the company finds an illegal copy, it can be traced back to the user who originally
purchased it. Unfortunately, users may be able to remove the watermarks. In
particular, a coalition of users may combine their copies in a way that mixes or
obfuscates the watermarks. A fingerprinting code ensures that, even if up to n users

collude to combine their codewords, an illegal copy can be still be traced to at least
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one of the users.

Formally, every user i € [N] is given a codeword (c},c?,...,cf) € {£1}! by the
fingerprinting code, which represents the combination of watermarks in that user’s
copy. A subset S C [N] of at most n users can arbitrarily combine their codewords
to create a “pirate codeword” a = (a',a?,...,a") € {+1}%. The only constraint is
so-called consistency—for every j € [¢], if, for every colluding user i € S, we have
cﬁ: = b, then @/ = b. That is to say, if each of the colluding users receives the same
watermark, then their combined codeword must also have that watermark. Given a,
the fingerprinting code must be able to trace at least one user i € S. Tardos [ ]
constructed optimal fingerprinting codes with £ = O(n?log N).

A key drawback of fingerprinting codes is that we can only guarantee that a
single user i € S is traced. This is inherent, as setting the pirate codeword a to be
the codeword of a single user prevents any other user from being identified. We
will see that this can be circumvented by moving to an interactive setting.

Suppose the company is instead distributing a stream of content (such as a TV
series) to N users—that is, the content is not distributed all at once and the illegal
copies are obtained whilst the content is being distributed (e.g. the episodes of
the TV series appear on the internet before the next episode is shown). Again, the
content is watermarked so that each user receives a unique stream and a subset
S C [N] of at most n users combine their streams and distribute an illegal stream.
The company obtains the illegal stream and uses this to trace the colluding users S.
As soon as the company can identify a colluding user i € S, that user’s stream is
terminated (e.g. their subscription is cancelled). This process continues until every
i € S has been traced and the distribution of illegal copies ceases.

Another twist on fingerprinting codes is robustness [ ]. Suppose that the

consistency constraint only holds for (1 — )¢ choices of j € [¢]. That is to say, the
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colluding users can somehow remove a 8 fraction of the watermarks. [ ]
showed how to modify the Tardos fingerprinting code to be robust to a small
constant fraction of inconsistencies. In this work, we show that robustness to any

B < 1/2 fraction of inconsistencies can be achieved.

6.2.1 Definition and Existence

We are now ready to formally define interactive fingerprinting codes. To do so we
make use of the following game between an adversary P and the fingerprinting

code F. Both P and F may be stateful. For a given execution of F, we let

P selects a subset of users S C [N] of size n, unknown to F.
Forj=1,...,¢ .
F outputs a column vector ¢/ € {+1}V.

Let C]sf € {#1}¥] be the restriction of ¢/ to coordinates in S/, which is given
to P.

P outputs a/ € {£1}, which is given to F.

F accuses a (possibly empty) set of users I/ C [N]. Let Si*1 = S/ \ I.

Figure 6.1: IFPCy ,, s[P, F]

C € {+1}N*! be the matrix with columns c!,...,c’ and let a € {41}’ be the vector

1,...,a". We want to construct the fingerprinting code so that, if a is

with entries a
consistent, then the tracer succeeds in recovering every user in S. For convenience,
we will define the notation 6/ to be the number of rounds 1, ..., j in which @l is not

consistent with ¢/. Formally, for a given execution of F,
o = ‘{1§k§j‘ Aie[N], ak:ci-‘}’.

Using this notation, a is B-consistent if ' < B¢. We also define the notation ¢/ to be

the number of users in I, ..., Il who are falsely accused (i.e. not in the coalition Sl).
y
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Formally,
=1 U I*|\S'.
1<k<j
Using this notation, we require y* < 6(N — |S!|) - that is, the tracing algorithm
does not make too many false accusations. “Too many” is defined as more than a

o-fraction of innocent users.

Definition 6.2.1 (Interactive Fingerprinting Codes). We say that an algorithm F is an
n-collusion-resilient interactive fingerprinting code of length ¢ for N users robust to
a f fraction of errors with failure probability ¢ and false accusation probability § if
for every adversary P, it holds that

[(96 < /%) v (lpf > 5(N—n)>} <e

IFPCy 1 ¢[P,F]

The length ¢ may depend on N,n, B, ¢, 0.

The constraint ¢ < 6N is called soundness—the interactive fingerprinting code
should not make (many) false accusations. The constraint §° > B/ is called com-
pleteness—the interactive fingerprinting code should force the adversary P to be
inconsistent. Although it may seem strange that we make no reference to recovering
the coalition S!, notice that if S/ # O, then P can easily be consistent. Therefore, if
the pirate cannot be consistent, it must be the case that S/ = @ for some j, meaning
all of S! has been accused.

In the remainder of this section, we give a construction of interactive fingerprint-

ing codes, and establish the following theorem.

Theorem 6.2.2 (Existence of Interactive Fingerprinting Codes). For every 1 < n < N,

0<B<1/2,and 0 < § <1, there is a n-collusion-resilient interactive fingerprinting code
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of length ¢ for N users robust to a B fraction of errors with failure probability
e < min{6(N — n),2"20N=m) 4 52((:-F)n)
and false accusation probability & for

n?log (1/6)

(3-9)

We remark on the parameters of our construction and how they relate to the

(=0

literature.

Remark 6.2.3.

o The expression for the failure probability € is a bit mysterious. To interpret it, we
fix B = 1/2 — Q1) and consider two parameter regimes: (N —n) < 1 and
S(N—n)>1.

In the traditional parameter regime for fingerprinting codes 5(N —n) = ¢ <
1, and so no users are falsely accused. Then our fingerprinting code has length
O(n?log((N —n)/¢')) and a failure probability of ¢'. This matches the result of
[ 1

However, if we are willing to tolerate falsely accusing a small constant fraction of
users, then we can set, for example, 5(N — n) = .01N, and our fingerprinting code
will have length O(n?) and failure probability 2=, To our knowledge, such large
values of 6 have not been considered before. It saves a logarithmic factor in our final

result.

o Our construction works for any robustness parameter p < 1/2. Previously [ |
gave a construction for B = 1/75 in the non-interactive setting. Previous construc-

tions in the interactive setting do not achieve any robustness > 0, even for the
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weaker model of robustness to erasures [ I

o Our completeness condition differs subtly from previous work. We require that, with

high probability,
o' = |{1<k<e| picN], a=cf}|>pt
rather than the weaker condition
{1<k<e|pies, d=d}|>pe

While our version is less natural in the watermarking setting, it is important to our
application to false discovery. Our interactive fingerprinting code ensures that the
adversary cannot be consistent with respect to the population, rather than that it

cannot be consistent with respect to the sample.

6.2.2 The Construction

Our construction and analysis is based on the optimal (non interactive) fingerprint-
ing codes of Tardos [ ], and the robust variant by Bun et al. | ]. The code
is essentially the same, but columns are generated and shown to the adversary one
at a time, and tracing is modified to identify users interactively.

We begin with some definitions and notation. For 0 < a < b < 1, let D),
be the distribution with support (a,b) and probability density function u(p) =
Cap/ \/m, where C, }, is a normalising constant.? For &, € (0,1/2), let Ea,g
be the distribution on [0, 1] that returns a sample from D, ;_, with probability 1 — 2

and 0 or 1 each with probability (.

3To sample from D, , first sample ¢ € (sin~!(y/a),sin"(v/b)) uniformly, then output sin?(¢)
as the sample.
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For p € [0,1], let ¢ ~ p denote that ¢ € {£1} is drawn from the distribution with
Plc=1]=pandP[c = —1] =1—p. Letcy...,, ~ p denote that c € {£1}" is drawn
from a product distribution in which ¢; ~ p independently for all i € [n].

Define ¢? : {1} — R by ¢°(c) = ¢'(c) = 0 and, for p € (0,1), $7(1) =
V(@ =p)/pand ¢?(—1) = —/p/(1 — p). The function ¢” is chosen so that ¢ (c)

has mean 0 and variance 1 when c ~ p.

Given parameters 1 <n < Nand 0< 4,8 <1/2
Set parameters:

2 2
_ 67tn <0 n? 1 1
(3-5) (3-8) %(3)

Let s = 0 for every i € [N].
Forj=1,...,¢ '
Draw pj ~ D, ¢ and C]1...N ~ pj. ’
Issue ¢/ € {+1}" as a challenge and receive a/ € {+1} as the response.
Fori € [N}, let s = 55_1 +al - P ().
Accuse I = {i €[N]|s > (7}.

Figure 6.2: The interactive fingerprinting code J = F; n s p

The fingerprinting code F is defined in Figure 6.2. In addition to the precise
setting of parameters, we have given asymptotic bounds to help follow the analysis.

We now analyse F and establish Theorem 6.2.2. The proof of Theorem 6.2.2 is split
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into Theorems 6.2.8 and 6.2.19. For convenience, define I = Uj¢(y .

6.2.3 Analysis Overview and Comparison
Comparison to Chapters 4 and 5

The key difference between the analysis we present here and that which appears
in Chapters 4 and 5 is that here we focus on obtaining the strongest possible
tingerprinting code. Namely, rather than assuming that all answers provided
by P are a-accurate as before, we merely assume that all but a  fraction are
consistent. This setting is the “orthodox” setting for fingerprinting codes, whereas
the simplified analysis for a-accurate answers is novel to this thesis. This setting

requires a substantially different analysis.

Scores

7

Intuitively, the quantity sg, which we call the score of user i, measures the “correlation’

J

i

between the answers (a!,---,a/) of P and the i-th codeword (c}, cee,C

), using a
particular measure of correlation that takes into account the choices p!, ..., p/. If sf.'
ever exceeds the threshold o, meaning that the answers are significantly correlated
with the i-th codeword, then we accuse user i. Thus, our goal is to show two
things: Soundness, that the score of an innocent user (i.e. i ¢ S') never exceeds the
threshold, as the answers cannot be correlated with the unknown i-th codeword.
And completeness, that the score of every guilty user (i.e. i € S') will at some

point exceed the threshold, meaning that the answers must correlate with the i-th

codeword for every i € S1.
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Soundness

The proof of soundness closely mirrors Tardos” analysis [ ] of the non-interactive
case. If i is innocent, then, since P doesn’t see the codeword (c}, cee, CZ: ) of the jth
user, there cannot be too much correlation. In this case, one can show that sf.' is the
sum of j independent random variables, each with mean 0 and variance 1, where

we take the answers al

,...,d as fixed and the randomness is over the choice of the
unknown codeword. By analogy to Gaussian random variables, one would expect
that s{ < o= 0(y/llog(1/)) with probability at least 1 — J. Formally, the fact that
the score in each round is not bounded prevents the use of a Chernoff bound. But

nonetheless, in Section 6.2.4, we prove soundness using a Chernoff-like tail bound

for sg.

Completeness

To prove completeness, we must show that, for guilty users i € S!, we have s{ >0
for some j € [¢] with high probability. In Sections 6.2.5 and 6.2.5, we prove that if P
gives consistent answers in a 1 — 8 fraction of rounds, then the sum of the scores for
each of the guilty users is large. Specifically, in Theorem 6.2.17, we prove that with
high probability

Y si>0() (6.1)

icst

The constants hidden by the asymptotic notation are set to imply that, for at
least one i € S!, the score sf is above the threshold ¢ = ® (¢/n). This step is not
too different from the analysis of Tardos and Bun et al. | , ] for the
non-interactive case. To show that, for every i € S! we will have s{ > ¢ at some
point, we must depart from the analysis of non-interactive fingerprinting codes. If

sﬁ > 0, and user i is accused in round j, then the adversary will not see the suffix of
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codeword (C{:+1, -++,c!). By the same argument that was used to prove soundness,
the answers will not be correlated with this suffix, so with high probability the score
s{ does not increase much beyond ¢. Thus,
Y si<n-0(0) =0 (). (6.2)
ieS!
The hidden constants are set to ensure that Equation (6.2) conflicts with Equation
(6.1). Thus, we can conclude that P cannot give consistent answers for a 1 —
fraction of rounds. That is to say, P is forced to be inconsistent because all of S! is

accused and eventually PP sees none of the codewords and is reduced to guessing

an answer «’.

Establishing Correlation

Proving Equation (6.1) is key to the analysis. Our proof thereof combines and
simplifies the analyses of [ ] and [ ]. For this high level overview, we
ignore the issue of robustness and fix g = 0.

First we prove that the correlation bound holds in expectation and then we
show that it holds with high probability using an Azuma-like concentration bound.
(Again, as the random variables being summed are not bounded, we are forced
to use a more tailored analysis to prove concentration.) We show that it holds in
expectation for each round. In Proposition 6.2.14, we show that the concentration

grows in expectation in each round. For every j € [¢],

IR

icslt

E =E

Y ol (Prﬂ'(c{f)] > Q(1), (6.3)

icst
where the expectations are taken over the randomness of pf ¢l and a/. Equation (6.3),
combined with a concentration result, implies Equation (6.1).

The intuition behind Equation (6.3) and the choice of p/ is as follows. Consistency

218



guarantees that, if c{ — bforalli € S!, then @/ = b. This is a weak correlation
guarantee, but it suffices to ensure correlation between a/ and Y icst Cg . The affine
scaling <ij ensures that (jﬂ’j (c{ ) has mean zero (i.e. is uncorrelated with a constant)
and and unit variance (i.e. has unit correlation with itself). The expectation of
a - gbpj(cZ) can be interpreted as the i-th first-order Fourier coefficient of a/ as a
function of ¢/. To understand first-order Fourier coefficients, consider the “dictator”

function: Suppose a/ = c{* for some i* € S! - that is, P always outputs the i*-th bit.

Then

E

al ol pi

= E [c{ .4,vf'(c{;)} —E {2\/;91'(1 - pj)] = 0(1).

o pi pi

ad Y ¥ (c)

ies!

This example can be generalised to a/ being an arbitrary function of cjs1 using
Fourier analysis. This calculation also indicates why we choose the probability
density function of p/ ~ D, 1_, to be proportional to 1//p(1 — p).

To handle robustness (8 > 0) we use the ideas of [ ]. With probability 27
each round is a “special” constant round—i.e. ¢/ = (1)N or ¢/ = (—1)V. Otherwise
it is a “normal” round where ¢/ is sampled as before. Intuitively, the adversary P
cannot distinguish the special rounds from the normal rounds in which ¢ happens
to be constant. If the adversary gives inconsistent answers on normal rounds,
then it must also give inconsistent answers on special rounds. Since there are
many more special rounds than normal rounds, this means that a small number
of inconsistencies in normal rounds implies a large number of inconsistencies on
special rounds. Conversely, inconsistencies are absorbed by the special rounds,
so we can assume there are very few inconsistencies in normal rounds. Thus P
is forced to behave consistently on the normal rounds and the analysis on these

rounds proceeds as before.
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6.2.4 Proof of Soundness

We first show that no user is falsely accused except with probability /2. This boils
down to proving a concentration bound. Then another concentration bound shows
that with high probability at most a J fraction of users are falsely accused.

These concentrations bounds are essentially standard. However, we are showing
concentration of sums of variables of the form ¢ (c), which may be quite large
if p = 0orp~ 1. This technical problem prevents us from directly applying
standard concentration bounds. Instead we open up the standard proofs and verify
the desired concentration. We take the usual approach of bounding the moment

generating function and using that to give a tail bound.
Lemma 6.2.4. For p € [a,1 —a]U{0,1} and t € [—\/a/2,/a /2], we have

E [etq)l’(c)} <o
c~p -
Proof. If p € {0,1}, ¢? = 0 and the result is trivial. We have ClEp [$F(c)] = 0,
C]Ep [¢7(c)?] =1, and, for ¢ € {£1}, |¢¥(c)| < 1/+/a. In particular, |¢pP(c) - | < 1/2.

For u € [-1/2,1/2], we have e* <1+ u + u?. Thus
tpP (c) % 2 P2 — 2 t2
Clgp[e ]§1+t61§p[¢ (c)]+tC1NEp[gb (] =148 <o,

]

Lemma 6.2.5. Let p1-- - pm € [a,1 —a] U{0,1} and ¢1 - - - ¢y drawn independently with

ci ~ p;. Let ay - - - ay, € [—1,1] be fixed. For all A > 0, we have

i€[m]

' [ Y aighi(ci) = A] < e Ny o A/,
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Proof. By Lemma 6.2.4, for all t € [—/a/2,/a/2],

E o B 06| < [T E [etne(e)] < e,
¢ ic[m]

By Markov’s inequality,

E |:et2i€[m] ﬂi¢”i(0i)]
2
< < etm—tA

P |:Z aigbpi(c,') > A

i€[m]

Set t = min{+/a/2,A/2m}. If A € [0,m+/ua], then

P

i€[m]

) apPi(ci) > A] < e M,
On the other hand, if A > m+/a, then

P [Z ai(,bpi(ci) > )\] < etxm/4—\/&)»/2 < e—\/@\/él.

ie[m]

The result is obtained by adding these expressions. O

The following theorem shows how we can beat the union bound for tail bounds

on partial sums.

Theorem 6.2.6 (Etemadi’s Inequality [ D). Let X1---X, € R be independent
random variables. For k € [n], define Sy = Y ic (i Xi to be the k™ partial sum. Then, for all
A >0,

P {irel?;;]( |Sk| > 4)&] < 4-}{1;5{;1&(]1’ [1Sk| > A].
Proposition 6.2.7 (Individual Soundness). For all i € [N|, we have

PlicI\S'] <8/ 4 emV/10) <672,

where the probability is taken over IFPCy <n ¢[P, Fn,us,p] for an arbitrary P.
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Here IFPCy <, denotes IFPCy , ; with the constraint |S!| = 1 replaced by the

constraint |S| < n.

Proof. Leti € [N]\ S'. Since the adversary does not see c{ for any j € [{], we may
treat the answers of the adversary as fixed and analyse s{: as if c{: was drawn after
the actions of the adversary are fixed. Thus, by Lemma 6.2.5, for every j € [{],

b= 9] e[ s o] sov e
kelj]

Likewise IP [s{ < —%] < o2 /64l | o=0\/a/16, Thus, by Theorem 6.2.6,

o

)
< —0? /64l | ,—o/u/16y O
4] < 8(e +e ) < 5

Plicl]<P [max|s{| > (T] < 4maxP [|si| >
jEld] jEll]

]

Theorem 6.2.8 (Soundness). We have
P [|1 \ S > (N — |sl|)] < min {5(N - |51|),e—5<N—lsll>/8} ,
where the probability is taken over \IFPCy <N ¢[P, Fn,us,p] for an arbitrary P.

Remark 6.2.9. Interestingly, Theorem 6.2.8 does not require |S*| < n — that is, it holds
with respect to IFPCy <N ¢[P, Fn,u,s,pl, rather than IFPCy , o[P, Fn us,6]- It only requires
that F does not see the codewords of users not in S'.

This is a useful if we are in a setting where |SY| is unknown: if |S'| > n, then the
interactive fingerprinting code will still not make too many false accusations, even if it fails

to identify all of S*.

Proof. Let E; € {0,1} be the indicator of the event i € I\S'. The E;s for i € [N]

are independent (conditioned on the choice of S! and p/ for j € [¢]). Moreover, by
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Proposition 6.2.7, E [E;] < /2 for all i € [N]. Thus, by a Chernoff bound,

PS> o- 5] =P | 5 s | £

N]\S!

If 6 < 1/(N — |S!]), then this is a very poor bound. Instead we use the fact that
the E;s are discrete and Markov’s inequality, which amounts to a union bound. For

5(N —|S']) < 1, we have

<XN=ISTD sy,

113[|1\51|>5(N—|51|)}=1P [|1\51|21]g1E .

Y. E

i€[N]\St

O
The following lemma will be useful later.

Lemma 6.2.10. For i € [N], let j; € [¢ + 1] be the first j such that i ¢ S/, where we define
Sl = @. Forany S C [N],

j— 2
i€S

where the probability is taken over IFPCy < ¢[P, Fn,us,p] for an arbitrary P.

Proof. We have

Yol =Y Y0 > jdle? ().

ieS ieSjell]
Again, since the adversary doesn’t see c for j > ji, the random variables I(j > j;)a/
and ¢ (c (c ) are independent, so we can view I(j > j;)a/ € [~1,1] as fixed. Now the

result follows from Lemma 6.2.5. O

223



6.2.5 Proof of Completeness

To show that the fingerprinting code identifies guilty users we must lower bound
the scores Y. q1 s¢. First we bound their expectation and then their tails.

Biased Fourier Analysis

For this section, assume that the adversary P is always consistent - that is, we have
no robustness and B = 0. Robustness will be added in Section 6.2.5. Here we

establish that the scores have good expectation, namely

E

Y. s{.' — s{:l] > Q(1)

ies!

14

for all j € [¢]. The score s; computes the ‘correlation” between the bits given to
user i and the output of the adversary. We must show that that the adversary’s
consistency constraint implies that there exists some correlation on average.

In this section we deviate from the proof in [ ]. We use biased Fourier
analysis to give a more intuitive proof of the correlation bound.

We have the following lemma and proposition, which relate the correlation
A Yics (pr(cb to the properties of a/ as a function of p/. To interpret these
imagine that f represents the adversary P with one round viewed in isolation — the
fingerprinting code gives the adversary ¢/ and the adversary responds with f (c]S])

Firstly, the following lemma gives an interpretation of the correlation value for a

fixed pj ; it is a rescaling of Lemma 4.3.7 with an alternative proof.

Lemma 6.2.11. Let f : {£1}" — R. Define g: [0,1] - R by g(p) = E ) [f(c)]. For
1-n™

any p € (0,1),

Cl..n™

E, f(C)-'Zucp”(ci) =8'(p)y/P(1—p).
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Proof. For p € (0,1) and s C [n], define ¢! : {+1}" — R by ¢f(c) = [Tics #7(ci).
The functions ¢! form an orthonormal basis with respect to the product distribution

with bias p — that is,

1 s=t

vsic B[ 9l)] =
oon 0 st

Thus, for any p € (0,1), we can write f in terms of these basis functions:

vee {£1}" fle) = Zuf”(S)d)f(C),

where

vsClnl fP(s)=_E_[fc)pl(c)].

C1..n™~pP
This decomposition is a generalisation of Fourier analysis to biased distributions

[ , §8.4]. For p,q € (0,1), the expansion of f gives the following expressions
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ls|—1
'(q) = 7P (s)|s|- =P _q_p /P A =P | P
g (4) —SC[H}:S?@f’”( )-Is| <€I ; 1=a9)4/7 _p) ( P 1—;9)'

sC[n]:s£QD
_ AW N P
-y - (52 )
Note that f7({i}) E [f(c)¢P(c;)] and, hence,

Cl..u™p

E

Cl..u™~p

7 fs '(p) '
flo)- ), 477’(01')] =) ffii}) = - g =g (p)y/r(l—p).
icn] \/%’7+

i€[n] %

Now we can interpret the correlation for a random p/ ~ D, ;.

Proposition 6.2.12. Let f : {+1}" — R. Define ¢ : [0,1] - Rby g(p) = E [f(c)].

Forany0<a<b <1,

fle)- ) P (ci)

ie[n]

] ] s s g g

E E =
p~Dqp [fflmnNP 2sin~!(v/b) — 2sin"!(y/a) T

This effectively follows by integrating Lemma 6.2.11.
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Proof. Let u(p) = C,p/+/p(1 — p) be the probability density function for the distri-
bution D, on the interval (a,b). By Lemma 6.2.11 and the fundamental theorem of
calculus, we have

o oo g

p~Dgp |C1-n™~P iE[Vl]

=5 {g’(P) p(1- p)}

= /abg’(P)\/P(l — p)u(p)dp

b
=Cop | &' (p)dp

=Cyp - (8(b) — g(a)).

1
It remains to show that C, ), = <2 sin~1(vb) — 2 sin_l(\/ﬁ)> > 1/ . This follows

from observing that

C;bl = /ﬂb ;dp = /ab <dip251n1(\/ﬁ)> dp = 2sin"'(vb) — 2sin~ ! (v/a)

]

Now we have a lemma to bring consistency into the picture. If f is consistent,

b~1,and a = 0, then

This gives a lower bound on the correlation for consistent f.

Lemma 6.2.13. Let f : {£1}" — {+1}. Define g : [0,1] — [-1,1] by g(p) =
Clnl.];:Np [f(c)]. Suppose a € [0,1]. Then [g(1 —a) —g(1)| < 2na and |g(a) — g(0)| <

2ne.
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Proof. Wehave P [X=(1)"]=(1-a)"and

C1...nN1*IX

- —gO=F(O7); P le=O"£ E 1fOle#O®": P lexO"-sW

C1..p~1—a C1..n™ c1..p~1—a

(1) (1-a)"+_ E_[f(0)lc # (1] (1~ (1-a)") ~ g(1)
~ (s~ E [f0le £ ))) - (1= 0" -1),

g() = _E_[f(e)le# (1)"]

C1..u™~p

Now <2and [(1—a)" —1| < na,

whence [g(1 —a) — g(1)| < 2na. The other half of the lemma is symmetric.

Robustness

We require the fingerprinting code to be robust to inconsistent answers. We show
that the correlation is still good in the presence of inconsistencies.

For f : {#1}" — {£1}, define a random variable &, ;(f) by
Cag(f 2: 9P(c)+ 7L (p €{0,1} A f(c) #2p=1), p~Dagr CLou~ P,

where I is the indicator function and -y € (0,1/2) satisfies {y/2 = (1 —2{)/ 7t - that
is,

_21-2¢

T g

The first term f(c) - Yic[n) $7 (ci) measures the correlation as before. The second
term
YI(p € {0,1} A f(c) # 2p — 1) measures inconsistencies. We will lower bound the
expectation of &, (f), which amounts to saying “either there is good correlation
or there is an inconsistency with good probability.” Thus either the fingerprinting

code is able to accuse users or the adversary is forced to be inconsistent.
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The following bounds the expected increase in scores from one round of interac-

tion.

Proposition 6.2.14. Let f : {+1}" — {+1} and a,{ € (0,1/2). Then

SN

E [Zuz(f)] = —(1-20)(1 - 2na).

Proof. Define g:[0,1] — [-1,1] by g(p) = E [f(c)]. Now

Cl..u™p

E[C;()]= P [p=0-7I(f((-1)") =1)+ P _[p=1]-91(f((1)") = 1)

p~Da p~Da
s b g e, o £
=C-v(I(g(0) = 1) +1(g(1) = -1))
g(1—a) —g(w)
+(1-2)- 2sin1 (/1 — &) —2sin~1(/a)
(by Proposition 6.2.12)
S7. <1 +2g(0) L1 —5(1)) L(—20) g(1 —0&7)T—g(vc)
=12 (14 g(0) +1 - g(1) + (1~ ) — g(a))
>1 % (2 [g(a) ~ 5(0)] - lg(1 — @) — g(1))
> ! _ﬂ% (2 — 4na)
(by Lemma 6.2.13).
0
Concentration

So far we have shown that the fingerprinting code achieves good correlation or the

adversary is not consistent in expectation. However, we need this to hold with high
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probability. Thus we now show that sums of ¢, ;(f) variables concentrate around
their expectation.

Again, the proofs in this section are standard. However, the &, ;(f) variables
can be quite unwieldy and we are thus unable to apply standard results directly.
So instead we must open the proofs and verify that the concentration bounds
hold. We proceed by bounding the moment generating function of ¢, /(f) and then
proving an Azuma-like concentration inequality. These calculations are not novel or

insightful.

Proposition 6.2.15. Let f : {£1}" — {£1}, « € (0,1/2), { € [1/4,1/2), and t €

[—v/a/8,\/a/8]. Then

IE et(éa,g(f) —E [CO&,Z(f)]) < eCtz,

6/

where C = .

Proof. We have
Cag(f ZW’ )+1L(p € {01} Af(c) #2p—1), p~Dag Crn~p.

Let Y = Y ey 97 (ci). By Lemma 6.2.4 and independence,

E [etY] — E |:et2i6[n] 47”(01')} _ (]E [et‘f’p(C)])n < P

Cl..u™p c~p

fort € [—v/a/2,\/a/2]. Pick t € {£+/a/2} such that
o) t2k+1
Y2k+1 > 0.
L E Y] 20

Then by dropping positive terms, for all j > 1,

[Yk] _ @) [etY] < 21! e Y2 asa

2 (2)! &
0<]E[Y]} S—; 2 £2] i

= I

Thus we have bounded the even moments of Y. By Cauchy-Schwartz, for k =
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2i4+1>3,

E ||Y*] < /E[7]-E[57]

S\/411(2]')!em/4_4]+1(2j+2)!em/4

_2%! /e Jk+1
ok/2 k-

Since [f(c)] < 1, we have E [[f(c) - Y[¥] < E[|Y[F] < 2F1lklena/4/ak/2 for all
k > 2. Since { € [1/4,1/2), we have v = (2/m)(1 —27)/{ € (0,1). Hence
E [|[7I(p € {0,1} A f(c) #2p —1) |¥] <1 for all k. The map u — |u|* is convex for
all k > 2, thus |(x +y)/2|F < (Jx[¥+ |y|¥) /2 for all k > 2 and x,y € R. Combining

these three facts, we have

E [0 (1] <27 [If(e) - YF+ InI(F(e) # £ (D)

22kk!enu¢/4

k—1
< wk/2 2
22k+1k!emx/4
=T k2
For t € [—\/a/8,/a/8|, we have
[t \"
E [e0s0)] <1+ [0z (f Z E |0 (F)I]
|t|k 22k+1j 1 pna/4
<1+tE [Coz(f 2 S R e
=1+ tE [0z (f)] +2e™/4 Z (ﬂ)k
— .
o \Wa
2
<1+tE 2ee/4 ﬂ) 2~ (k=2)
<1+ (] +2 1 (T
64ene/t )

=1+1tE [& ()] + t

tE [ (f)]+CE
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Theorem 6.2.16 (Azuma-Doob-like Inequality). Let Xq--- Xy, € R, p1 - - - uR

and Uy - - - Uy, € Q be random variables such that, for all i € [m],
o X; is determined by U;,
o yu; is determined by U;_,, and
o U;_1 is determined by U;.
Suppose that, for all i € [m], u € Q, and t € [—c,c|,
E [et(xi_i"') | Ui_q = u] < €

If A € [0,2Cmc], then

If A > 2Cmc, then

P Y (X;i—m)

i€[m]

> A] < zechzfc)\ < 9p—CA/2.

Proof. First we show by induction on k € [m] that, for all u € Q and t € [—¢, ],
E [etzgﬂszk+1(xi_l/‘i) | Uy = u} < ke

This clearly holds for k = 1, as this is our supposition for i = m. Now suppose this

232



holds for some k € [m —1]. For u € Q and t € [—c, c], we have

E [ S | Uy, ) =

=Y PUyi=0|Uyk1=u]E [etzﬁm"‘(xi_”i) | U = U}
veQ)

— Z ]P [U | u] ]E [et(xnlfk_”{mfk)etZ;m:mfk+1(xi_yi) | 'U:|
veQ)

(using shorthand v = U, y =vand u = Uy, _,_1 = u)

= Y Plo|u]E [et(xmfk_ﬂm—k) | v} E [etZ?Lm,kH(Xi—w) | v}
ve(d

(since U, = v determines X,,,  and p,,_x)

S Z P ['U | u] E [et(xm—k_ym—k) ’ 'Ui| ek'CtZ
ve)

(by the induction hypothesis)
= ]E [et(xmfk_ymfk) | u:| ek'Ct2

2 1.2
<€Ct ekCt

(by our supposition for i = m — k)

Nal”A
_ plkt1)CP

Thus, for all ¢t € [—c, ¢], we have
E [etﬂ’ll(xﬁm)} < e,

By Markov’s inequality we have

E |:€t Zie[m] (Xi_,ui)i|

2_
P Y (Xi—w)> A] < i < et

i€[m]

and
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forall t € [0,c] and A > 0. Set t = min{c, A/2mC} to obtain the result. O

Bounding the Score

Now we can finally show that the scores are large with high probability.

Theorem 6.2.17 (Correlation Lower Bound). At the end of IFPCy ,, ([P, ./_"N,n,glﬁ] for
arbitrary P, we have, for any A € [0,17.50//«],

yerr’ + ) st > E(1 —20)(1 —2na)l — A

icSlt

<

ZIX
with probability at least 1 — 2e™ 50,

Proof. Since the adversary P is computationally unbounded and arbitrary, we may
assume it is deterministic. We may also assume 7 = |S!| and that the adversary is
able to see cél at each round. (This only gives the adversary more power.)

This means that for each j € [¢] we can define a function f/ : {£1}" — {1}
that only depends on the interaction up to round j — 1 (i.e. is a function of the state
of P before it receives c/) and satisfies f/ (céj) = a/. For j € [{], define

Xji=q-1 (pf € {0, 1} A fI(cy) #2p) — 1) + () - Y ¢ () ~ Gag(F),

ieS!
where ~ denotes having the same distribution. We have
v - (ert/ —err/ 1) + 2 (s{ — s{:_l) < X;
ieS!
and

yerr! + Y sl < ) Xj~ Y Zag(f).

iest jell] jeld]

Now we can apply the above lemmas to bound the expectation and tail of this

random variable.
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Firstly, Proposition 6.2.14 shows that

2

b= E X)) = E [Gug(F)| 2 =(1-20)(1 - 2na)

for all f/. Moreover, by Proposition 6.2.15,

E [et(Xj—yj)} —E |:et(€zx,§(fj)_]E[Ca,é(fj)])] < oCP

forall t € [—\/3/8, \/E/S], where C = 70/a > 64e™/%/n, as o < 1/4n.

Define U; = (f,p',c!,---, fl,p/,d, fiT1) for j € [(]U{0}. Now X---X,
pi- - e, and Uy, - - - , U, satisfy the hypotheses of Theorem 6.2.16 with C = 70/«,
c=+/a/8 and m = (.

For A € [0,2Cmc| = [0,17.5¢/+/«a], we have

. A]
<pe—A?/ACm 2e_%,

Y (Xi— i)

i€[m]

P|Y X;< %(1 -27)(1 Zn(x)f)\] <P [
jell]

as required. ]

However, we can also prove that the scores are small with high probability. This
follows from the fact that users with large scores are accused and therefore no user’s

score can be too large:

Lemma 6.2.18. Forall A > 0,

n
LD si>Adno+—| < e /Al | o= VaAA/A
ieSl \/E

where the probability is taken over \IFPCy; ,, o[P, F 5] for an arbitrary P.

We will set A = ¢ and, since 1/y/a < 7, we get that } ;.1 Sf < 3on with high

probability.

235



Proof. Let j; € [£ + 1] be as in Lemma 6.2.10 — that is, i ¢ S/ and i € S/i~!, where we
define S‘*! = @ and S° = [N]. By the definition of j;, s/, and S/, we have SZ"_Z <o
for alli € S', as otherwise i € I/i~2 and therefore i ¢ Si—t = Si=2\[ii=2, If i € S!,

then j; = 1 and s;"fl = 0. Thus

Zsjf —Zsh 24 i1 Pt c{.'" )<Y o4+ — <na+1

ieS! l ieS! ies! \/_ \/E

By Lemma 6.2.10,

Yosi—sit> A] < R | VA,

ics!

The lemma follows. [

Now we show that the conflicting bounds of Theorem 6.2.17 and Lemma 6.2.18

imply completeness - that is, the adversary P cannot be consistent.

Theorem 6.2.19 (Completeness). At the end of IFPCy . ¢[P, Fin,n,5,p] for an arbitrary P,

we have err’ > B¢ with probability at least 1 — (5%(%_5)”, assuming <% — ﬁ) n>1.

Proof. Suppose for the sake of contradiction that err’ < Bf. By Lemma 6.2.18,
Yicsi st < A+no+ f with probability at least 1 — e N/ Anl _ p=VaA/4 Get ) =
no > f Now we assume

) st < 3no,
ics!

which holds with probability at least 1 — e n0? /4 _ p=Van/4 Then

verr’ + Y sf < 9Bl +3no. (6.4)
ieS!

2&
By Theorem 6.2.17, with probability at least 1 — 26_%,

yerr + Y sf > %(1 —20)(1 —2na)l — A (6.5)
iest
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2
for all A € [0,17.5¢/+/a]. Set A = (% - /5) ¢/27m and assme Equation (6.5) also
holds.

Combining Equations (6.4) and (6.5) gives

1

%(1 —20)(1 —2na)l — %f < yBL + 3no. (6.6)

We claim this is a contradiction, which then holds with high probability, thus
proving the theorem.

Rearranging Equation (6.6) gives

2
2(1-20)(1-2 <<%_ﬁ> one 6.7
—(1=20)(1 = 2na) < ~——"—+ B+ — (6.7)
Our setting of parameters gives
2
1 1
- -
2na < Q and 3na < (2 >
14 27
Substituting these into Equation (6.7) gives
2
1
2 1/1 (z - ﬁ)
—(1— —=l5— < — . .
TN CRRY L)) O il INPPR

1
Now we use 1 — 27 = % <% — ,B) and ¢y = %% = (27T€/3 ) to derive a contradiction

from Equation (6.8):
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=30-2-9)

This gives a contradiction. The total failure probability is bounded by

16n 4n (i-B)n
e—n02/4€_|_€—\/&m7/4 +2€—A2a/280€< (3%) + (3%) 42 (%) 2(2 ) <4 (%—,B)n,

NI—=

assuming (% — ﬁ) n>1. O]

6.2.6 Non-Interactive Fingerprinting Codes

Our construction and analysis also gives a construction of traditional non-interactive

tingerprinting codes. First we give a formal definition of a fingerprinting code.

Definition 6.2.20 ((Non-Interactive) Fingerprinting Codes). A n-collusion resilient
(non-interactive) fingerprinting code of length ¢ for N users robust to a B fraction
of errors with failure probability € and false accusation probability J is a pair of random
variables C € {+£1}N*¢ and Trace : {£1}* — 2Nl such that the following holds. For all
adversaries P : {+1}"<¢ — {+1} and S C [N] with |S| = n,

C,TEE:E,P [(Hl <j<({:Ai€[N] P(Cs) = C{H < ,BE) A (Trace(P(Cs)) = @)] <e

and

i, plITrace(P(Cs)) N (INNS)| > (N —n)] <,

where Cg € {£1}"*¢ contains the rows of C given by S.

Our construction and analysis is readily adapted to the non-interactive setting.
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We obtain the following theorem.

Theorem 6.2.21 (Existence of Non-Interactive Fingerprinting Codes). For every 1 <
n<N,0<B<1/2,and0 < <1, there is a n-collusion-resilient (non-interactive)
fingerprinting code of length ¢ for N users robust to a B fraction of errors with failure
probability

e < min{d(N — n),2” AON=)y | s((z-8)n)

and false accusation probability J for

n?log (1/6)
(1-¢)
6.3 Hardness of False Discovery

In this section we prove our main result - that answering O(n?) adaptive queries
given n samples is hard. But first we must formally define the model in which we

are working.

6.3.1 The Statistical Query Model

Given a distribution P over {0,1}%, we would like to answer statistical queries about
P. A statistical query on {0,1}“ is specified by a function g : {0,1}¥ — [~1,1] and

(abusing notation) is defined to be

Our goal is to design a mechanism M that answers statistical queries on P using
only iid samples x1, ..., x, <= P. Our focus is the case where the queries are chosen

adaptively and adversarially.
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Specifically, M is a stateful algorithm that holds a collection of samples x1, ..., x,

in {0,1}, takes a statistical query g as input, and returns a real-valued answer
€ [—1,1]. We require that when x3,...,x, are iid samples from P, the answer

a is close to g(P), and moreover that this condition holds for every query in an
adaptively chosen sequence g!,...,q°. Formally, we define the following game

between an M and a stateful adversary A.

A chooses a distribution P over {0,1}4.
Sample x1,...,x, < P, let x = (x1,...,x,).
Forj=1,...,¢
A outputs a query ¢/.
M(x,q') outputs a/.
(As A and M are stateful, ¢ and &/ may depend on the history
ql,al, e, qj_l,af_l.)

Figure 6.3: Acc, 5[ M, A]

Definition 6.3.1 (Accuracy). An mechanism M is («, B, 7y)-accurate for ¢ adaptively

chosen queries given n samples in {0, 1} if for every adversary A,

i For (1= p)t choi =
Accn,d,k[M,A] [ or ( IB) cnoices Of] [ ]

M(x,q) —g(P)| <a| =1—7.

As a shorthand, we will say that M is («, B)-accurate for ¢ queries if for every n,d € IN,
M is (a, B, 0,(1))-accurate for £ queries given n samples in {0,1}4. Here, { may depend

on n and d and 0,(1) is a function of n that tends to 0.

We are interested in mechanisms that are both accurate and computationally
efficient. We say that a mechanism M is computationally efficient if, when given
samples x1,...,x, € {0,1}% and a query g : {0,1} — [~1,1], it runs in time
poly(n,d, |q]). Here g will be represented as a circuit that evaluates g(x) and |q]

denotes the size of this circuit.
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6.3.2 Encryption Schemes

Our attack relies on the existence of a semantically secure private-key encryption
scheme. An encryption scheme is a triple of efficient algorithms (Gen, Enc, Dec) with

the following syntax:

e Gen is a randomized algorithm that takes as input a security parameter A and

outputs a A-bit secret key. Formally, sk <, Gen(1%).

e Enc is a randomized algorithm that takes as input a secret key and a message
m € {—1,0,1} and outputs a ciphertext ct € {0,1}PY(V)_ Formally, ct <
Enc(sk, m).

e Dec is a deterministic algorithm that takes as input a secret key and a ciphertext
ct and outputs a decrypted message m’. If the ciphertext ct was an encryption
of m under the key sk, then m’ = m. Formally, if ct < Enc(sk,m), then

Dec(sk, ct) = m with probability 1.

Roughly, security of the encryption scheme asserts that no polynomial time
adversary who does not know the secret key can distinguish encryptions of m = 0
from encryptions of m = 1, even if the adversary has access to a mechanism
that returns the encryption of an arbitrary message under the unknown key. For
convenience, we will require that this security property holds simultaneously for an
arbitrary polynomial number of secret keys. The existence of an encryption scheme
with this property follows immediately from the existence an ordinary semantically
secure encryption scheme. We start with the stronger definition only to simplify
our proofs. A secure encryption scheme exists under the minimal cryptographic
assumption that one-way functions exist. The formal definition of security is not

needed until Section 6.4.
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6.3.3 The Attack

The adversary is specified in Figure 6.4. Observe that Attack,, ;5 is only well defined
for pairs n,d € N for which 1 + [log,(2000n)| < d, so that there exists a suitable
choice of A € IN. Through this section we will assume that n = n(d) is a polynomial
in d and that d is a sufficiently large unspecified constant, which ensures that

Attack,, 4 is well defined.

The distribution P:
Given parameters d, 1, let N = 2000n, let A = d — [log,(N)].
Let (Gen, Enc, Dec) be an encryption scheme
For i € [N], let sk; <— Gen(1") and let y; = (i,sk;) € {0,1}%.
Let P be the uniform distribution over {y1,...,yn} C {0,1}%.

M samples x1,...,x, < P. Let x = (x1,...,%,).
Let S C [N] be the set of unique indices i such that (i, sk;) appears in x.

Attack:

Initialise a n-collusion resilient interactive fingerprinting code F of length ¢
for N users robust to a § fraction of errors with failure probability ¢ = negl(n)
and false accusation probability é = 1/1000.

Let T' = @.

Forj=1,...,{ ={(N):

Let ¢ € {£1}N be the column given by F.

Fori=1,...,N, let ct? = Enc(sk,-,cf).

Define the query ¢/(i’, sk’) to be Dec(sk’, ct,,) if i’ ¢ T/ and 0 otherwise.
Let a/ = M(x;¢/) and round @/ to {1} to obtain @.

Give @ to F and let I/ C [N] be the set of accused users and T/ = T/~ U I/,

Figure 6.4: Attack,, 4[M]

6.3.4 Informal Analysis of the Attack

Before formally analysing the attack, we comment on the overall structure thereof.

At a high level, the attack Attack,, ;[M] runs the fingerprinting game IFPCy , ,[P, F],
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where the mechanism M plays the role of the fingerprinting adversary P. Each
challenge ¢/ issued by F is passed to the mechanism in encrypted form as ¢/. The

mechanism must output an approximation a/ to the true answer

ie[N\T/
In order to do this, the mechanism could decrypt ¢/ to obtain ¢/ for every j. How-

ever, the mechanism does not have all the necessary secret keys; it only has the

secret keys corresponding to its sample S. Thus, by the security of the encryption

.« . . . ]
scheme, any efficient mechanism effectively can only see S\1i°

That is to say, if
the mechanism is computationally efficient, then it has the same restriction as a
tingerprinting adversary P. Thus, any computationally efficient mechanism must
lose the fingerprinting game, meaning it cannot answer every query (or even just a
B =1/2+ Q(1) fraction of the queries) accurately.

One subtly arises since “accuracy” for the mechanism is defined with respect
to the true answer ¢/(P) = % L[N\ T/ c{, whereas “accuracy” in the fingerprinting
game is defined with respect to the average over all of ¢/, that is %, Yic|N] c{: . We
deal with these subtleties by arguing that T/, which is the number of users accused
by the interactive fingerprinting code prior to the j-th query, is small. Here we
use the fact that the fingerprinting code only allows a relatively small number of
false accusations N /1000. Therefore |T/| < n + N /1000 < N/500. As a result, the
definition of accuracy guaranteed by the mechanism will be close enough to the
definition of accuracy required for the interactive fingerprinting code to succeed in

identifying the sample.
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6.3.5 Analysis of the Attack

In this section we prove our main result:

Theorem 6.3.2 (Theorem 6.1.1). Assuming one-way functions exist, for all B < 1/2,
4

there is a function £(2000n, B) = O(n?/ <% — [3) ) such that there is no computationally

efficient mechanism M that is (0.99, B, 1/2)-accurate for £(2000n, B) adaptively chosen

queries given n samples in {0,1}4.

We will start by establishing that the number of falsely accused users is small.
That is, we have |T?\ S| < N /1000 with high probability. This condition will follow
from the security of the interactive fingerprinting code /. However, security alone is
not enough to guarantee that the number of falsely accused users is small, because
security of F applies to adversaries that only have access to c{: for usersi € S\ T,
whereas the queries to the mechanism depend on CZ for users i ¢ S\ T/. To remedy
this problem we rely on the fact entries cz: for i outside of S\ T/ are encrypted
under keys sk; that are not known to the mechanism. Thus, a computationally
efficient mechanism “does not know” those rows. We can formalise this argument
by comparing Attack to an IdealAttack (Figure 6.5) where these entries are replaced
with zeros, and argue that the adversary cannot distinguish between these two

attacks without breaking the security of the encryption scheme.

Claim 6.3.3. For every mechanism M, every polynomial n = n(d), and every sufficiently
large d € IN,

P T\ S| > N/1000| < negl
IdealAttack,, ;[ M] [’ \ | / ] = neg (1’1)

Proof. This follows straightforwardly from a reduction to the security of the fin-
gerprinting code. Notice that the query ¢/ does not depend on any entry cf: for

i ¢ S\ T/"'. Thus, an adversary for the fingerprinting code who has access to
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The distribution P:
Given parameters d, n, let N = 20001, and A = d — [log,(N)].
Let (Gen, Enc, Dec) be an encryption scheme
For i € [N], let sk; <— Gen(1") and let y; = (i,sk;) € {0,1}“.
Let P be the uniform distribution over {y,...,yn} C {0,1}%.

Choose samples x1,...,x, < P, let x = (x1,...,xp).
Let S C [N] be the set of unique indices i such that (i, sk;) appears in x.

Recovery phase:

Initialise a n-collusion resilient interactive fingerprinting code F of length ¢
for N users robust to a f fraction of errors with failure probability ¢ = negl(n)
and false accusation probability § = 1/1000.

Let T' = @.

Forj=1,...,L =4(N):

Let ¢/ € {£1}N be the column given by F.

Fori e S, let ct? = Enc(sk;, cf), fori e [N]\S, let ct? = Enc(sk;,0).

Define the query ¢/(i’,sk’) to be Dec(sk’,ct,,) if i’ ¢ T/ and 0 otherwise.
Let a/ = M(x;¢/) and round #/ to {1} to obtain @.

Give @ to F and let I/ C [N] be the set of accused users and T/ = T/~1 U II.

Figure 6.5: ldealAttack,, 4 M|

Cé\Tj_l can simulate the view of the mechanism. Since we have for any adversary P
P } [¢£>(N—n)(5} <e,

IFPCy 1 0[P, F

we also have

P T\ S| > N/1000| < negl(n),
IdealAttack,, ;[ M] [I \ | / ] = neg (1’1)

as desired. ]

Now we can argue that an efficient mechanism cannot distinguish between the
real attack and the ideal attack. Thus the conclusion that |T*\ S| < N /1000 with

high probability must also hold in the real game.

Claim 6.3.4. Let Z; be the event {|T*\ S| > N/1000} . Assume (Gen, Enc, Dec) is a
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computationally secure encryption scheme and let n = n(d) be any polynomial. Then, if M
is computationally efficient, for every sufficiently large d € IN

P Zi)— P [Z]| <negl
IdeaIAttack”/d[./\/l][ 1 Attackn,d[./\/l}[ 1]| < negl(n)

The proof is straightforward from the definition of security, and is deferred to

Section 6.4. Combining Claims 6.3.3 and 6.3.4 we easily obtain the following.

Claim 6.3.5. For every computationally efficient mechanism M, every polynomial n =
n(d), and every sufficiently large d € IN,

P T\ S| > N/1000| < negl
Attack,, 4[M] [| \ | >N/ =g (Tl)

Claim 6.3.5 will be useful because it will allow us to establish that an accurate
mechanism must give answers that are consistent with the fingerprinting code. That

1 {

is, using 0! to denote the number of inconsistent answers @, . ..,a’, we will have

0! < £/2 with high probability.

Claim 6.3.6. If M is (0.99, B, 1/2)-accurate for £ = £(2000n) adaptively chosen queries

then, for every polynomial n = n(d) and every sufficiently large d € IN,

Pl
Attack,, ;[ M]

0 < Bt| >1/2—negl(n)
Proof. In the attack, the mechanism’s input consists of n samples from P, and
the total number of queries issued is . Therefore, by the assumption that M is
(0.99, B,1/2)-accurate for ¢ queries, we have
For (1 — B)¢ choices of j € [/],
P >1/2. (6.9)

N— E i(i,sk;)]| <O.
M(x,q) i (47 (i, ski)]| < 0.99
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Observe that, by construction, for every j € [¢],

E [q](z sk; )} E [c{}

(i,sk;)<—rP ie[N]
= Y. Dec(skl,ct]) + % Y 0] - E [cﬂ
ze[N]\Tf 1 ieTi~1 i€[N]

1 j
( ie[N]\T/~1 ) Nie[N]

Z—yZ%

ieTi—1
i

<11

- N

T\ S|+ 3]

- N

(6.10)

where the second equality is because by construction ct{: —r Enc(ski,c{) and the
inequality is because we have cf: e {£1}.

By Claim 6.3.5, and the fact that Ti-1 C T!, we have
P [\Tj‘l \ S| > N/1ooo] < negl(n).
Noting that N/1000 + n < N /500 and combining with (6.10), we have

P [Vje 4],

(i'sk}FﬁP [qj(i’ Ski)} B iel}f:n] [Cﬂ

< 1/500} >1—negl(n) (6.11)
Applying the triangle inequality to (6.9) and (6.11), we obtain
For (1 — B)¢ choices of j € [/],

‘quf — ]}[E}[ci]

>1/2 —negl(n). (6.12)
< 0.99+1/500

Fix a j € [{] such that &/ is 0.99-accurate for query ¢/. If cf.' =1 for every i € [N],
then a/ = M(x, qf ) >1—0.99 —1/500, so the rounded answer a =1. Similarly

247



if c{: = —1 for every i € [N], @ = —1. Therefore there must exist i € [N] so that
a = cf: . Thus there are (1 — )¢ choices of j € [¢] for which this condition holds, so

the number of errors ¢ is at most ¢. This completes the proof of the claim. O

As before, we can argue that the real attack and the ideal attack are computation-
ally indistinguishable, and thus the mechanism must also give consistent answers

in the ideal attack.

Claim 6.3.7. Let Z; be the event {6° < B¢} . Assume (Gen, Enc, Dec) is a computationally
secure encryption scheme and let n = n(d) be any polynomial. Then if M is computationally
efficient, for every d € IN

P Z)— P Z5]| < negl
IdeaIAttackn,d[M] [ 2] Attackn/d[/\/l} [ 2] — neg (n)

The proof is straightforward from the definition of security, and is deferred to

Section 6.4. Combining Claims 6.3.6 and 6.3.7 we easily obtain the following.

Claim 6.3.8. If M computationally efficient and (0.99, B,1/2)-accurate for £ = £(2000n)
adaptively chosen queries then for every polynomial n = n(d) and every sufficiently large
deN,

P 0! < Bt| >1/2 —negl(n).
IdealAttackn,d[M][ <p ] > 1/2 — negl(n)

However, the conclusion of 6.3.8 can easily be seen to lead to a contradiction,
because the security of the fingerprinting code assures that no attacker who only
has access to c]S\T];1 in each round j = 1,..., ¥ can give answers that are consistent

for (1 — B)¢ of the columns ¢/. Thus, we have

Claim 6.3.9. For every mechanism M, every polynomial n = n(d), and every sufficiently
large d € N,

P 6" < Bl| < negl
IdealAttack,, ;[ M] [ =h } =g (Tl)
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Putting the above claims together, we obtain the main theorem:

Proof of Theorem 6.3.2. Assume for the sake of contradiction that there were such a
mechanism. Theorem 6.2.2 implies that an interactive fingerprinting code of length

4
O(n?/ <% - ,5) ) exists, so the attack can be carried out. By Claim 6.3.8 we would

have
P ot < grl >1/2 — 1(n).
IdealAttack,, 4[M] [ <P ] > 1/2 —negl(n)
But, by Claim 6.3.9 we have
P 0! < Bl| < negl(n),
Ideal Attack,, 4[M] [ <P ] < negl(n)
which is a contradiction. -

Note that the constants in the (0.99, 8, 1/2)-accuracy assumption are arbitrary

and have only been fixed for simplicity.

6.3.6 An Information-Theoretic Lower Bound

Asin [ 1, we observe that the techniques underlying our computational hard-
ness result can also be used to prove an information-theoretic lower bound when
the dimension of the data is large. At a high level, the argument uses the fact that
the encryption scheme we rely on only needs to satisfy relatively weak security
properties, specifically security for at most O(n?) messages. This security property
can actually be achieved against computationally unbounded adversaries provided
that the length of the secret keys is O(n?). As a result, our lower bound can be
made to hold against computationally unbounded mechanisms, but since the secret
keys have length O(n?), we will require d = O(n?). We refer the reader to [ ]

for a slightly more detailed discussion, and simply state the following result.
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Theorem 6.3.10 (Theorem 6.1.2). For all B < 1/2, there is a function £(2000n, f) =
O(n?/ <% - ﬁ)4) such that there is no mechanism M (even one that is computationally
unbounded) that is (0.99, B,1/2)-accurate for £(2000n, B) adaptively chosen queries given
n samples in {0,1} when d > £(2000n, B).

6.4 Security Reductions from Sections 6.3

In Section 6.3 we made several claims comparing the probability of events in Attack
to the probability of events in IdealAttack. Each of these claims follow from the
assumed security of the encryption scheme. In this section we restate and prove
these claims. Since the claims are all of a similar nature, the proof will be somewhat
modular.

Before we begin recall the formal definition of security of an encryption scheme.
Security is defined via a pair of mechanisms & and &;. £1(sky, ..., sky, -) takes as
input the index of a key i € [N] and a message m and returns Enc(sk;, m), whereas
Eo(sky, ..., sky,-) takes the same input but returns Enc(sk;, 0). The security of the
encryption scheme asserts that for randomly chosen secret keys, no computationally

efficient adversary can tell whether or not it is interacting with & or &;.

Definition 6.4.1. An encryption scheme (Gen, Enc, Dec) is secure if for every polynomial

N = N(A), and every poly(A)-time adversary B, if sky, . .., sky < Gen(1")
‘][_) |:B(90(Sk1,...,SkN,-) — 1:| —P |:B(€1(Sk1,...,SkN’.) _ 1:| ’ _ negl()\)

We now restate the relevant claims from Section 6.3.

Claim 6.4.2 (Claim 6.3.4 Restated). Let Z1 be the event {1[)4 > N/ 8} .

Assume (Gen, Enc, Dec) is a computationally secure encryption scheme and let n = n(d)
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be any polynomial. Then if M is computationally efficient, for every d € IN

P [Z1]— P [Z4]

< negl(n)
IdealAttack,, ;[M] Attack,, 4[M]

Claim 6.4.3 (Claim 6.3.7 Restated). Let Z, be the event {0° < p(} .
Assume (Gen, Enc, Dec) is a computationally secure encryption scheme and let n = n(d)
be any polynomial. Then if M is computationally efficient, for every d € IN

P [Z2]— P [Z)]

< negl(n)
IdealAttack,, 4[M] Attack,, 5[M]

To prove both of these claims, for ¢ € {1,2} we construct an adversary B, that
will attempt to use M to break the security of the encryption. We construct B, in
such a way that its advantage in breaking the security of encryption is precisely the
difference in the probability of the event Z. between Attack and IdealAttack, which
implies that the difference in probabilities is negligible. The simulator is given in

Figure 6.6

Proof of Claims 6.4.2, 6.4.3. First, observe that for ¢ € {1,2}, B, is computationally
efficient as long as F and M are both computationally efficient. It is not hard to
see that our construction F is efficient and efficiency of M is an assumption of the
claim. Also notice B can determine whether Z; has occurred efficiently.

Now we observe that when the mechanism is £; (the mechanism that takes as
input i and m and returns Enc(&i, m)), and Jl, .. .,&N are chosen randomly from
Gen(1%), then the view of the mechanism is identical to Attack, s[M]. Specifically,
the mechanism holds a random sample of pairs (i, sk;) and is shown queries that
are encryptions either under keys it knows or random unknown keys. Moreover,
the messages being encrypted are chosen from the same distribution. On the other

hand, when the mechanism is &, (the mechanism that takes as input i and ct and
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Simulate constructing and sampling from P:

Given parameters d, 1, let N = 2000n, let A = d — [log,(2000n)].

Sample users uy,...,u, < [N], let S be the set of distinct users in the
sample.

Choose new keys sk; < Gen(1*) fori € S.

Fori € S, let x; = (u;,sky,), let x = (x1,...,x,).

Simulate the attack:
Let T' = @.
Forj=1,...,L =4(N):
Let ¢/ be the column given by F.
Fori=1,...,N: . .
Ifies§, let ct? = Enc(ski,cf), otherwise as £ for an encryption of cf
under , ,
key &l‘, that is Ct; = gb(ﬁlz e ,ﬁ]\], i Ci)
Define the query ¢/(i’,sk’) to be Dec(sk’,ct,,) if i’ ¢ T/ and 0 otherwise.
Let / = M(x;¢/) and round &/ to {1} to obtain @'
Give @ to F and let I C [N] be the set of accused usersand T/ = T/~1 U I.

Output 1 if and only if the event Z. occurs

Ep(sky,....5kn,")
cn,d

Figure 6.6: B

returns Enc(sk;,0)), then the view of the mechanism is identical to Attack, 4[M].

Thus we have that for c € {1,2},

P [Zc] - IP [ZC]
IdealAttack,, 4[M] Attack,, 4[M]
. & (&1,...,&]\],-) . 51(&1,...,&]\],-) o
_ P B2 =1] - P B 1|
SRy, 5 rGen(11) L oA Sko,... sy ¢rGen(14) L A

= negl(A) = negl(d)

The last equality holds because we have chosen N = 2000n(d) = poly(d), and
therefore we have A = d — [log N| = d — O(logd). This completes the proof of both

claims. []
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Chapter 7

The Power of Adaptivity in

Differential Privacy

7.1 Introduction

A central question in the differential privacy is literature is: how much error do
we need to answer a large set of queries q1,...,q;? Before we can answer this
question, we have to define a model of how the queries are asked and answered.
The literature on differential privacy has considered three different interactive

models! for specifying the queries:

o The Offline Model: The sequence of queries g1, . . ., gk are given to the algorithm

together in a batch and the mechanism answers them together.

o The Online Model: The sequence of queries ¢y, . .., gi is chosen in advance and

then the mechanism must answer each query g; before seeing g;1.

1Usually, the “interactive model” refers only to what we call the “adaptive model.” We prefer to
call all of these models interactive, since they each require an interaction with a data analyst who
issues the queries. We use the term “interactive” to distinguish these models from one where the
algorithm only answers a fixed set of queries.
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e The Adaptive Model: The queries are not fixed in advance, each query g;,1 may

depend on the answers to queries 4y, . .., g;.

In all three cases, we assume that g1, - - - , gx are chosen from some family of allowable
queries Q, but may be chosen adversarially from this family.

Differential privacy seems well-suited to the adaptive model. Arguably its
signature property is that any adaptively-chosen sequence of differentially private
algorithms remains collectively differentially private, with a graceful degradation
of the privacy parameters [ , ]. As a consequence, there is a simple
differentially private algorithm that takes a dataset of n individuals and answers
Q(n) statistical queries in the adaptive model with error o(1/+/n), simply by
perturbing each answer independently with carefully calibrated noise. In contrast,
the seminal lower bound of Dinur and Nissim and its later refinements [ ,

] shows that there exists a fixed set of O(n) queries that cannot be answered
by any differentially private algorithm with such little error, even in the easiest
offline model. For an even more surprising example, the private multiplicative
weights algorithm of Hardt and Rothblum [ ] can in many cases answer an
exponential number of arbitrary, adaptively-chosen statistical queries with a strong
accuracy guarantee, whereas [ ] show that the accuracy guarantee of private
multiplicative weights is nearly optimal even for a simple, fixed family of queries.

These examples might give the impression that answering adaptively-chosen
queries comes “for free” in differential privacy—that everything that can be achieved
in the offline model can be matched in the adaptive model. Beyond just the lack
of any separation between the models, many of the most powerful differentially
private algorithms in all of these models use techniques from no-regret learning,

which are explicitly designed for adaptive models.
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Another motivation for studying the relationship between these models is the
recent line of work connecting differential privacy to statistical validity for adap-
tive data analysis [ , , 8§3,86], which shows that differentially private
algorithms for adaptively-chosen queries in fact yield state-of-the-art algorithms for
statistical problems unrelated to privacy. This connection further motivates studying
the adaptive model and its relationship to the other models in differential privacy.

In this chapter, we show that these three models are actually distinct. In fact, we
show exponential separations between each of the three models. These are the first

separations between these models in differential privacy.

7.1.1 Our Results

Given a dataset x whose elements come from a data universe X, a statistical query on
X is defined by a predicate ¢ on &’ and asks “what fraction of elements in the dataset
satisfy ¢?” The answer to a statistical query lies in [0, 1] and our goal is to answer
these queries up to some small additive error +«, for a suitable choice of 0 < & < 1.
If the mechanism is required to answer arbitrary statistical queries, then the offline,
online, and adaptive models are essentially equivalent — the upper bounds in the
adaptive model match the lower bounds in the offline model [ , , ,
§4]. However, we show that when the predicate ¢ is required to take a specific form,
then it becomes strictly easier to answer a set of these queries in the offline model

than it is to answer a sequence of queries presented online.

Theorem 7.1.1 (Informal). For every n € IN, there exists a data universe X and a family

of statistical queries Q on X such that,

1. there is a differentially private algorithm that takes a dataset x € X" and answers any

set of k = 22V offline queries from Q up to error =1/100 from Q, but
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2. no differentially private algorithm can take a dataset x € X" and answer an arbitrary
sequence of k = O(n?) online (but not adaptively-chosen) queries from Q up to error

+1/100.

The constant 1/100 is arbitrary — the negative results hold for larger values and
the positive results hold for smaller values. The accuracy parameter does not play
an important role in any of our results and should mostly be ignored.

This result establishes that the online model is strictly harder than the offline
model. We also demonstrate that the adaptive model is strictly harder than the
online model. Here, the family of queries we use in our separation is not a family
of statistical queries, but is rather a family of search queries with a specific definition

of accuracy that we will define later.

Theorem 7.1.2 (Informal). For every n € IN, there is a family of “search” queries Q on

datasets in X" such that

1. there is a differentially private algorithm that takes a dataset x € {£1}" and accurately
answers any online (but not adaptively-chosen) sequence of k = 2" queries from Q,

but

2. no differentially private algorithm can take a dataset x € {£1}" and accurately

answer an adaptively-chosen sequence of k = O(1) queries from Q.

We leave it as an interesting open question to separate the online and adaptive
models for statistical queries, or to show that the models are equivalent for statistical
queries.

Although Theorems 7.1.1 and 7.1.2 separate the three models, these results
use somewhat contrived families of queries. Thus, we also investigate whether

the models are distinct for natural families of queries that are of use in practical
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applications. One very well studied class of queries is threshold queries. These are a
family of statistical queries Quresh defined on the universe [0, 1] and each query is
specified by a point T € [0, 1] and asks “what fraction of the elements of the dataset
are at most 7?” If we restrict our attention to so-called pure differential privacy
(i-e. (¢ 0)-differential privacy with § = 0), then we obtain an exponential separation

between the offline and online models for answering threshold queries.
Theorem 7.1.3 (Informal). For every n € IN,

1. there is a pure differentially private algorithm that takes a dataset x € [0,1]" and

answers any set of k = 20(n) offline queries from Qypyesn, Up to error £1/100, but

2. no pure differentially private algorithm takes a dataset x € [0,1]" and answers an
arbitrary sequence of k = O(n) online (but not adaptively-chosen) queries from Qjpresn

up to error £1/100.

We also ask whether or not such a separation exists for arbitrary differentially
private algorithms (i.e. (¢, §)-differential privacy with § > 0). Theorem 7.1.3 shows
that, for pure differential privacy, online threshold queries have near-maximal
sample complexity. That is, up to constants, the lower bound for online threshold
queries matches what is achieved by the Laplace mechanism (cf. Theorem 4.3.1),
which is applicable to arbitrary statistical queries. This may lead one to conjecture
that adaptive threshold queries also require near-maximal sample complexity subject

to approximate differential privacy. However, we show that this is not the case:

Theorem 7.1.4. For every n € IN, there is a differentially private algorithm that takes a
dataset x € [0,1])" and answers any set of k = 20(n) adaptively-chosen queries from Qpresh

up to error £1/100.

In contrast, for any offline set of k thresholds 7, ..., 7, we can round each

element of the dataset up to an element in the finite universe X = {7y,..., %, 1}
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without changing the answers to any of the queries. Then we can use known
algorithms for answering all threshold queries over any finite, totally ordered
domain [ , ] to answer the queries using a very small dataset of size
n = 2000g"(K)) | That is, we can answer a number of queries that is an exponential
tower of height ()(log n), which is much more than exponential in n. We leave it as
an interesting open question to settle the complexity of answering adaptively-chosen

threshold queries in the adaptive model.

7.1.2 Techniques
Separating Offline and Online Queries

To prove Theorem 7.1.1, we construct a sequence of queries gy, - - - , gx such that, for
all j € [K],

e g; “reveals” the answers to q1,-- - ,q;-1, but

® g1, ,4j—1 do not reveal the answer to g;.

Thus, given the sequence g1, - - - , gi in the offline setting, the answers to gy, - - - , k1
are revealed by gx. So only g; needs to be answered and the remaining query
answers can be inferred. However, in the online setting, each query g4; 1 must
be answered before g; is presented and this approach does not work. This is the
intuition for our separation.

To prove the online lower bound, we build on the a lower bound for one-way
marginal queries from Chapter 4 — unless k < 72, there is no differentially private
algorithm that answers k one-way marginal queries with constant accuracy. We are
able to “embed” k marginal queries into the sequence of online queries g1, - - - , gx.
Thus a modification of the lower bound for one-way marginal queries applies in the

online setting.
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To prove the offline upper bound, we use the fact that every query reveals
information about other queries. However, we must handle arbitrary sequences
of queries, not just the specially-constructed sequences used for the lower bound.
The key property of our family of queries is the following. Each element x of the
data universe X requires k bits to specify. On the other hand, for any set of queries
q1,- -+ ,qx, we can specify g1(x),---,gx(x) using only O(log(nk)) bits. Thus the
effective size of the data universe given the queries is poly(rk), rather than 2¥. Then
we can apply a differentially private algorithm that gives good accuracy as long as
the data universe has subexponential size [ ]. Reducing the size of the data
universe is only possible once the queries have been specified; hence this approach

only works in the offline setting.

Separating Online and Adaptive Queries

To prove Theorem 7.1.2, we start with the classical randomized response algo-
rithm [ ]. Specifically, given a dataset x € {£1}", randomized response
produces a new dataset y € {£1}" where each coordinate y; is independently set
to +x; with probability (1 + «)/2 and is set to —x; with probability (1 —«)/2. It is
easy to prove that this algorithm is (O(«), 0)-differentially private. What accuracy
guarantee does this algorithm satisfy? By design, it outputs a vector y that has
correlation approximately a with the dataset x — that is, (y, x) ~ an. On the other
hand, it is also easy to prove that there is no differentially private algorithm (for
any reasonable privacy parameters) that can output a vector that has correlation at
least 1/2 with the sensitive dataset.

Our separation between the online and adaptive models is based on the observa-
tion that, if we can obtain O(1/a?) “independent” vectors y1, . ..,y that are each

roughly a-correlated with x, then we can obtain a vector z that is (1/2)-correlated
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with x, simply by letting z be the coordinate-wise majority of the y;s. Thus, no
differentially private algorithm can output such a set of vectors. More precisely, we
require that (y;,y;) ~ a®n for i # j, which is achieved if each y; is an independent
sample from randomized response.

Based on this observation, we devise a class of queries such that, if we are
allowed to choose k of these queries adaptively, then we obtain a set of vectors
Y1, ..., Yk satisfying the conditions above. This rules out differential privacy for
k = O(1/a?) adaptive queries. The key is that we can use adaptivity to ensure
that each query asks for an “independent” y; by adding the previous answers
Y1, -+ ,Yj-1 as constraints in the search query.

On the other hand, randomized response can answer each such query with high
probability. If a number of these queries is fixed in advance, then, by a union bound,
the vector y output by randomized response is simultaneously an accurate answer
to any collection of 22(") queries with high probability. Since randomized response
is oblivious to the queries, we can also answer the queries in the online model, as
long as they are not chosen adaptively.

At a high level, the queries that achieve this property are of the form “output a
vector y € {£1}" that is approximately a-correlated with x and is approximately
as uncorrelated as possible with the vectors vy,...,v,.” A standard concentration
argument shows that randomized response gives an accurate answer to all the
queries simultaneously with high probability. On the other hand, if we are allowed
to choose the queries adaptively, then for each query g;, we can ask for a vector y;

that is correlated with x but is as uncorrelated as possible with the previous answers

Vi, Yi-1-
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Threshold Queries

For pure differential privacy, our separation between offline and online threshold
queries uses a simple argument based on binary search. Our starting point is a
lower bound showing that any purely differentially private algorithm that takes a
dataset of n points x1,...,x, € {1,..., T} and outputs an approximate median of these
points requires n = ()(log T'). This lower bound follows from a standard application
of the “packing” technique of Hardt and Talwar [ ]. On the other hand, by
using binary search, any algorithm that can answer k = O(log T) adaptively-chosen
threshold queries can be used to find an approximate median. Thus, any purely
differentially private algorithm for answering such queries requires a dataset of size
n = Q(k). Using the structure of the lower bound argument, we show that the same
lower bound holds for online non-adaptive queries as well. In contrast, using the
algorithms of [ , , ], we can answer k offline threshold queries
on a dataset with only n = O(log k) elements, giving an exponential separation.
The basis of our improved algorithm for adaptive threshold queries under
approximate differential privacy is a generalisation of the sparse vector technique
[ , , ] (see [ , §3.6] for a textbook treatment). Our algorithm
makes crucial use of a stability arqument similar to the propose-test-release techniques
of Dwork and Lei [ ]. To our knowledge, this is the first use of a stability
argument for any online or adaptive problem in differential privacy and may be
of independent interest. In particular, our algorithm is given an input x € X",
a threshold t € (0,1), and an adaptive sequence of statistical (or low-sensitivity)
queries q1,- -+, gk : X" — [0,1] and, for each query g;, it reports (i) g;(x) > ¢, (ii)
qj(x) <t or(ii)t—a < q]'(x) < t 4 a. The sample complexity of this algorithm
is n = O(y/clog(k/ed)/en), where k is the total number of queries, ¢ is an upper

bound on the number of times (iii) may be reported, and (¢, §)-differential privacy
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is provided. We call this the Between Thresholds algorithm.

Once we have this algorithm, we can use it to answer adaptively-chosen thresh-
olds using an approach inspired by Bun et al. [ ]. The high-level ideal is
to sort the dataset x(;) < x5y < -+ < x(,,) and then partition it into chunks of
consecutive sorted elements. For any chunk, and a threshold 7, we can use the
between thresholds algorithm to determine (approximately) whether 7 lies below
all elements in the chunk, above all elements in the chunk, or inside the chunk.
Obtaining this information for every chunk is enough to accurately estimate the
answer to the threshold query 7 up to an error proportional to the size of the chunks.
The sample complexity is dominated by the O(logk) sample complexity of our
Between Thresholds algorithm multiplied by the number of chunks needed, namely
O(1/«).

7.2 Preliminaries

7.2.1 Models of Interactive Queries

The goal of this work is to understand the implications of different ways to allow an
adversary to query a sensitive dataset. In each of these models there is an algorithm
W that holds a dataset x € X", and a fixed family of (statistical or search) queries
Q on X", and a bound k on the number of queries that W has to answer. There is
also an adversary A that chooses the queries. The models differ in how the queries

chosen by A are given to W.
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Offline

In the offline model, the queries g1, ..., gx € Q are specified by the adversary A in
advance and the algorithm W is given all the queries at once and must provide
answers. Formally, we define the following function Offline 4~y : X" — QF x Yk

depending A and W.

Input: x € X".

A chooses q1,- -+, qx € Q.

W is given x and g1, - - - , qx and outputs ay, - - - ,a; € V.
Output: (ql,- ka1, ,ak) € Qk X yk.

Figure 7.1: Offline 4>y : X" — QF x Yk

Online Non-Adaptive

In the online non-adaptive model, the queries q1,...,qx € Q are again fixed in
advance by the adversary, but are then given to the algorithm one at a time, and
the algorithm must give an answer to query g; before it is shown g;,1. We define
a function Online 4 >y : A" — QF x V¥ depending on the adversary A and the

algorithm )V as follows.

Input: x € X".
A chooses q1,- -+, qx € Q.
W is given x.
Forj=1,...,k
W is given q; and outputs aj € .2
Output: (q1,- -+, gk, a1, ,ax) € QF x Yk,

Figure 7.2: Online 4~y : X" — QF x Yk
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Online Adaptive

In the online adaptive model, the queries q1,...,qx € Q are not fixed, and the
adversary may choose each g; based on the answers that the algorithm gave to the
previous queries. We define a function Adaptive 4+ : A" — QF x V¥ depending

on the adversary A and the algorithm W as follows.

Input: x € X".
W is given x.
Forj=1,...,k
A chooses a query g; € Q.
W is given g; and outputs g; € V.
Output: (ql, Gk, 1, ,ak) S Qk X yk.

Figure 7.3: Adaptive 4>y : A" — QF x Yk

Definition 7.2.1 (Differential Privacy for Interactive Mechanisms). In each of the
three cases — Offline, Online Non-Adaptive, or Online Adaptive — we say that YV is
(¢, 6)-differentially private if, for all adversaries A, respectively Offline 4y, Online 4=y,

or Adaptive 4y is (¢, 6)-differentially private.

Definition 7.2.2 (Accuracy for Interactive Mechanisms). In each case — Offline, Online
Non-Adaptive, or Online Adaptive queries — we say that W is («, B)-accurate if, for all
adversaries A and all inputs x € X7,
r maxL,.(x,a;) <a| >1—058, 7.1

qi, A1, Ak |:]€[k] q]( ]) - :| - ﬁ ( )
where (q1,- -+, qx, a1, - -, ax) is respectively drawn from one of Offline 4y (x),
Online 4y (x), or Adaptive 4y (x). We also say that W is a-accurate if the above holds
with (7.1) replaced by

E {max Lg(x, a]-)} < a.

q1,"'/Qkﬂl,”'/ak ]G[k]
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7.2.2 Search Queries

In this work we consider two general classes of queries on the dataset: statistical
queries (which have been described earlier) and search queries.

Formally, a search query q on X" is defined by a loss function Ly : X" x Y — [0, 0),
where ) is an arbitrary set representing the range of possible outputs. For a dataset
x € X" and an output y € ), we will say that y is a-accurate for q on x if Ly(x,y) < a.
In some cases the value of L, will always be either 0 or 1. Thus we simply say that
y is accurate for q on x if Ly(x,y) = 0. For example, if X" = {£1}", we can define
a search query by V = {£1}", and L;(x,y) = 0if (x,y) > an and Ls(x,y) = 1
otherwise. In this case, the search query would ask for any vector y that has
correlation & with the dataset.

Statistical queries are a special case of search queries: given a statistical query
q on X", we can define a search query L; with Y = [0,1] and Ly(x,a) = |g(x) —a|.

Then both definitions of a-accurate align.

7.3 A Separation Between Offline and Online Queries

In this section we prove that online accuracy is strictly harder to achieve than offline
accuracy, even for statistical queries. We prove our results by constructing a set of
statistical queries that we call prefix queries for which it is possible to take a dataset
of size n and accurately answer superpolynomially many offline prefix queries in a
differentially private manner, but it is impossible to answer more than O(n?) online
prefix queries while satisfying differential privacy.

We now define the family of prefix queries. These queries are defined on the
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universe X = {£1}* = U;’;O{:lzl}f consisting of all finite length binary strings.® For

x,y € {£1}*, we use y < x to denote that y is a prefix of x. Formally
y=x = ly| <|x| and Vi=1,...,|y| x; = y;.

Definition 7.3.1. For any finite set S C {£1}* of finite-length binary strings, we define
the prefix query gs : {£1}* — {1} by

gs(x) =1 <= dJyesS y=nx
We also define

Qpreﬁx = {qS | 5C {il}*}

Qﬁr@ﬁx = {qS | 5C {:l:l}*,|5| < B}

to be the set of all prefix queries and the set of prefix queries with sizes bounded by B,

respectively.

7.3.1 Answering Offline Prefix Queries

We now prove that there is a differentially private algorithm that answers super-

polynomially many prefix queries, provided that the queries are specified offline.

Theorem 7.3.2 (Answering Offline Prefix Queries). For every a, e € (0,1/10), every

B € N, and every n € IN, there exists a

k = min {20(\/@)’20(04381’1/1055(3))}

and an (g,0)-differentially private algorithm Wyyefix @ X" X (Qgreﬁx>k — R* that is

3All of the arguments in this section hold if we restrict to strings of length at most k + log .
However, we allow strings of arbitrary length to reduce notational clutter.
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(a,1/100)-accurate for k offline queries from Qgr ofix-

We remark that it is possible to answer even more offline prefix queries by
relaxing to (g, §)-differential privacy for some negligibly small § > 0. However, we
chose to state the results for (¢, 0)-differential privacy to emphasize the contrast with
the lower bound, which applies even when J > 0, and to simplify the statement.

Our algorithm for answering offline queries relies on the existence of a good
differentially private algorithm for answering arbitrary offline statistical queries. For
concreteness, the so-called “BLR mechanism” of Blum, Ligett, and Roth [ ]
suffices, although different parameter tradeoffs can be obtained using different
mechanisms. Differentially private algorithms with this type of guarantee exist
only when the data universe is bounded, which is not the case for prefix queries.
However, as we show, when the queries are specified offline, we can replace the
infinite universe X = {£1}* with a finite, restricted universe X’ and run the BLR
mechanism. Looking ahead, the key to our separation will be the fact that this
universe restriction is only possible in the offline setting. Before we proceed with

the proof of Theorem 7.3.2, we will state the guarantees of the BLR mechanism.

Theorem 7.3.3 ([ 1). For every 0 < a, e < 1/10 and every finite data universe X, if

Qsq is the set of all statistical queries on X, then for every n € IN, there is a
k= 2Q(a3sn/log |X|)
and an (e, 0)-differentially private algorithm Wg g : X" X Q’gQ — R that is (x,1/100)-
accurate for k offline queries from Qsq.
We are now ready to prove Theorem 7.3.2.

Proof of Theorem 7.3.2. Suppose we are given a set of queries gs,...,qs, € Qgreﬁx

and a dataset x € X" where X' = {£+1}*. Let S = U;'(:1 S;. We define the universe
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Xs = SU{QD} where @ denotes the empty string of length 0. Note that this universe
depends on the choice of queries, and that |Xs| < kB + 1. Since Xs C &, it will be
well defined to restrict the domain of each query gs, to elements of A.
Next, given a dataset x = (x1,...,x,) € X", and a collection of sets Sy, ..., Sk C
X, we give a procedure for mapping each element of x to an element of X’s to obtain
S

a new dataset x° = (x3,...,x5) € X! that is equivalent to x with respect to the

queries gs,, . .., qs,. Specifically, define rg : X — X5 by

rs(x) = argmax, ¢y, , <[yl

That is, rg(x) is the longest string in X’ that is a prefix of x. We summarize the key

property of rg in the following claim

Claim 7.3.4. Forevery x € X, and j =1,...,k, q5,(rs(x)) = qs,(x).

Proof of Claim 7.3.4. First, we state a simple but important fact about prefixes: If y, i’

are both prefixes of a string x with |y| < |y/|, then y is a prefix of y’. Formally,
vy y {01} =x Ay 2x A IS) — vy (72

Now, fix any x € & and any query gs; and suppose that gs,(x) = 1. Then there
exists a string y € S; such that y < x. By construction, we have that rs(x) < x and
that |rs(x)| > |y|. Thus, by (7.2), we have that y < r5(x). Thus, there exists y € S;
such that y < r5(x), which means gs,(rs(x)) = 1, as required.

Next, suppose that gs,(rs(x)) = 1. Then, there exists y € S; such that y < rs(x).
By construction, rs(x) =< x, so by transitivity we have that y < x. Therefore,

gs;(x) = 1, as required. -

Given this lemma, we can replace every row x; of x with x? = rg(x;) to obtain a
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new dataset x5 such that for every j=1,...,k,
sy _ 1y sy 1y
9s;(x7) = — 3 qs,(x7) = — ) qs,(xi) = 45,(x)-
i=1 i=1
Thus, we can answer gs,,- -+ ,qs, on x5 € X!, rather than on x € X". Note that

each row of x° depends only on the corresponding row of x. Hence, for every set of

S S

queries gs,, ..., qs,, if x ~ x’ are adjacent datasets, then x> ~ x’> are also adjacent
datasets. Consequently, applying a (e, §)-differentially private algorithm to x° yields
a (¢, 0)-differentially private algorithm as a function of x.

In particular, we can give x-accurate answers to these queries using the algorithm

WkLR as long as
k< 20(a3£n/10g|)(5|) _ ZQ(assn/log(kB—H)).

Rearranging terms gives the bound in Theorem 7.3.2. We specify the complete

algorithm Wefix in Figure 7.4.

Wprefix(x/' %1,- . -,QSk)i
Write x = (x1,...,x,) € X", S = U}‘:l S;, Xs = SU{D}.
Fori=1,...,n letx? = rg(x;) and let x° = (x7,...,x5) € XL

Let (all e /ak) = WBLR(XS; qSy . ‘/qsk)‘
Output (ay, ..., a).

Figure 7.4: Wyefix

7.3.2 A Lower Bound for Online Prefix Queries

Next, we prove a lower bound for online queries. Our lower bound shows that the
simple approach of perturbing the answer to each query with independent noise

is essentially optimal for prefix queries. Since this approach is only able to answer
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k = O(n?) queries, we obtain an exponential separation between online and offline

statistical queries for a broad range of parameters.

Theorem 7.3.5 (Lower Bound for Online Prefix Queries). There exists a function
k = O(n?) such that for every sufficiently large n € IN, there is no (1,1/30n)-differentially
private algorithm VW that takes a dataset x € X™ and is (1/100,1/100)-accurate for k

n

online queries from Qpreﬁx.
In this parameter regime, our algorithm from Section 7.3.1 answers k = eQUVn)
offline prefix queries, so we obtain an exponential separation.
Our lower bound is essentially the same as the lower bound for one-way
marginals in Chapter 4. However, we cannot apply those bounds in a black-

box manner, as we must show that the lower bound works adaptively. Recall the

following key lemma from Section 4.3.3.

Lemma 7.3.6 (Fingerprinting Lemma). Let f : {£1}" — [—1,1] be any function.
Suppose p is sampled from the uniform distribution over [—1,1] and ¢ € {£1}" is a vector
of n independent bits, where each bit has expectation p. Letting ¢ denote the coordinate-wise

mean of ¢, we have
_ 1
E|f(0) ¥ (e—p)+2lf© ¢ = 5
p: i€n]
Proof of Theorem 7.3.5. First we define the distribution on the input dataset x =

(xl/ oo /xn) and the queries q51, “e . ,qsk‘

Input dataset x:

e Sample p!,-- -, p* € [~1,1] independently and uniformly at random.

k

e Sample c!, - ,cf € {£1}" independently, where each ¢/ is a vector of n

independent bits, each with expectation p/.
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e For i € [n], define
X; = (binary(i),c},--- ,cf-‘) € {il}ﬂ"gZ”Hk,

where binary(i) € {£1}/1°8:"] is the binary representation of i where 1 is
mapped to +1 and 0 is mapped to —1.% Let

n

x=(x1,...,x4) € ({j:l}ﬂogz”Hk)

Queries g5, - ,qs,:

e Fori € [n] and j € [k], define

Zjj = (binary (i), c}, - - - ,c].'*l,1) € {+1}logan]+],

1

o For j € [k], define g5, € Q7 s by Sj = {z;; | i € [n]}.

prefix

These queries are designed so that the correct answer to each query j € [k] is

given by gs.(x) = ol

Claim 7.3.7. For every j € [k, if the dataset x and the queries qs,, . .., qs, are constructed

as above, then with probability 1,

Proof of Claim 7.3.7. We have
qs;(xi) =1 <= Fw e §; (w2 x;) < I € [n] (z¢; 2 x7).

By construction, we have Zgj 2 X, if and only if £ =i and xf = cg = 1, as required.

4This choice is arbitrary, and is immaterial to our lower bound. The only property we need is
that binary (i) uniquely identifies i and, for notational consistency, we require binary(i) to be a string
over the alphabet {£1}.
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Here, we have used the fact that the strings binary(i) are unique to ensure that

z¢; = x; if and only if £ =i. O

We now show no differentially private algorithm WV is capable of giving accurate
answers to these queries. Let VW be an algorithm that answers k online queries
from Qgreﬁx' Suppose we generate an input dataset x and queries gs,,...,qs, as
above, and run W(x) on this sequence of queries. Let a',...,a" € [~1,1] denote the
answers given by W.

First, we claim that, if WW(x) is accurate for the given queries, then each answer

a/ is close to the corresponding value ¢/ = iy,

Claim 7.3.8. If W is (1/100,1/100)-accurate for k online queries from Q;’r ofix’ then with

probability 1 over the choice of x and qs,, .. .,qs, above,

ol ok
ElY |o-7|| <o
W 10

Proof of Claim 7.3.8. By Claim 7.3.7, for every j € [k], qs,(x) = c/. Since, by assump-

n

prefixs We have that

tion, W is (1/100,1/100)-accurate for k online queries from Q
with probability at least 99,/100,

. - 1 | o
vj € [K] ‘a]—qu(x)‘Sm — V] e[k ‘a]—c] < 155

By linearity of expectation, this case contributes at most k/100 to the expectation.
On the other hand, |4/ — qs;(x)| < 2, so by linearity of expectation the case where

W is inaccurate contributes at most 2k /100 to the expectation. This suffices to prove

the claim. [

The next claim shows how the fingerprinting lemma (Lemma 7.3.6) can be

applied to W.
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Claim 7.3.9.

. S S k
E a/ (cf—p)+2|a -7 > .
P,x,‘%W ]Gz[k] ZG%} ! ‘ ’ 3

Proof. By linearity of expectation, it suffices to show that, for every j € [k],

E ajZ(cg—pj)qLZ‘aj—Ej) 2%

A | e

1 i—1

Since each column ¢/ is generated independently from the columns c!,...,cd 1,
¢/ and p/ are independent from gs,---,qs.. Thus, at the time W produces the
output @/, it does not have any information about ¢/ or p/ apart from its private
input. (Although W later learns ¢/ when it is asked qs;,,-) For any fixed values
of ¢!,...,cd~1 and the internal randomness of W, the answer @/ is a deterministic
function of ¢/. Thus we can apply Lemma 7.3.6 to this function to establish the

claim. ]

Combining Claims 7.3.8 and 7.3.9 gives

. L 2k
E Y d Y (d-p)| ==
pxaW | Sl i) 15
In particular, there exists some i* € [n] such that
o 2%
E I, —p| > =. 7.3
pagW ].EZ[,‘;] (e =P 2 5, @3)

To complete the proof, we show that (7.3) violates the differential privacy guarantee
unless n > Q(Vk).

To this end, fix any pl,...,pk € [—1,1], whence c}*, e ,ci-‘* € {£1} are inde-
pendent bits with E [c/] = p/. Let é,---,& € {1} be independent bits with

E [Ej } = pj . The random variables cz.l*,- . ,ci-‘* have the same marginal distribu-

1 ~k

tion as ¢, - - -, ¢&~. 1 k 1

However, ¢*,--- ,¢" are independent from a-, - - - ,a¥, whereas
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1

al, ..., ak depend on c}*, cee, ci.‘*. Consider the quantities

Z= Zaj(c{*—pj) and Z= Y d(d-p).
jElk] jE[K]
Differential privacy implies that Z and Z have similar distributions. Specifically, if

W is (1,1/30n)-differentially private, then

2k 2k N 1 - k
= < J— — [
E[|Z]] /0 P(|Z] > z] dz_/o (e]P 1Z] > 2] +30n) dz = eB [|Z]] + =,

as |Z|,|Z| < 2k with probability 1.
Now E[|Z|] > E [Z] > 2k/15n, by (7.3). On the other hand, @/ is independent
from & and E [&/ — p/] =0, so E [Z] = 0. We now observe that
E[|Z]* <E [zz] — Var [Z] = Y Var [af(af - pf')] <Y E [(af - pf)2] <k
j€lk] jElk]

Thus, we have
- k NG k
—— <E[|Z]] <eE [|Z]] +ig, Sevkt

The condition 2k/15n < evk + k/15n is a contradiction unless k < 225¢2n2. Thus,

we can conclude that there exists a k = O(n?) such that no (1,1/30n)-differentially

n

prefix/ 8 desired.

private algorithm is accurate for more than k online queries from Q

This completes the proof. O

7.4 A Separation Between Adaptive and Non-Adaptive
Online Queries

In this section we prove that even among online queries, answering adaptively-

chosen queries can be strictly harder than answering non-adaptively-chosen queries.
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Our separation applies to a family of search queries that we call correlated vector
queries. We show that for a certain regime of parameters, it is possible to take a
dataset of size n and privately answer an exponential number of fixed correlated
vector queries, even if the queries are presented online, but it is impossible to answer
more than a constant number of adaptively-chosen correlated vector queries under
differential privacy.

The queries are defined on datasets x € {£1}" (hence the data universe is
X = {£1}). For every query, the range ) = {£1}" is the set of n-bit vectors. We
fix some parameters 0 < a« < 1 and m € IN. A query g is specified by a set V where
V= {vl, e, vm} C {£1}" is a set of n-bit vectors. Roughly, an accurate answer to
a given search query is any vector y € {£1}" that is approximately a-correlated
with the input dataset x € {£+1}" and has nearly as little correlation as possible
with every v/. By “as little correlation as possible with v/” we mean that v/ may
itself be correlated with x, in which case y should be correlated with v/ only insofar
as this correlation comes through the correlation between y and x. Formally, for a
query qy, we define the loss function L, : X x A" — {0,1} by

0627’1

2
rn <2
— 100

= — <
LQV(x’y) O — |<y ox, x>| — 100

A Yol eV ‘(y—ax,v]})

We remark that the choice of a?1/100 is somewhat arbitrary, and we can replace
this choice with C for any /n < C < n and obtain quantitatively different results.
We chose to fix this particular choice in order to reduce notational clutter.
We let
ot = {qv |V S {£1}",|V] < m}

corr

be the set of all correlated vector queries on {+1}" for parameters a, m.
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7.4.1 Answering Online Correlated Vector Queries

Provided that all the queries are fixed in advance, we can privately answer correlated
vector queries using the randomized response algorithm. This algorithm simply
takes the input vector x € {£1}" and outputs a new vector y € {£1}" where each
bit y; is independent and is set to x; with probability 1/2 + p for a suitable choice
of p > 0. The algorithm will then answer every correlated vector query with this
same vector y. The following theorem captures the parameters that this mechanism

achieves.

Theorem 7.4.1 (Answering Online Correlated Vector Queries). For every 0 < o < 1/2,
there exists k = 22 sych that, for every sufficiently large n € IN, there is a (3u,0)-
differentially private algorithim Weor, that takes a dataset x € {£1}" and is (1/k)-accurate

for k online queries from Q¥

Proof Theorem 7.4.1. Our algorithm based on randomized response is presented in

Figure 7.5 below.

Weorr:
Input: a dataset x € {£1}".
Parameters: 0 < a < 1/2.
Fori=1,...,n, independently set

[ +x;  with probability 132
e —x; with probability 15¢

Lety = (y1,...,yn) € {£1}", and answer each query with y.

Figure 7.5: Weorr

To establish privacy, observe that by construction each output bit y; depends

only on x; and is independent of all x;, y; for j # i. Therefore, it suffices to observe
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thatif 0 <a < 1/2,

1<I[’[yi:—|—1|xi:-|—1]:1-|—zx<e3a
" Plyi=+1|xi=-1 1-a~

and similarly
Plyj=-1|x;=+1] 1—-u "

1> =
" Plyi=-1|xi=-1 1+4a ™

To prove accuracy, observe that since the output y does not depend on the
sequence of queries, we can analyse the mechanism as if the queries qy,,...,qy, €
ek were fixed and given all at once. Let V = U;.‘Zl V;, and note that |V] < k2.

First, observe that E [y] = ax. Thus we have
%[(y—ax,x}] =0 and YoeV ]}}/E[(y—txx,v)] =0

Since x and every vector in V' is fixed independently of y, and the coordinates of y
are independent by construction, the quantities (y, x) and (y, v) are each the sum
of n independent {+1}-valued random variables. Thus, we can apply Hoeffding’s

inequality”® and a union bound to conclude

2 4
X n —n
P ||y —ax,x)| > 22| <2
y {W ax,x)| > 100] s cep (20000)

2n ) atn
L. - 100 <
P [30 € Vst [y —ax,0)| > 100] < 2 exp (20000)

The theorem now follows by setting an appropriate choice of k = 2Q(#*n) gych that

2(k% + 1) -exp (%) <1/k. O

SWe use the following statement of Hoeffding’s Inequality: if Z, ..., Z, are independent {+1}-
valued random variables, and Z = }!' ; Z;, then

P H Z-E|[Z] ’ > CVin| <2072
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7.4.2 A Lower Bound for Adaptive Correlated Vector Queries

We now prove a contrasting lower bound showing that if the queries may be chosen
adaptively, then no differentially private algorithm can answer more than a constant
number of correlated vector queries. The key to our lower bound is that fact that
adaptively-chosen correlated vector queries allow an adversary to obtain many
vectors y!,...,y* that are correlated with x but pairwise nearly orthogonal with
each other. As we prove, if k is sufficiently large, this information is enough to
recover a vector ¥ that has much larger correlation with x than any of the vectors
y',...,yF have with x. By setting the parameters appropriately, we will obtain a

contradiction to differential privacy.

Theorem 7.4.2 (Lower Bound for Correlated Vector Queries). For every 0 < o < 1/2,
there is a k = O(1/a?) such that for every sufficiently large n € IN, there is no (1,1/20)-
differentially private algorithm that takes a dataset x € {£1}" and is 1/100-accurate for k

adaptive queries from Q%
corr

We remark that the value of k in our lower bound is optimal up to constants,
as there is a (1,1/20)-differentially private algorithm that can answer k = Q(1/4a?)
adaptively-chosen queries of this sort. The algorithm simply answers each query
with an independent invocation of randomized response. Randomized response
is O(«)-differentially private for each query, and we can invoke the adaptive com-
position theorem [ , ] to argue differential privacy for k = Q(1/a?)-
queries.

Before proving Theorem 7.4.2, we state and prove the combinatorial lemma that

forms the foundation of our lower bound.

Lemma 7.4.3 (Reconstruction Lemma). Fix parameters 0 < a,b < 1. Let x € {£1}"
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and y',- - ,y* € {&1}" be vectors such that

V1<j<k <yj,x> > an

Vi<j<j <k [y,y)<bn

Then, if we let ¥ = 51gn(2 1Y) € {£1}" be the coordinate-wise majority of y*,. .., y¥,

~

we have

Proof of Lemma 7.4.3. Let
1&
y=- Je[-1,1)"
y k];y €|

By linearity, (i, x) > an and

_ 1 1
191 = Zl yoy') < oz (ln+ 02— )bn) < (%er)n
jid'

Define a random variable W € [—1,1] to be x;y; for a uniformly random i € [n].

Then

1, _ 12 1
E[W]=_(x3y) >a and IE[WZ}:;Z :_||y|%§E+b
i=1

By Chebyshev’s inequality,

_ Var[W] _ E[W?] - E[W]> _ %+b—a2.

PW<0<P|[W-E[W|>ad <

a? a? a?

Meanwhile,
n

1,
Y 1l < 0] > Znagn 7)) # %) = 5 — 5 (sign(@), v
i=1

P[W<0]=

:Ir—\

Thus we conclude

1,42
(sign(y),x) > n—2nP [W <0] >n—2n (k"'a—Z”)
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To complete the proof, we rearrange terms and note that sign(y) = sigm(E;‘:1 y).

]

Now we are ready to prove our lower bound for algorithms that answer

adaptively-chosen correlated vector queries.

Proof of Theorem 7.4.2. We will show that the output y/', ..., y* of any algorithm W
that takes a dataset x € {£1}" and answers k = 100/a? adaptively-chosen correlated
vector queries can be used to find a vector ¥ € {+1}" such that (¥, x) > n/2. In
light of Lemma 7.4.3, this vector will simply be ¥ = sign(Z;?:l y/). We will then
invoke the following elementary fact that differentially private algorithms do not

admit this sort of reconstruction of their input dataset.

Fact 7.4.4. For every sufficiently large n € IN, there is no (1,1/20)-differentially private
algorithm W : {£1}" — {£1}" such that for every x € {£1}", with probability at least
99/100, (W(x),x) > n/2.

The attack works as follows. For j = 1,...,k, define the set V; = {y',....y1}

and ask the query qv].(x) € QY% to obtain some vector yl. Since W is assumed
to be accurate for k adaptively-chosen queries, with probability 99/100, we obtain

vectors y',...,y* € {£1}" such that

VI<j<k (y,x)>(ax,x)—|(y—ax,x)|
0627’1
> _ -~
=47 700

> an,
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Vi<j<j <k |y <ax, )|+ [y —ax,yl)

0621’1

100
a’n

< a (J{ax, 0] + 1/ — e 2)]) + 20

< al(y,x)| +

3 2
< 52 an . amn
=& 760 T 100

1
< g—ofxzn

= bn,

where a2 = 994/100 and b = 51a?/50. Thus, by Lemma 7.4.3, if £ = sign(z;;l yj),
and k = 100/ a2, we have

2 2(b—a?)
s (12 2b—a)
(X,x) > (1 T o > n
(4 2 _ 2(51a%/50 — (994/100)?) ,
N (994 /100)2k (994/100)2
(4 2(100/99)* ) (51/50) — (99/100)2 ,
N 100 (99/100)2
>0.89n > n/2.
By Fact 7.4.4, this proves that YV cannot be (1,1/20)-differentially private. O

7.5 Threshold Queries

First we define threshold queries, which are a family of statistical queries.

Definition 7.5.1. Let Threshy denote the class of threshold queries over a totally ordered
domain X. That is, Threshx = {cx : x € X} where cx : X — {0,1} is defined by

cx(y) =1liffy < x.
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7.5.1 Separation for Pure Differential Privacy

In this section, we show that the sample complexity of answering adaptively-chosen

thresholds can be exponentially larger than that of answering thresholds offline.

Proposition 7.5.2 ([ , , 1). Let X be any totally ordered domain.
Then there exists a (¢, 0)-differentially private mechanism M that, given x € X", gives

a-accurate answers to k offline queries from Threshy for

2 2
1O (min{logk+log (1/&),1og k})

e XE

On the other hand, we show that answering k adaptively-chosen threshold
queries can require sample complexity as large as Q(k) — an exponential gap. Note

that this matches the upper bound given by the Laplace mechanism [ I

Proposition 7.5.3. Answering k adaptively-chosen threshold queries on [2¥~1] to accuracy

a subject to e-differential privacy requires sample complexity n = Q(k/we).

The idea for the lower bound is that an analyst may adaptively choose k threshold
queries to binary search for an “approximate median” of the dataset. However,
a packing argument shows that locating an approximate median requires sample

complexity Q(k).

Definition 7.5.4 (Approximate Median). Let X be a totally ordered domain, a« > 0, and

x € X". We call y € X an a-approximate median of x if
1 1 1 1
E|{i€[n]:xi§y}|zz—zx and E|{i€[n]:xi2y}|2§—(x.
Proposition 7.5.3 is obtained by combining Lemmas 7.5.5 and 7.5.6 below.

Lemma 7.5.5. Suppose M answers k = [1+ log, T'| adaptively-chosen queries from

Thresh(r) with e-differential privacy and («, B)-accuracy. Then there exists an e-differentially
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private M : [T]" — [T] that computes an a-approximate median with probability at least
1-8.

Proof. The algorithm M’, formalised in Figure 7.6, uses M to perform a binary

search.

Input: x € X"
M is given x.
Initialize /1 =0, u; =T, and j = 1.
While u; — ¢; > 1 repeat:
Let mj = ((u] + 5])/21 .
Give M the query cy;; € Thresh(7) and obtain the answer a; € 0,1].
Ifa; > 1, set (€iy1,ujr1) = (€;,m;); otherwise set ({j,1,uj1) = (mj, u;).
Increment ;.
Output u;.

Figure 7.6: M' : X" — X

We have uy — ¢1 = T and, after every query j, uj 1 — £;11 < [(u; — £;)/2]. Since
the process stops when u; — ¢; = 1, it is easy to verify that M’ makes at most
[1+1log,(T —1)] queries to M.

Suppose all of the answers given by M are a-accurate. This happens with
probability at least 1 — B. We will show that, given this, M’ outputs an a-approximate
median, which completes the proof.

We claim that ¢, (x) > 3 — a for all j. This is easily shown by induction. The
base case is ¢r(x) =1 > % — a. At each step either u;;1 = u; (in which case the
induction hypothesis can be applied) or u;1 = mj; in the latter case our accuracy
assumption gives

Cupy (X) =y (x) = aj —a > 5
We also claim that ¢, (x) < %+ a for all j. This follows from a similar induction

and completes the proof. O
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Lemma 7.5.6. Let M : [T|" — [T] be an e-differentially private algorithm that computes

an a-approximate median with confidence 1 — B. Then

n> 0 (logT+igg(1/ﬁ)> .

Proof. Let m = [(3 —a)n] — 1. For each t € [T}, let x € [T]" denote the dataset
containing m copies of 1, m copies of T, and n — 2m copies of t. Then for each
te[T],

P[Mx')=t]>1-8.

On the other hand, by the pigeonhole principle, there must exist ¢, € [T — 1] such

that
P [M(x") € [T —1]] 8

< .
T—-1 - T-1

P [M(xT) = t*} <
The inputs xT and x** differ in at most n — 2m < 2an + 2 entries. By group privacy,

1— 5 <P [M(xt*) — t*} < es(2¢m+2)1[) [M(XT) _ t*] < ee(szn+2)%.

Rearranging these inequalities gives

O(ean) > e(2an +2) > log ((1 — ‘B)ﬁ(T — 1)) > Q(log(T/B)),

which yields the result. O

Remark 7.5.7. Proposition 7.5.3 can be extended to online non-adaptive queries, which
yields a separation between the online non-adaptive and offline models for pure differential

privacy and threshold queries.

The key observation behind remark 7.5.7 is that, while Lemma 7.5.5 in general
requires making adaptive queries, for the inputs x' € [T]" (t € [T]) used in Lemma
7.5.6 the queries are “predictable.” In particular, on input x!, the algorithm M’

from the proof of Lemma 7.5.5 will (with probability at least 1 — ) always make
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the same sequence queries. This allows the queries to be specified in advance in
a non-adaptive manner. More precisely, we can produce an algorithm M; that
produces non-adaptive online queries by simulating M’ on input x’ and using those
queries. Given the answers to these online non-adaptive queries, Mj can either
accept or reject its input depending on whether the answers are consistent with the
input x*; M} will accept x' with high probability and reject x!’ for ¢’ # t with high
probability. The proof of Lemma 7.5.6 can be carried out using M;_instead of M’ at

the end.

7.5.2 The BetweenThresholds Algorithm

The key technical novelty behind our algorithm for answering adaptively-chosen
threshold queries is a refinement of the “Above Threshold” algorithm [ , §3.6],
which underlies the ubiquitous “sparse vector” technique [ , , ,
I

The sparse vector technique addresses a setting where we have a stream of k
(adaptively-chosen) low-sensitivity queries and a threshold parameter t. Instead of
answering all k queries accurately, we are interested in answering only the ones that
are above the threshold t — for the remaining queries, we only require a signal that
they are below the threshold. Intuitively, one would expect to only pay in privacy
for the queries that are actually above the threshold. And indeed, one can get away
with sample complexity proportional to the number of queries that are above the
threshold, and to the logarithm of the total number of queries.

We extend the sparse vector technique to settings where we demand slightly
more information about each query beyond whether it is below a single threshold.
In particular, we set two thresholds t, < t,, and for each query, release a signal as

to whether the query is below the lower threshold, above the upper threshold, or
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between the two thresholds.

As long as the thresholds are sufficiently far apart, whether (the noisy answer to)
a query is below the lower threshold or above the upper threshold is stable, in that it
is extremely unlikely to change on neighboring datasets. As a result, we obtain an
(¢,6)-differentially private algorithm that achieves the same accuracy guarantees as
the traditional sparse vector technique, i.e. sample complexity proportional to logk.

Our algorithm is summarised by the following theorem.®

Theorem 7.5.8. Let o, B,¢,0,t € (0,1) and n, k € IN satisfy
n> % max {121og(30/¢5),16log((k+1)/B)}.

Then there exists a (e, 6)-differentially private algorithm that takes as input x € X" and
answers a sequence of adaptively-chosen queries gy, -+ ,qx : X" — [0,1] of sensitivity 1/n

with ay, - - ,a<, € {L,R, T} such that, with probability at least 1 — B,
ea=L = gj(x) <t
ea; =R = qj(x) > t, and
ea=T = t—a<g(x) <t+a

The algorithm may halt before answering all k queries; however, it only halts after outputting

T.

Our algorithm is given in Figure 7.7. The analysis is split into Lemmas 7.5.9 and

7.5.10.

Lemma 7.5.9 (Privacy for BetweenThresholds). Let ¢, € (0,1) and n € IN. Then

BetweenThresholds (Figure 7.7) is (g, )-differentially private for any adaptively-chosen

®In Theorem 7.5.8, only one threshold is allowed. However, our algorithm is more general and
permits the setting of two thresholds. We have chosen this statement for simplicity.

286



Input: x € X".
Parameters: ¢, t,t, € (0,1) and n,k € IN.
Sample y ~ Lap(2/en) and initialize noisy thresholds f, = t; + y and f, =
ty — U.
Forj=1,2,--- ,k
Receive query g; : X" — [0,1].
Set ¢; = q;(x) +v; where v; ~ Lap(6/en).
If ¢; < fy, output L and continue.
If cj > t,, output R and continue.
If ¢j € [f,,1,], output T and halt.

Figure 7.7: BetweenThresholds

sequence of queries as long as the gap between the thresholds t,, t, satisfies
12
ty —tg > o (log(10/¢) +log(1/6) +1).

Lemma 7.5.10 (Accuracy for BetweenThresholds). Let a, B, ¢, ty, t, € (0,1) and n,k € N

satisfy
n> 2 (log(k +1) +10g(1/p)).

Then, for any input x € X" and any adaptively-chosen sequence of queries q1,q42," - - , G
the answers ay,a, - - - a<y produced by BetweenThresholds (Figure 7.7) on input x satisfy
the following with probability at least 1 — B. For any j € [k] such that a; is returned before

BetweenThresholds halts,
ea =L = gij(x) <t +ua,
e a, =R = q;(x) > t, —a, and
ea=T = tj—a<qjx) <t +a

Combining Lemmas 7.5.9 and 7.5.10 and setting t; =t —a/2 and t, =t +a/2
yields Theorem 7.5.8.
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Proof of Lemma 7.5.9. Our analysis is an adaptation of Dwork and Roth'’s [ , §3.6]
analysis of the AboveThreshold algorithm. Recall that a transcript of the execution
of BetweenThresholds is given by a € {L,R, T}*. Let M : X" — {L,R, T }* denote
the function that simulates BetweenThresholds interacting with a given adaptive
adversary (cf. Figure 7.3) and returns the transcript.

Let S C {L,R, T}* be a set of transcripts. Our goal is to show that for adjacent
datasets x ~ x/,

P [M(x) € S] <P [M(x') € S] +.

Let

1

. 6 2
z¥ = E(tu —ty) log(10/¢) —1/n > Elog(l/&).

en
Our strategy will be to show that as long as the noise value u is under control,
in particular if y < z*, then the algorithm behaves in essentially the same way
as the standard AboveThreshold algorithm. Meanwhile, the event y > z* which
corresponds to the (catastrophic) event where the upper and lower thresholds are
too close or overlap, happens with probability at most 4.
The following claim reduces the privacy analysis to examining the probability of

obtaining any single transcript a:

Claim 7.5.11. Suppose that for any transcript a € {L,R, T }*, and any z < z*, that
P [M(x) =alpy =z] <e/?P [M(x') =alu=z+1/n].
Then M is (g, &)-differentially private.

Proof. By properties of the Laplace distribution, since u ~ Lap(2/¢en), for any z € R,
we have

Plpu=z <e?Plu=z+1/n],
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and

1 .
Plu>z= Ee_‘mz 26,

Fix a set of transcripts S. Combining these properties allows us to write
P [M(x) € S] =/]R]P[M(x) € Sl =2|P[u=2z]dz
Z*
< (/ P [M(x) € S]y:z]l[’[y:z]dz> FP > 2]

< (68/2/2 P [M(x') e S|y:z+1/n]ll’[y:z]dz) +9

< <e‘€/z P [M(x") €S|y:z+1/n]11’[y:z—|—1/n]dz> +6
<eP [M(x') eS|+
0

Returning to the proof of Lemma 7.5.9, fix a transcript a € {L,R, T }*. Our goal
is now to show that M satisfies the hypotheses of Claim 7.5.11, namely that for any
z < z¥,

P [M(x) =alpy =z] <e/?P [M(x') =alu=z+1/n]. (7.4)

For some k > 1, we can write the transcript a as (a1, 4y, ..., ax), where a; € {L,R}
foreach j < k,and a; = T.

For convenience, let A = M(x) and A’ = M (x’). We may decompose

P[M(x)=alp=z]=P[(Vj< kAj=a;) N qe(x) +v € [Fo, Bl = 2]
=T [(Vj <k Aj=a;)|u=z] (7.5)

- P [qi(x) + v € [Bp, Bl lp =2z AN (Vj <k, Aj =a))].

We upper bound each factor on the right-hand side separately.

289



Claim 7.5.12.
P[(Vi<kAj=a;)pu=2z] <P[(Vi<k Aj=a;)|p=z+1/n]

Proof. For fixed z, let A;(x) denote the set of noise vectors (v, ..., vk 1) for which
(A1,...,Ax_1) = (a1,...,ar_1) when v = z. We claim that as long as z < z*,
then A;(x) C A, q/,(x). To argue this, let (vq,...,14_1) € Az(x). Fix an index
j €1{1,...,k—1} and suppose a; = L. Then g;(x) +v; < t; + z, but since g, has
sensitivity 1/n, we also have q;(x") +v; < t; + (z +1/n). Likewise, if a; = R, then

qi(x) +vj > t, —z, 80
gi(x")+vi>ty—z—1/n>t;+ (z+1/n)

as long as z < z* < %(tu — ty) — 1/n. (This ensures that M (x’) does not output L
on the first branch of the “if” statement, and proceeds to output R.)

Since A;(x) € A, 1/,(x"), this proves that

P[(Vi<kAi=a)|lpu=z]=P[(v1,..., 1) € Az(x)]
<P [(vi,..., k1) € Azyryn(X)]

=P [(Vi<kAj=a;)|p=2z+1/n].
[

Given Claim 7.5.12, all that is needed to prove (7.4) and, thereby, prove Lemma

7.5.9 is to bound the second factor in (7.5) — that is, we must only show that

P [gi(x) +vx € [fo fullp = 2 A (V] < k, Aj = a))]

< /7P [Qk(x') +u € b bullp =24+ 1/n A (Vj <k Aj=aj)|.
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Let A = (qx(x) — qx(x)) € [-1/n,1/n]. Then

P [qe(x) + v € [E, tullp =2 A (Vf < k, Aj = aj)]

=Pty +2z < ge(x) + v < ty — 2]

=Pty+z+A < q(x)+vx <ty —z+ A

=P[ty+(z+1/n)+(A—=1/n) <qe(x") +v <ty — (z24+1/n) + (A+1/n)]
=P () +veefp+A—-1/nf,+A+1/nl|lpy=z+1/n]

< &P [qi(x") + v € [, Bl |y = 2+ 1/n]

= /2P [qu(!) + vi € [fg Bullp = 2+ 1/n A (%) < K, A) = )

where the last inequality follows from Claim 7.5.13 below (setting # = 2/n, A =
6/en, [a,b] = [, t,], and [a', V'] = [}, + A —1/n,f, + A+ 1/n]) and the fact that

z <z" = 1(ty — ty) — 2 log(10/€) — 1/n implies

A~

N 12 10 1
whenever 0 < ¢ < 1.

Claim 7.5.13. Let v ~ Lap(A) and let [a,b],[a',b'] C R be intervals satisfying [a, b] C
@, V). Ify > (b) —a’) — (b—a), then

P[v e [a,b]].

Plveldt] < e :
! — 1 — e (b—a)/2A

Proof. Recall that the probability density function of the Laplace distribution is given
by fi(x) = %e“x [/A, There are four cases to consider: In the first case, a < b < 0.
In the second case, 2 < 0 < b with |a| < |b|. In the third case, 0 < a < b. Finally, in

the fourth case, 2 < 0 < b with |a| > |b|. Since the Laplace distribution is symmetric,
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it suffices to analyse the first two cases.

Case 1: Suppose a < b < 0. Then

b+y
Plveld,b]] <Plveob]+ [ Lo dy
b 2A
_ %(e(b+?])/)L _ ea//\)
_ 1 ‘ ell/A _ pla=b)/A . (eb/)\ B eﬂ//\)
2 1 — ela=b)/A

e;y/A_ef(bfa)//\
T ‘P [v e a,b].

Case 2: Suppose a < 0 < b and |a| < |b|. Note that this implies b > (b —a)/2.
Then

P [v € ld, b/H <Plvelab]]+n- %ea/)\
1 et/ A
<Plve o] (1+5W)

1—e /A 4 Lea/h

=Pv € [a,b]]

1—eb/A
1+n/A
<Plvelsb]—n
et/
<Pvelabl ——m
O
O

Proof of Lemma 7.5.10. We claim that it suffices to show that with probability at least
1 — B we have

Vi<j<k |yl+lul<e
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To see this, suppose |v;| + |u| < a for every j. Then, if a; = L, we have
¢j=qi(x)+v;<ty=t;+p,  whence gj(x) <ty+|ul+]vj| <t +a
Similarly, if aj = R, then
¢j=qj(x)+vi>t, =t,—p,  whence  gj(x)>t, — (Ju|+ |vj]) >ty —a.
Finally, if aj=1T, then
¢j=qj(x)+vjelfpb) =[te+utu—p],  whence  tp—a<gi(x)<t,+a

We now show that indeed |vj| + [u| < « for every j with high probability. By tail

bounds for the Laplace distribution,

P [|u| > a/4] = exp (—%) and P [|vj| > 3n/4] = exp <—%)
for all j. By a union bound,
Pllul>a/4 v ek v >3a/4] < (k+1) exp (—8%”) <B,
as required. O
7.5.3 The Online Interior Point Problem
Our algorithm extends a result of | ] showing how to reduce the problem of

privately releasing thresholds to the much simpler interior point problem. By analogy,
our algorithm for answering adaptively-chosen thresholds relies on solving multiple
instances of an online variant of the interior point problem in parallel. In this section,
we present the OIP problem and give an (g, §)-differentially private solution that
can handle k adaptively-chosen queries with sample complexity O(logk). Our OIP

algorithm is a direct application of the BetweenThresholds algorithm from Section
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7.5.2.

Definition 7.5.14 (Online Interior Point Problem). An algorithm M solves the Online
Interior Point (OIP) Problem for k queries with confidence B if, when given as input any
private dataset x € [0,1]" and any adaptively-chosen sequence of real numbers yy,- - - , Yy €
0, 1], with probability at least 1 — B it produces a sequence of answers ay, - - - ,a, € {L,R}

such that

Vie{1,2,---,k} yj <minx; = a;=1, yj > maxx; = a; =R,
ie[n] i€[n]

(If min;c () x; < yj < maXx;ep, x;, then M may output either symbol L or R.)

Input: Dataset x € [0,1]".
Initialise a BetweenThresholds instance (Figure 7.7) B on dataset x with thresh-
olds t, = %, t, = %
Forj=1,2,--- ,k

Receive query y; € [0,1].

If B already halted on some query g+, output L if y; < y* and output R if
Y2y

Otherwise, give B the query c,; € Threshg y).

If B returns T, output R. Otherwise, output the answer produced by B.

Figure 7.8: Online Interior Point Algorithm

Proposition 7.5.15. The algorithm in Figure 7.8 is (g, §)-differentially private and solves
the OIP Problem with confidence B as long as

n> % (log(k+1) +1og(1/B) +1og(10/¢) +1og(1/5) +1).

Proof. Privacy follows immediately from Lemma 7.5.9, since Algorithm 7.8 is ob-
tained by post-processing Algorithm 7.7, run using thresholds with a gap of size
1/3.
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To argue utility, let « = 1/3 so that
8
nz a(log(k +1) +log(1/B)).
By Lemma 7.5.10, with probability at least 1 — 3, the following events occur:

o If the BetweenThresholds instance B halts when it is queried on Cy*, then

minie[n] x; < ]/* < maX;ey) Xi-
e If B has not yet halted and y; < min;c[, x;, its answer to ¢, is L.
e If B has not yet halted and y; > max;c,) x;, its answer to ¢y, is R.

Thus, if B has not yet halted, the answers provided are accurate answers for the OIP
Problem. On the other hand, when B halts, it has successfully identified an “interior
point” of the dataset x, i.e. a y* such that min;c(,; x; < y* < max;c[, x;. Thus, for

any subsequent query y, we have that

y<r.n[ir}1xi — y <y,
1€|n

so Algorithm 7.8 correctly outputs L. Similarly,

y > maxx; = y >y~
ie[n]

so Algorithm 7.8 correctly outputs R on such a query. O

7.5.4 Releasing Adaptive Thresholds

with Approximate Differential Privacy

We are now ready to state our reduction from releasing thresholds to solving the

OIP Problem.
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Theorem 7.5.16. If there exists an (e, d)-differentially private algorithm solving the OIP
problem for k queries with confidence af/8 and sample complexity n’', then there is a
(4e, (1 + €°)9)-differentially private algorithm for releasing k threshold queries with («, B)-

accuracy and sample complexity

/ 2.5 .
1 — max {6711’ 241og””(4/w) -log(2/B) } ‘

e
Combining this reduction with our algorithm for the OIP Problem (Proposition

7.5.15) yields:

Corollary 7.5.17. There is an (e, & )-differentially private algorithm for

releasing k adaptively-chosen threshold queries with («, B)-accuracy for

0O (logk+log2'5(1/tx) +log(1/,385)>

e

Proof of Theorem 7.5.16. Our algorithm and its analysis follow the reduction of Bun
etal. [ ] for reducing the (offline) query release problem for thresholds to
the offline interior point problem.

Let T be an (¢, d)-differentially private algorithm solving the OIP Problem with
confidence #f/8 and sample complexity n’. Without loss of generality, we may
assume that T is differentially private in “add-or-remove-an-item sense”—i.e. if
x € [0,1]* and «’ differs from x up to the addition or removal of a single element,
then for every adversary A and set S of outcomes of the interaction between .4 and
T, we have P [AdaptiveA:T(x) € S] < eP [AdaptiveA: r(x') € S} + 6. Moreover, T
provides accurate answers to the OIP Problem with probability at least 1 — af3/8
whenever its input is of size at least n’. To force an algorithm T to have these
properties, we may pad any dataset of size less than n’ with an arbitrary fixed
element. On the other hand, we may subsample the first n’ elements from any

dataset with more than this many elements.

296



Consider the algorithm AdaptiveThresholdsy in Figures 7.9 and 7.10.

Input: Dataset x € [0,1]".
Parameter: « € (0,1).

Let (xM, ..., x(M)) « Partition(x1, ..., X, &).
Initialize an instance of the OIP algorithm T(m) on each chunk x(™) ¢ [0,1]%,
for m € [M].
Foreachj=1,--- ,k:

Receive query c,; € Threshjg ).

Give query y; € [0,1] to every OIP instance T(m), receiving answers
alV, ., a™ e (LR},

]Return aj = - {m € [M] o™ = RH

Figure 7.9: AdaptiveThresholdsy

Input: Dataset x € [0,1]".

Parameter: « € (0,1).

Output: (Random) partition (x(1),...,x(M) € (0,1]*)M of x, where 2/a <
M < 4/a.

Let M = 2[108:(2/a)]

Sort x in nondecreasing order x; < xp < .-+ < xy.

For each 0 < ¢ < log, M and s € {0,1}, sample v; ~ Lap((log, M) /)
independently.

Foreach 1 <m < M —1, let 1y = Ysep(m) Vs, where P(m) is the set of all
prefixes of the binary representation of m.

Letto =1t = |H+m], - tm= % +m), - tm=n+1

Let x(") = (x; ., Xt,—1) for all m € [M].

m_1r""

subroutine, both of which are implicit in the work of Bun et al. [

C] and are based on ideas of Dwork et al. [

Figure 7.10: Partition

The proof of Theorem 7.5.16 relies on the following two claims about the Partition
, Appendix
]. Claim 7.5.18 shows that for

neighboring databases x ~ x’, the behaviors of the Partition subroutine on x and

x" are “similar” the following sense: for any fixed partition of x, one is roughly
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as likely (over the randomness of the partition algorithm) to obtain a partition
of x’ that differs on at most two chunks, where the different chunks themselves
differ only up to the addition or removal of a single item. This will allow us to
show that running M parallel copies of the OIP algorithm on the chunks remains
roughly (¢, 6)-differentially private. Claim 7.5.19 shows that, with high probability,
each chunk is simultaneously large enough for the corresponding OIP algorithm to
succeed, but also small enough so that treating all of the elements in a chunk as if
they were the same element still permits us to get a-accurate answers to arbitrary

threshold queries.

Claim 7.5.18. Fix neighboring datasets x,x" € [0,1]". Then there exists a (measurable)

bijection ¢ : R*M — R?M with the following properties:

1. Let z € R?M be any noise vector. Let xV), ..., x\M) denote the partition of x obtained
with random noise set to v = z. Similarly, let x'V), ..., x'(M) denote the partition of
x" obtained under noise v.= ¢(z). Then there exist indices iy,ip such that: 1) For
i € {i1, iz}, the chunks x\V) and x') differ up to the addition or removal of at most

one item and 2) For every index i ¢ {iy, i}, we have x() = x'(),
2. For every noise vector z € R*M, we have P [v = ¢(z)] < *P [v = z].
Claim 7.5.19. With probability at least 1 — B/2, we have that |t,, —m -n/M| < an/24

forall m € [M].

Privacy of Algorithm 7.9. We first show how to use Claim 7.5.18 to show that
Algorithm 7.9 is differentially private. Fix an adversary A, and let
B = Adaptive 4 - adaptiveThresholds; simulate the interaction between A and Algorithm

7.9. Let S be a subset of the range of B. Then, by Property (1) of Claim 7.5.18 and
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group privacy, we have that for any z € R?M:
P [B(x) € Sjv = z] < ¢*P [B(x) € Sjv = ¢(z)] + (1 + ¢€°)d.

By Property (2) of Claim 7.5.18, we also have Pr[v = z] < e* Pr[v = ¢(z)] for every
z € R?*M | Therefore,
P[B(x) € §] = /]RZM]P[B(x) €Slv=2]-Plv=2]dz
2
< /]RZM <e P [B(x") € S|v = ¢(2)] + (1 —|—e£)5> ‘Plv=z]dz
<1 +e£)§—|—/2M e*P [B(x') € Slv=¢(z)] - *P [v = ¢(z)]dz
R

< (1+4€)5+e*P [B(x) € 5].
Hence, B is (¢*, (1 + ¢°)d)-differentially private, as claimed.
Accuracy of Algorithm 7.9. We now show how to use Claim 7.5.19 to show that

Algorithm 7.9 produces («, f)-accurate answers. By a union bound, the following

three events occur with probability at least 1 — f:

t

=

1. For all m € [M],

| <

=|
R

m
M
2. Every chunk x(") has size |x")| = t,, — t,,_1 € [an/6,2an/3).
3. Every instance of T succeeds.

Now we need to show that if these three events occur, we can produce a-accurate

answers to every threshold query ¢y, ..., cy,. Write the sorted input database as

x1 < xp < --- < x,. We consider two cases for the jth query: As our first case,

suppose x, < y;. Then for every chunk x("), we have max{x("} < y;. Then the
(m)

success condition of T(") guarantees that a P= R. Thus, the answer a; = 1 is

(exactly) accurate for the query c;.
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As our second case, let i be the smallest index for which x; > y;, and suppose
the item x; is in some chunk x("). Note that this means that the true answer to the
query cy, is (i —1)/n and that t,;,_1 < i < t;, — 1. Then again, for every m < m; we

have max{x("™} < y;, so every such T(") instance yields a](m) = R. Thus,

aj:%-‘{me[M]:a](m):RHZ

mi— 1 b & tx>(i—1)
M =

o
o
N
|
=

since M > 2/a.
On the other hand, for every m > m;, we have min{x("™} > Yj, so every such

T(") instance instead yields a](m) = L.

m; _tm, o« _ tp_1+2an/3
< T
YE=MS +6_ n +

N R

since n > 6/a.
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Chapter 8

Conclusion

This thesis has presented a number of results about privacy and adaptivity in
algorithmic data analysis. The unifying theme of these results is understanding
the information-theoretic relationship between the input and output of randomised
algorithms. For the upper bounds, differential privacy entails a stability condition
that protects privacy and ensures generalisation — changing a single input point
should not change the probability distribution of the output much. For the lower
bounds, fingerprinting techniques show that the output of any accurate algorithm
must “correlate” with its input, which means the output reveals information about
the input. Our results illustrate how versatile these two tools are.

Differential privacy was only defined a decade ago, yet a rich literature has
developed around it. Many fundamental questions remain to be resolved — even
the definition itself is not entirely settled, as Chapter 2 demonstrates. Of particular
interest is the development of practical differentially private tools. Our results
in Chapters 2 and 4 are geared towards a fine-grained analysis of the power of
differential privacy, which we believe will enhance the applicability of differential

privacy.
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Fingerprinting is discussed in four chapters (§4,85,86,87). These are three dif-
ferent applications with different analyses. First, fingerprinting is used to prove
lower bounds for differential privacy; here we have presented the slickest possible
proof. Second, fingerprinting is used to analyse practical privacy attacks; here the
goal is to extend the fingerprinting analysis to the broadest class of distributions
(as we do not have the freedom to choose the distribution with real-world data).
Thirdly, fingerprinting codes are constructed in the original cryptographic context;
here the challenge is carrying out the analysis when we only have a weak accuracy
guarantee. Remarkably, in all three settings we are able to follow the same proof
outline. In what other settings can the fingerprinting analysis be deployed?

The connection between differential privacy and generalisation is unexpectedly
tight in the adaptive setting. Not only is there a direct connection from differential
privacy to generalisation [ , §3], but also negative results for privacy can be
extended to yield negative results for generalisation in adaptive data analysis [ ,
§6]. This application provides further impetus to differential privacy research and
also provides a new perspective on various results about differential privacy, which
will hopefully result in more cross-fertilisation of ideas between differential privacy
other fields such as machine learning and statistics.

This thesis points out several open problems and we believe that their resolution

will provide further insight into the challenges inherent in algorithmic data analysis
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