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Abstract

A private learneris an algorithm that given a sample of labeled individualregkes outputs a gen-
eralizing hypothesis while preserving the privacy of eawtividual. In 2008, Kasiviswanathan et al.
(FOCS 2008) gave a generic construction of private leariverghich the sample complexity is (gener-
ally) higher than what is needed for non-private learnettsis §ap in the sample complexity was then
further studied in several followup papers, showing thati€ast in some cases) this gap is unavoid-
able. Moreover, those papers considered ways to overcargaih by relaxing either the privacy or the
learning guarantees of the learner.

We suggest an alternative approach, inspired by the (nivatpy models o§emi-supervised learning
andactive-learningwhere the focus is on the sample complexitiatifeledexamples whereamlabeled
examples are of a significantly lower cost. We consider pgigami-supervised learners that operate on
a random sample, where only a (hopefully small) portion i #ample is labeled. The learners have
no control over which of the sample elements are labeled. main result is that the labeled sample
complexity of private learners is characterized by the V@efsion.

We present two generic constructions of private semi-stiped learners. The first construction is of
learners where the labeled sample complexity is propaatitamthe VC dimension of the concept class,
however, the unlabeled sample complexity of the algoriteras big as the representation length of
domain elements. Our second construction presents a nawigee for decreasing the labeled sample
complexity of a given private learner, while roughly maintag its unlabeled sample complexity. In
addition, we show that in some settings the labeled sampiglaxity does not depend on the privacy
parameters of the learner.
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1 Introduction

A private learneris an algorithm that given a sample of labeled examples, evbach example represents an
individual, outputs a generalizing hypothesis while preisg the privacy of each individual. This formal
notion, combining the requirements of PAC learning! [28] &iflerential Privacy [16], was presented in
2008 by Kasiviswanathan et &l. ]21], who also gave a genenstcuction of private learners. However, the
sample complexity of the learner 6f[21] is (generally) tdgkhan what is needed for non-private learners.

This gap in the sample complexity was studied in severab\falp papers. Fgouredifferential privacy,
it was shown that in some cases this gap can be closed withitigeqh giving up proper learning —where the
output hypothesis should be from the learned concept cléssimproperlearning. Indeed, it was shown
that for the class of point functions over domain of st¥ethe sample complexity of every proper learner
is ©(d) (matching the upper bound df [21]), whereas there exist ap@r private learners with sample
complexity O(1) that use pseudorandom or pairwise independent functiotiseasoutput hypotheses|[6,
7] For the case of threshold functions, it was shown that witte plifferential privacy even improper
learners requir€)(d) samples|[19] (while there exists a non-private proper leawith sample complexity
o(1)).

Another approach for reducing the sample complexity ofgievearners is to relax the privacy require-
ment toapproximatedifferential privacy. This relaxation was shown to be siigaint as it allows privately
and properly learning point functions witlD(1) sample complexity, and threshold functions with sample
complexity20(og™ ) [g].

In this work we examine an alternative approach, inspirethbynon-private) models semi-supervised
learning[29] (where the learning algorithm uses a small batch oflEabexamples and a large batch of unla-
beled examples) arattive learning[23] (where the learning algorithm chooses which examhesilsl be
labeled). In both approaches, the focus is on reducing timplsacomplexity oflabeledexamples whereas
it is assumed thatnlabeledexamples can be obtained with a significantly lower costhis tein, a recent
work by Balcan and Feldmahi[4] suggested a generic convedfiactive learners in the model of statistical
gueries|[22] into learners that also provide differentiavgcy. For example, Balcan and Feldman showed
an active pure-private proper learner for the class of tiulels overX,; = {0, 1}¢ that usesO(1) labeled
examples and(d) unlabeled examples.

We present two generic constructions of private semi-sigeut learners via an approach that deviates
from most of the research in semi-supervised and activailegr (1) Semi-supervised learning algorithms
and heuristics often rely on strong assumptions about ttze day., that close points are likely to be labeled
similarly, that the data is clustered, or that the data liesdow dimensional subspace of the input space.
In contrast, we work in the standard PAC learning model, aeeldmot make any further assumptions.
(2) Active learners examine their pool of unlabeled data tieth choose (maybe adaptively) which data
examples to label. Our learners have no control over whichetample elements are labeled.

Our main result is that the labeled sample complexity of dealmers is characterized by the VC di-
mension. Our first generic construction is of learners wihieedabeled sample complexity is proportional
to the VC dimension of the concept class. However, the utddbgample complexity of the algorithm is
as big as the representation length of domain elements. eBnedr for a clas€’ starts with an unlabeled
database and uses private sanitization to create a syntatibase, with roughlyC(C') points, that can
answer queries in a class relatedo It then uses this database to choose a subset of the hypstbes
size 20(VC(©) and then uses the exponential mechanism [24] to choose frese thypotheses using the

To simplify the exposition, we omit in this section depentiean all variables except fat, corresponding to the representation
length of domain elements.



O(VC(C)) labeled examples.

As an example, applying this technique with the privatetgaarifor threshold functions from [8] we get
a (semi-supervised) approximate-private proper-leaimrethresholds overX; with optimal O(1) labeled
sample complexity and near optimzfP(°s"(4) unlabeled sample complexity. This matches the labeled
sample complexity of Balcan and Feldman [4] (ignoring thped&lency in all parameters except #yrand
improves on the unlabeled sample complexity.

Our second construction presents a new technique for dsiegethe labeled sample complexity of a
given private learnerd. At the heart of this construction is a technique for chogginon-privately) a
hypothesis using a small labeled database; this hypottsasied to label a bigger database, which is given
to the private learned.

Consider, for example, the concept cIaSS:TANGLEf; containing all axis-aligned rectangles ovedi-
mensions, where each dimension consist&%points. Applying our techniques on the learner fram [8]
results in a non-active semi-supervised private learnén eptimal O(¢) labeled sample complexity and
with O(¢3 - 81°g*(d)) unlabeled sample complexity. This matches the labeled lgacopnplexity of Balcan

and Feldman [4], and improves on the unlabeled sample comtplghenever! < ‘/81035%'

In addition, we present a stronger definition fmivate active learners and show that (most of) our
learners satisfy this stronger definition, while the leesrad [4] do not. We also show that in some settings
the labeled sample complexity does not depend on the prya@meters of the learner.

Related Work. Differential privacy was defined in_[16] and the relaxatianapproximate differential
privacy is from [15]. Most related to our work is the work onvatte learning and its sample complexity [9,
21,12 17| 5 17,18, 19] and the early work on sanitization .[B)im et al. [9] showed that computationally
efficient private-learners exist for all concept classes tan be efficiently learned in tisatistical queries
model [22]. Kasiviswanathan et gl. [21] showed an exampkeaincept class — the class of parity functions
— that is not learnable in the statistical queries model but lse learned privately and efficiently. These
positive results show that many “natural” learning taskat éwre efficiently learned non-privately can be
learned privately and efficiently.

Chaudhuri and Hsu [12] studied the sample complexity neddegrivate learning when the data is
drawn from a continuous domain. They showed that under thettiegs there exists a simple concept class
for which any proper learner that uses a finite number of exasngnd guarantees pure-privacy fails to
satisfy accuracy guarantee for at least one data distwifuti

A complete characterization for the sample complexity aEporivate learners was recently given(in [7],
in terms of a new dimension — tli&epresentation Dimensiptihat is, given a class, the number of samples
needed and sufficient for privately learniagis ©(RepDim(C')). Following [7], Feldman and Xiad [19]
showed an equivalence between the representation dinmesiséoconcept” and the randomized one-way
communication complexity of the evaluation problem for ogpis fromC'. Using this equivalence they
separated the sample complexity of pure-private learmers that of non-private ones.

Dwork et al. [17] showed how to boost the accuracy of priveing algorithms. That is, given a
privatelearning algorithm that has a big classification error, ghieduced grivatelearning algorithm with
small error. Other tools for private learning include, gpgivate SVM [25], private logistic regressian [13],
and private empirical risk minimization [14].

2\We remark that — unlike this work — the focuslifi [4] is on theetegiency of the labeled sample complexity in the approxionati
parameter. As our learners are non-active, their labelegkescomplexity is lower bounded LW(%) (wherec is the approximation
parameter).



2 Preliminaries

In this section we define differential privacy and semi-suised (private) learning. Additional preliminaries
on the VC dimension and on data sanitization are deferreaetappendix.

Notation. We useO,(g(n)) as a shorthand foD(h(y) - g(n)) for some non-negative functioh. In

informal discussions, we sometimes writgg(n)) to indicate thay(n) is missing lower order terms. We
useX to denote an arbitrary domain, aig; for the domain{0, 1}¢.

Differential Privacy. Consider a database where each entry contains informagidaiming to an indi-
vidual. An algorithm operating on such databases is saiddasgovedifferential privacyif its outcome is
insensitive to any modification in a single entry. Formally:

Definition 2.1 (Differential Privacy [16] 15]) DatabasesS; € X™ and Sy € X™ over a domainX are
called neighboringif they differ in exactly one entry. A randomized algoritbdnis (e, ¢)-differentially
private if for all neighboring databaseS;, S, € X™, and for all setsF' of outputs,

Pr[A(S1) € F] < exp(e) - Pr[A(S2) € F] + 6. 1)

The probability is taken over the random coins4f Whend=0 we omit it and say thatl preservegpure
differential privacy, otherwise (wheh> 0) we say that4 preservesapproximatedifferential privacy.

See AppendicdslA arid B for basic differentially private nastbms.

Semi-Supervised PAC Learning. The standard PAC model (and similarly private PAC) focusekearn-
ing a class of concepts from a sample of labeled examples. situation where labeled examples are
significantly more costly than unlabeled ones, it is nattwadttempt to use a combination of labeled and
unlabeled data to reduce the number of labeled examplesde&lich learners may have no control over
which of the examples are labeled, asemi-supervised learningr may specifically choose which exam-
ples to label, as imctive learning In this section we focus on semi-supervised learning. v&diarning
will be discussed in Sectidd 5.

A concepte : X — {0, 1} is a predicate that labeéxamplegaken from the domaiX by either O or 1.
A concept clas€’ over X is a set of concepts (predicates) mappkdo {0, 1}. A semi-supervised learner
is givenn examples sampled according to an unknown probability idigton p over X, wherem < n
of these examples are labeled according to an unkrtavget conceptc € C'. The learner succeeds if it
outputs a hypothesis that approximates the target concept well according to igtelaltion ;.. Formally:

Definition 2.2. Let ¢ and i be a concept and a distribution over a domaih Thegeneralization error
of a hypothesig: : X — {0,1} w.r.t. c and . is defined agrror,(c,h) = Pryu[h(x) # c(x)]. When
error,(c, h) < o we say thath is a-goodfor c and .

Definition 2.3 (Semi-Supervised Learning [28,]29])et C' be a concept classes over a domain and
let A be an algorithm operating on (partially) labeled databaseslgorithm A is an («, 8,n, m)-SSL
(semi-supervised learndgr C if for all conceptsc € C' and all distributionsi, on X the following holds.

LetD = (z;,y:i)l, € (X x {0,1, L})" be a database s.t. (1) eaahis drawn i.i.d. fromy; (2) in the
first m entriesy; = c(x;); (3) in the last(n — m) entriesy; = L. Then,

PrlA(D)=h s.t.error,(c,h) > a] < .

The probability is taken over the choice of the samples fiicend the coin tosses of.
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If a semi-supervised learner is restricted to only outpyidiligeses from the target concept classhen
it is called aproperlearner. Otherwise, it is called amproperlearner. We sometimes refer to the input for
a semi-supervised learner as two databdses (X x {L})"~™ andS € (X x {0,1})™, wherem andn
are thelabeledandunlabeledsample complexities of the learner.

Definition 2.4. Given alabeledsampleS = (xz;,y;)",, the empirical errorof a hypothesis: on S is

errorg(h) = L |{i : h(x;) # v;}|. Given anunlabeledsampleD = (z;)7*, and a target concept, the

—m

empirical errorof h w.rt. D andc is errorp (h, ¢) = L|{i : h(z;) # c(z;)}.

Semi-supervised learning algorithms operate on a (pigti@beled sample with the goal of choosing
a hypothesis with a smadleneralizationerror. Standard arguments in learning theory (see AppdBjlix
state that the generalization of a hypothésisnd itsempirical error (observed on a large enough sample)
are similar. Hence, in order to output a hypothesis with bg@heralization error it suffices to output a
hypothesis with small empirical error.

Agnostic Learner. Consider an SSL for annknownclassC' that uses a (known) hypotheses classlf

H # C, then a hypothesis with small empirical error might not ekisH. Such learners are referred to
in the literature asgnosticlearners, and are only required to produce a hypothesisH (approximately)
minimizing error,,(c, f), wherec is the (unknown) target concept.

Definition 2.5 (Agnostic Semi-Supervised Learnind)et H be a concept classes over a doma&inand let
A be an algorithm operating on (partially) labeled databasafyorithm A is an(«, 8, n, m)-agnostic-SSL
using H if for all conceptsc (not necessarily irf) and all distributionsy: on X the following holds.

LetD = (z;,yi)i~, € (X x {0,1, L})" be a database s.t. (1) eaafyis drawn i.i.d. fromy; (2) in the
first m entriesy; = ¢(z;); (3) in the last(n — m) entriesy; = L. Then,A(D) outputs a hypothesis € H
satisfyingPr[error,(c, h) < minscg{error,(c, f)} +a] > 1 — . The probability is taken over the choice
of the samples from and the coin tosses of.

Private Semi-Supervised PAC learning. Similarly to [21] we define private semi-supervised leagnas
the combination of Definitioris 2.1 abd P.3.

Definition 2.6 (Private Semi-Supervised Learnind)et.A be an algorithm that gets an inpt € (X x
{0,1, L})™. Algorithm A is an («, 3, €, 0,n, m)-PSSL (private SSLjor a concept clas§’ over X if A is
an («, 8,n,m)-SSL forC and A is (¢, ¢)-differentially private.

Active Learning. Semi-supervised learners are a subset of the larger farhifictive learners Such
learners can adaptively request to reveal the labels offgpexamples. See formal definition and discussion
in Sectior{’b.

3 A Generic Construction Achieving Low Labeled Sample Compxity

We next study the labeled sample complexity of private ssupiervised learners. We begin with a generic
algorithm showing that for every concept claSsthere exist a pure-private proper-learner with labeled
sample complexity (roughlyy C(C). This algorithm, calledzenericLearner, is described in Algorithri]1.
The algorithm operates on a labeled databh&isend on an unlabeled database First, the algorithm
produces a sanitizatioP of the unlabeled databagew.r.t. C® (to be defined). Afterwards, the algorithm



usesD to construct a small set of hypothegégwe will show thatH contains at least one good hypothesis).
Finally, the algorithm uses the exponential mechanism tmsé a hypothesis out &f.

Definition 3.1. Given two concepts, f € C, we denotghd f) : Xq — {0,1}, where(hd f)(x) = 1 if
and only ifh(z) # f(z). LetC® = {(hdf) : h,f € C}.

To preserve the privacy of the examplesinwe first create a sanitized version of it> If the entries
of D are drawn i.i.d. according to the underlying distributi@md if D is big enough), then a hypothesis
with small empirical error orD also has small generalization error (see Thedrem B.6). €unér clas-
sifies the sanitized databagewith small error, thus we require that a small erroanmplles a small
error onD. Specifically, ifc is the target concept, then we require that for every C, errorp(f,c) =

fﬁ”{xeD . f(x) # c()}| is approximately the same agror5(f,c) = 03] ‘{xeD : f(z )#c(m)}‘.

Observe that this is exactly what we would get from a sanitimaof D w.r.t. the concept clas§'®c =
{(f®c) : f e C}. As the target conceptis unknown, we letD be a sanitization ob w.r.t. C®, which
containsC®¢.

To apply the sanitization of Blum et al. [10] 0 w.r.t. the clas"®, we analyze the VC dimension of
C? in the next observation, whose proof appears in Appendlix C.

Observation 3.2. For any concept clas€’ over Xy it holds thatVC(C®) = O(VC(C)).

Theorem 3.3. Let C' be a concept class ovex,. For everya, (3, ¢, there exists anja, 3, ¢, 6=0,n,m)-
private semi-supervised proper-learner f6f, wherem = O (VC@ log(L) + ilog(%)), andn =

a” e

o (dVC( Log(L) + élog(%)). The learner might not be efficient.

The proof of Theorerh 313 is via the construction of algoritbhnericLearner (Algorithm[1). See
Appendix[Q for the complete proof.

Algorithm 1 GenericLearner
Input: parametek, an unlabeled databade = (x;)!~,", and a labeled database= (x;, v;)!" ,

1. Initialize H = 0.
2. Construct ane-private sanitizationD of D w.rt. C®, where|D| = O <ﬂr)log( )) =
O (VC(C) log(L )) (e.g., using Theorem A.3).

3. LetB = {by,...,bs} be the set of all (unlabeled) points appearing at least anee i

4. For every(zi,...,z) € lc(B) = {(c(j1),...,c(je)) : ¢ € C}, add toH an arbitrary concept
c e Cs.tc(b) =z foreveryl <i <.

5. Choose and returia € H using the exponential mechanism with inpetéf, S.

Note that the labeled sample complexity in Theokem 3.3 isv@dt(ignoring the dependency in 3, ¢),
as even without the privacy requirement every PAC learnea fdassC’ must havdabeledsample complex-
ity Q(VC(C)). However, the unlabeled sample complexity is as big as gesentation length of domain



elements, that ig)(d - VC(C)). Such a blowup in the unlabeled sample complexity is unaaélin any
generic construction of pure-private learrérs.

To show the usefulness of Theorém]3.3, we consider the cotags THRESH, defined as follows.
Foro < j < 2%lete; : Xy — {0,1} be defined ag;(z) = 1if z < j andc¢j(z) = 0 otherwise.,
Define the concept clas#RESH; = {¢; : 0 < j < 241, Balcan and Feldmanl[4] showed an efficient
pure-private proper-learner f@HRESH, with labeled sample complexit®,, s (1) and unlabeled sample
complexity O, s (d). At the cost of preserving approximate-privacy, and ushegefficient approximate-
private sanitizer for intervals from[8] (in Step 2 of Algthin GenericLearner) instead on the sanitizer
of [10], we get the following lemma (aSenericLearner requires unlabeled examples only in Step 2, and
the sanitizer of([B] requires a database of gizgs  5(8°¢" ).

Lemma 3.4. There exists an efficient approximate-private properfearfor THRESH; with labeled sample
complexityO,, 5 (1) and unlabeled sample complexiy, g 5(8'8" 7).

Beimel et al.[[8] showed an efficient approximate-privateper-learner foTHRESH, with (both labeled
and unlabeled) sample complexi@, s s(16'°¢ ¢). The learner from Lemm@a3.4 has similar unlabeled
sample complexity, but improves on the labeled complexity.

4 Boosting the Labeled Sample Complexity of Private Learnes

We now show a generic transformation of a private learniggrithm A for a clasC into a private learner
with reduced labeled sample complexity (rougM¢(C')), while maintaining its unlabeled sample com-
plexity. This transformation could be applied to a properaarimproper learner, and to a learner that
preserves pure or approximated privacy.

The main ingredient of the transformation is algoritimbel Boost (Algorithm [2), where the labeled
sample complexity is reduced logarithmically. In AlgonitHter Label Boost, presented in Appendix|C, we
use this transformation iteratively to get our learner vatbel complexityO,, g (VC(C)).

Given a partially labeled samplg of sizen, algorithm Label Boost chooses a small subsktof C' that
strongly depends on the points ih so outputting a hypothesis € H may breach privacy. Nevertheless,
Label Boost does choose a good hypothekis H (using the exponential mechanism), but instead of out-
putting £ it relabels part of the samplB usingh and applies4 on the relabeled sample. In Lemial4.1,
we analyze the privacy guarantees of Algoritiirmbel Boost. We do not know if AlgorithmLabel Boost
is a learner. To achieve a learner we add sampling stage®talgorithm. This is done in Algorithm
Inter Label Boost appearing Appendik]C. Algorithninter Label Boost, in addition, also applyies Algo-
rithm Label Boost iteratively in order to further reduce the labeled samplaglexoty.

Lemma 4.1. If Ais (e, )-differentially private, therLabel Boost is (e + 3,4ed)-differentially private.

Proof. Consider the executions dfabel Boost on two neighboring input$;oTioD; and Sy0T50Ds5. If
these two neighboring inputs differ (only) on the last portD then the execution afabel Boost on these
neighboring inputs differs only in Stép 6, and hence Indguél) (approximate differential privacy) follows
from the privacy ofA. We, therefore, assume th&y = D, = D (and thatS,0T17, SyoT5 differ in at most
one entry).

% Feldman and Xiad [19] showed an example of a concept casser X, for which every pure-private learner must have
unlabeled sample complexify(VC(C)-d). Hence, as a function afandVC(C), the unlabeled sample complexity in Theoifen 3.3
is the best possible for a generic construction of pureapeilearners.



Algorithm 2 Label Boost

Setting: Algorithm A operating on patrtially labeled databases of size

Input: A partially labeled databasd® = SoToD € (X x {0,1, L})".

% We assume that the first portion Bf(denoted as$) contains labeled examples. Our goal is to applgn a similar database
where bothS andT are labeled.
1. Initialize H = 0.

2. LetP = {p1,...,pe} be the set of all points € X appearing at least once §vT.

3. Forevery(z,...,z¢) € c(P) = {(c(p1),...,c(pe)) : ¢ € C}, add toH an arbitrary concept
ce Cstc(p) =z foreveryl <i</.

4. Choosée: € H using the exponential mechanism with privacy parametelr, solution setH, and
the databasé.

5. RelabelSoT usingh, and denote this relabeled databasé¢asl’)", that is, if SoT = (v, v:)i_,
then(SoT)" = (v, y})i_, wherey! = h(xz;).

. Executed on (SoT)"oD.

(o))

Denote byH:, P, and by Hs, P, the elementdd, P as they are in the executions blibel Boost on
Si10T10D and onS;oT50D. The main difficulty in proving differential privacy is thdll; and H, can
significantly differ. We show, however, that the distrilmtion relabeled databasgSoT)" generated in
Sted b of the two executions are similar in the sense thasftn eslabeled database in one of the distributions
there exist one or two databases in the other s.t. (1) aletdatabases have, roughly, the same probability,
and (2) they differ on at most one entry. Thus, executing ffferdntially private algorithmA in Stepl6
preserves differential privacy. We now make this argumemnél.

Note that|P; \ P»| € {0, 1}, and letp; be the element i, \ P; if such an element exists. If this is the
case, them; appears exactly once iy o7 . Similarly, letps be the element i, \ P; if such an element
exists. LetK' = P; N Py, henceP; = K or P, = K U {p;}. Therefore|Ilo(K)| < |IIc(P;)| < 2/II¢(K)).
Thus,|H;| < 2|H2| and similarly|Hs| < 2| Hy|.

More specifically, for every’ € IIo(K) there are either one or two (but not more) hypothesed;in
that agree withe'on K. We denote these one or two hypotheseg:py and?] -, which may be identical
if only one unique hypothesis exists. Similarly, we denbje: andh), . as the hypotheses corresponding
to Hy. For every? € II¢(K) we have thatq(S;, h; z) — q(S;, I, 2)| < 1 because if; > = h. - then the
difference is clearly zero and otherwise they differ onlmnNhidh appears at most oncesf. Moreover,
for every? € Il (K) we have thatq(S1, hy ) — q(S2, he z)| < 1 becausé,; > andh; > disagree on at most
two pointspy, p2 such that at most one of them appears$inand at most one of them appearsSin The
same is true for every pair iff; », h/l,f} x {hs z, h/z,z}-

Letw; > be the probability that the exponential mechanism chobgsgsr h;, - in Stef 4 of the execution



on S;oT;0D. We get that for every € Ilo(K),

- exp(3 - q(S1, b 2) + exp(5 - q(S1, 1] )
- > e, exp(5 - (51, f))

D=

wi,z

- exp(5 - q(S1,h1,2)) + exp(5 - ¢(S1, 1] 2))

B Y rerio (i) €xP(5 - 4(S1, ha 7))

- exp(3 - [q(S2, ha,z) + 1]) + exp(5 - [q(Sa, hy z) +1])

3 renox) (exp(% [q(Sa, ho,7) — 1]) + exp(5 - [q(Sa, hh ) — 1]))
< 0. 20 (S22 2)) + exp(s - a(S:, B ) fe uns

1 <
> e, €xP(3 - (52, f))

We can now conclude the proof by noting that for evérg IIo(K) the databasegS;oT})".= and
(S90T3)"2.# are neighboring, and, thereforg§;oT1) .20 D and (S90T3)" 270D are neighboring. Hence,
by the privacy properties of algorithmd we have that for any sef' of possible outputs of algorithm
Label Boost

Pr(Label Boost (SioTioD) € F] = S wy--PrlA <(SloT1)hoD> € Flh € {hy 2 1, )]

IN
]
oy
5
&y

=+ (¢ PrLA((SpoT)"oD) € Flh € {hoz. by 3] +0)

IN

e“t3 . Pr[Label Boost (Sy0Th0D) € F| + 4eé.
U

Consider an execution of algorithftubel Boost on a databasgoT oD, and assume that the examples
in S are labeled by some target concept C. Recall that for every possible labeliagpf the elements i
and inT', algorithm Label Boost adds toH a hypothesis frond’ that agrees witlz. In particular,H contains
a hypothesis that agrees with the target coneamt S (and onT’). That is,3f € H s.t. errorg(f) = 0.
Hence, the exponential mechanism (on Step 4) chooses (w.a.pypothesisi € H s.t. errorg(h) is
small, provided thatS| is roughlylog |H |, which is roughlyVC(C) - log(|S| + |T'|) by Sauer’s lemma. So,
algorithm Label Boost takes an input database where only a small portion of it ieléh and appliest a
similar database in which the labeled portion grows exptakn

It Appendix[CG we embed algorithmhabel Boost in a wrapper algorithm, callediter Label Boost, that
iteratively appliesLabel Boost in order to enlarge the labeled portion of the database. rHsislts in the
following theorem.

Theorem 4.2.Fix «, 3, €. Applyinglter Label Boost on an(c’, 8, €'=1, 6, n,n)-PSSL for a clas€’ results
inan(a+a/, 8+ 5,¢,6,0(2),m)-PSSL forC, wherem = O(5- VC(C)log(55))-

See Appendik T for the details. In a nutshell, the leaier Label Boost could be described as follows.
It starts by training on the given labeled data. In each sigmrt of the unlabeled points is labeled using
the current hypothesis (previously labeled points are i@kdbeled); then the learner retrains using its own
predictions as a (larger) labeled sample. Variants of ttéa i(known as self-training) have appeared in the
literature for non-private learners (e.d., [27] 20, 1]). stated in Theorerm 4.2, in the context mivate
learners, this technique provably reduces the labeledIsatomplexity (while maintaining utility).
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Remark 4.3. Let B be the learner resulting from applyiniter Label Boost on a learnerA. Then (1) IfA
preserves pure-privacy, then so ddgsand (2) If A is a proper-learner, then so is.

Algorithm I'ter Label Boost can also be used as agnostidearner, where the target clagds unknown,
and the learner outputs a hypothesis out of afset C. Note that given a labeled sample, a consistent
hypothesis might not exist if'. Minor changes in the proof of Theorém 4.2 show the followtimgorem.

Theorem 4.4.Fix «, 3, e. ApplyingIter Label Boost on an(a/, ', €'=1,§,n,n)-PSSL for a clas$’ results
inan (o +a/, 8+ f,¢,6,0(%), m)-agnostic-PSSL using, wherem = O( 55 VC(F) log(33))-

To show the usefulness of Theorém]4.2, we consider (a dise@tsion of) the class of all axis-
aligned rectangles (or hyperrectangles)/idimensions. Formally, IeIX'ﬁ = ({0,1}%)¢ denote a dis-
crete/-dimensional domain, in which every axis consist26fpoints. For evenii = (ay, ... ,ag),l? =
(b1,...,by) € X} define the concept;; 7 : X5 — {0,1} wherecy, (&) = 1if and only if for ev-
eryl < i < (it holds thata; < z; < b;. Define the concept class of all axis-aligned rectangles ove
X% asRECTANGLE; = {C[d,g}}ﬁv’;exg- The VC dimension of this class &, and, thus, it can be learned

non-privately with (labeled and unlabeled) sample comipte®,, 5(¢). The best currently known private
PAC learner for this clas§][8] has (labeled and unlabeleapsm complexityO,, 5. 5(£3 - 8187 (). Using

Iter Label Boost with the construction of [8] reduces the labeled sample derily while maintaining the
unlabeled sample complexity.

Corollary 4.5. There exists a private semi-supervised IearnemEIrTANGLEfl with unlabeled sample com-
plexity Oq p.5(¢° - 8¢ (d)) and labeled sample complexiy, s.(¢). The learner is efficient (runs in
polynomial time) whenever the dimensibis small enough (roughly, < log% (d)).

Thelabeledsample complexity in Theoreim 4.2 has no dependenéﬂin would be helpful if we could
also reduce the dependency ©rAs we will later see, this can be achieved in the active legrmodel.

IterLabelBoost vs. GenericLearner. While both constructions result in learners with labelech-sa
ple complexity proportional to the VC dimension, their coastions are different and result in different
unlabeled sample complexity.

We can applylter Label Boost to the generic construction for private PAC learners of Wiagianathan
et al. [21], in which the (labeled and unlabeled) sample derity is logarithmic in the size of the target
concept clas€’ (better constructions are known for many specific caseshgJAgorithm I'ter Label Boost
with their generic construction results in a private seapesvised learner with unlabeled sample complexity
(roughly) log |C|, which is better than the bound achieved®ynericLearner (whose unlabeled sample
complexity isO(log | X |- VC(C))). In cases where a sample-efficient private-PAC learnendsvk, apply-
ing Iter Label Boost would give even better bounds.

Another difference is that (a direct use @fgnericLearner only yields pure-private proper-learners,
where aslter Label Boost could be applied to every private learner (proper or impropeeserving pure
or approximated privacy). To emphasize this differencealighat the sample complexity of pure-private
improper-PAC-learners is characterized by the RepreientBimension|[[7].

Corollary 4.6. For every concept class there exists a pure-private semi-supervised impropemieawith
labeled sample complexity, s (VC(C)) and unlabeled sample complex@, s (RepDim(C)).

“The unlabeled sample complexity dependg @sn depends oad.



5 Private Active Learners

Semi-supervised learners are a subset of the larger famndgtive learners. Such learners can adaptively
request to reveal the labels of specific examples. An aatienkr is given access to a poohotinlabeled
examples, and adaptively chooses to lahatxamples.

Definition 5.1 (Active Learning[[23]) LetC be a concept classes over a domainLet.4 be an interactive
(stateful) algorithm that holds an initial input databage = (z;)], € (X)". For at mostm rounds,
algorithm A outputs an index € {1,2,...,n} and receives an answef € {0, 1}. Afterwards, algorithm
A outputs a hypothesis, and terminates.

Algorithm A is an («, 8,n, m)-AL (Active learner)for C if for all conceptsc € C and all distribu-
tions i on X: If A is initiated on an inputD = (z;)~,, where eachr; is drawn i.i.d. fromy, and if
every index queried byA is answered by; = ¢(x;), then algorithmA outputs a hypothesis satisfying
Prlerror,(c,h) < o] > 1 — . The probability is taken over the random choice of the sasfstem . and
the coin tosses of the learngt.

Remark 5.2. In the standard definition of active learners the learneredfy examples by their value
(whereas in Definitio 5l1 the learner queries the labelsxaingples by their index). E.g.,if = z9 = p
then instead of asking for the label pf algorithm A asks for the label example 5 (or 9). This deviation
from the standard definition is because when privacy is thtoed, every entry ifv corresponds to a single
individual, and can be changed arbitrarily (and regardledshe other entries).

Definition 5.3 (Private Active Learner [4]) An algorithm A is an («, 3, €, 6, n, m)-PAL (Private Active
Learner) for a concept clas€’' if Algorithm A is an («, 8,n, m)-active learner forC' and A is (e, §)-
differentially private, where in the definition of privacyeveonsider the input ofl to be a fully labeled
sampleS = (z;,y;); € (X x {0,1})™ (and limit the number of labelg; it can access ton).

Note that the queries an active learner makes depend oridodivdata and hence, if exposed, may
breach privacy. An example of how such an exposure may oscamiedical research of a new disease
— a hospital may posses background information about ithdals and hence can access a large pool of
unlabeled examples, but to label an example a medical taskided. Partial information about the labeling
queries would hence be leaked to the tested individualseMdormation about the queries may be leaked
to an observer of the testing site. The following definitiemedies this potential breach of privacy.

Definition 5.4. We define the transcript in an execution of an active leatdess the ordered sequence
L= ()", €{1,2,...,n}"™ of indices that4 outputs throughout the execution. We say that a leasher
is (¢, §)-transcript-differentially private if the algorithm whesnput is the labeled sample and whose output
is the output of4 together with the transcript of the execution(isd)-differentially private. An algorithm
Aisan(a, §,€,0,n,m)-TPAL (transcript-private active-learneigr a concept clas§’ if Algorithm A is an

(a, B,n, m)-Active learner forC' and A is (e, 0)-transcript-differentially private.

Recall that a semi-supervised learner has no control ovaxthwdi its examples are labeled, and the in-
dices of the labeled examples are publicly known. Henceivatersemi-supervised learner is, in particular,
a transcript-private active learner.

Theorem 5.5.1f Ais an(a«, 8,¢,6,n,m)-PSSL, themd is an («, 3, €, 0, n, m)-TPAL.

In particular, our algorithms from Sectiohs 3 ddd 4 satisBfibition[5.4, suggesting that the strong
privacy guarantees of Definitidn 5.4 are achievable. SeeeAg[C for a discussion about Definitiobn b.4.
The private active learners presented_in [4] as well as thari#thm described in the next section only satisfy
the weaker Definition 5]3.
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5.1 Removing the Dependency on the Privacy Parameters

We next show how to transform a semi-supervised privatenégad into an active learneB8 with better
privacy guarantees without increasing the labeled sangigtexity. Algorithmi3, on input an unlabeled
databasé), randomly chooses a subset of the inplisC D and asks for the labels of the exampledih
(denote the resulting labeled databasé&asAlgorithm 5 then appliesd on D, S. As the next claim states,
this eliminates thelL factor from the labeled sample complexity as the (perhapsradrial) choice for the
input database is independent of the queries chosen.

Claim 5.6. If there exists arja, 3, €*, 6, n, m)-PSSL for a concept clags, then for every there exists an
(a, B, €, %65, t, m)—PAL (private active learner) fo€’, wheret = (3 + exp(2¢*)).

The proof of Claini 5.6 is similar to the sub-sampling techwaidor boosting the privacy parametersi[21,
5] (see Appendikx_C for the details). This transformationsprees the efficiency of the base (non-active)
learner. Hence, a given (efficient) non-active privateriearfor a clas<C could always be transformed
into an (efficient) active private learner whose labeledg@armomplexity does not depend enApplying
Claim[5.6 to the learner from Theorém ¥.2 result in the follaytheorem, showing that the labeled sample
complexity of private active learners has no dependencidrptivacy parameteksands.

Theorem 5.7. For everya, o, 3,5, ¢,6,n, if Ais an(d/,3,¢'=1,§,n,n)-PSSL for a concept class,
then there exists afw + o, 8+ ', €,6,0(2), m)-PAL for C wherem = O (é VC(O) - log(a—lﬁ)) .

Acknowledgments. We thank Aryeh Kontorovich, Adam Smith, and Salil VadhanHelpful discussions
of ideas in this work.
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A Some Differentially Private Mechanisms

A.1 The Exponential Mechanism [24]

We next describe the exponential mechanism of McSherry aiwlaf [24]. We present its private learning
variant; however, it can be used in more general scenarios.gbal here is to chooses a hypothésis H
approximately minimizing the empirical error. The choisgrobabilistic, where the probability mass that
is assigned to each hypothesis decreases exponentidilytsvémpirical error.

Algorithm 3 Exponential Mechanism
Inputs: Privacy parametey, finite hypothesis clasl, andm labeled example§ = (z;, y;)!" ;.

1. Vh € H defineq(S,h) = |{i : h(x;) = v}

2. Randomly choosg € H with probability s 20y,
S )

3. Outputh.

Proposition A.1 (Properties of the Exponential Mechanisr{i) The exponential mechanisnxislifferentially
private. (i) Leté = min se gy {errorg(f)}. For everyA > 0, the probability that the exponential mechanism
outputs a hypothesis such thaterrorg(h) > é + Ais at most H| - exp(—eAm/2).

A.2 Data Sanitization

Given a databasé = (x4, ..., z,,) containing elements from some domain the goal of data sanitization
is to output (while preserving differential privacy) anettdatabases that is in some sense similar
This returned databaseis called asanitizeddatabase, and the algorithm computisigs called asanitizer

For a concept: : X — {0,1} defineQ. : X* — [0,1] asQu(S) = & - ({@' . c(z;) = 1}|. Thatis,
Q.(9) is the fraction of the entries if that satisfyc. A sanitizer for a concept class is a differentially
private algorithm that given a databaSeutputs a databases.t. Q.(S) ~ Q.(S) for everyc € C.

Definition A.2 (Sanitization[[10]) LetC be a class of concepts mappiAgto {0, 1}. Let.A be an algorithm
that on an input databas® € X* outputs another databasg¢ € X*. Algorithm A is an(«, 3,¢€,0,m)-
sanitizer for predicates in the clasgs, if

1. Ais (e, d)-differentially private;

2. For every inputS € X™, the size of the database satisfies:

Py [Elc € C'st.|Qu(S) — Qu(S)| > a| < 8.
The probability is over the coin tosses of algoritbdn As before, wheh=0 (pure privacy) we omit it from
the set of parameters.

Theorem A.3 (Blum et al. [10]) For any class of predicate§' over a domainX, and any parameters
a, B, €, there exists afia, 3, €, m)-sanitizer forC', provided that the size of the databasesatisfies:

log |X| - VC(C) - log(1/a) log(l/ﬁ)> |

ode eQ

mZO(
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The returned sanitized database conta@(s\%(gc) log(1)) elements.

B The Vapnik-Chervonenkis Dimension

The Vapnik-Chervonenkis (VC) Dimension is a combinatomigasure of concept classes that characterizes
the sample size of PAC learners. lt@be a concept class over adomainand letB = {b;,...,bs} C X.

The set of all dichotomies oB that are realized by’ is I1¢(B) = {(c(bl), coc(by)) e € C}. A set
B C X is shatteredby C if C realizes all possible dichotomies ovBri.e.,II(B) = {0, 1}/ZI.

Definition B.1 (VC-Dimension [[30]) TheVC(C) is the cardinality of the largest sé¢ C X shattered by
C'. If arbitrarily large finite sets can be shattered by thenVC(C) = oc.

Sauer’s lemma bounds the cardinalitylef (B) in termes ofVC(C) and|B|.

Theorem B.2([26]). LetC be a concept class over a domai and letB C X such that B| > VC(C).

VC(C
It holds thatlIc(B) < (%) ©

B.1 VC Bounds

Classical results in computational learning theory stiat¢ & sample of sizé(VC(C)) is both necessary
and sufficient for the PAC learning of a concept cléssThe following two theorems give upper and lower
bounds on the sample complexity.

Theorem B.3([18]). For any(«, 6<%, n,m)-SSL for a clas€” it holds thatm > %

Theorem B.4 (VC-Dimension Generalization Bound [30,/11])et C and D be a concept class and a

distribution over a domaitk . Leta, 8 > 0, andm > £(VC(C) In(28) +1n(%)). Fix a concept € C, and
suppose that we draw a sam@e= (x;, y;)/",, wherex; are drawn i.i.d. fromD andy; = ¢(z;). Then,

Pr[3h € C s.t.errorp(h,c) > a A errorg(h) =0] < 5.

Hence, an algorithm that takes a samplerot= Q, g(VC(C')) labeled examples and outputs a concept
h € C that agrees with the sample is a PAC learnerdor The following is a simple generalization of
Theoreni B.A.

Theorem B.5(VC-Dimension Generalization Bound).et C' and ;. be a concept class and a distribution
over a domainX. Leta, > 0, andm > £ (IOVC(C’) log(48¢) +10g(%))>. Suppose that we draw a
sampleS = (x;)~,, where eaclx; is drawn i.i.d. fromu. Then,

Pr[3e,h € C s.t.errorp(c,h) > o A errorg(c,h) < o/10] < .

The above theorem generalizes Theorem B.4 in two aspecss, iFholds simultaneously for every pair
¢, h € C, where as in Theorem B.4 the target concejstfixed before generating the sample. Second, The-
orem[B.4 only ensures that a hypothesisas small generalization errorefrorg(h) = 0. In Theoreni B.b
on the other hand, this is guaranteed evemifrg(h) is small (but non-zero).

The next theorem handles (in particular) the agnostic gasehich the concept class is unknown and
the learner uses a hypotheses classIn particular, given a labeled sampfethere may be n& € H for
whicherrorg(h) is small.
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Theorem B.6(VC-Dimension Agnostic Generalization Bound [3,.2Det H and 1 be a concept class and
a distribution over a domainX, and letf : X — {0,1} be some concept, not necessarilydn For a

sampleS = (x;, f(z:))%, wherem > XS0 1n( L) and eachy; is drawn i.i.d. fromy, it holds that

Pr [V h € H, |errory(h, f) — errorg(h)| < a} >1-p.

Notice that the sample size in TheorémB.6 is larger than émepte size in Theorein B.5, where,
basically, the former is proportional t& and the latter is proportional tb.

C Omitted Proofs

C.1 Proving the Correctness of AlgorithmGenericLearner

Let C be a concept class ovéf,, and letB = {b1,...,b;} C X,. Recall that the projection af on B is

IIe(B) = {{c(b1),...,c(by)) : c € C}.

Observation[3:2. For any concept clas€’ over Xy it holds thatVC(C®) = O(VC(C)).

Proof. First note that for every8 = {b1,...,b,} C X4

Hee(B) = {{(h® f)b1),...,(h& f)(be)) - h, f € C}
= {{Abr), - h(be)) ® (f(b1), ..., f(be)) < o, f € C}
= {(Ab1), ..., h(be)) s h € C} & {(f(br), ..., f(be)) : f € C}

2VC(C
Therefore, by Sauer's lemaB|B s (B)| < [l (B)* < (ch) ( ). Hence, forC?® to shatter
VC(0)

2
asubsetB C X, of sizel it must be that(vgfc)> > 2¢ For¢ > 10 VC(C) this inequality does not

hold, and we can conclude theC(C?) < 10 VC(C). O

Theorem[3.3. Let C be a concept class over the domdif, 1}¢. For everya, 3, ¢, there exists an
(o, B,€,0=0,n, m)-private semi-supervised proper-learner fof, wheren = O, g(d - VC(C)), and

m >0 (VC(C) log(1)+ L log(%)). The learner might not be efficient.

Proof. Note thatGenericLearner only accesse® via a sanitizer, and only accessgsising the exponen-
tial mechanism (on Step 5). As each of those two mechanisendifferentially private, and a® andS are
two disjoint samples(GenericLearner is e-differentially private. We, thus, only need to prove thathw
high probability the learner returns a good hypothesis.

Fix a target concept € C' and a distributior: over X, and define the following three “good” events:

Ey : Foreveryh € C it holds thatjerrorg(h) — error(h, c)| < 32.
E5 : The exponential mechanism choosesian H such thaerrorg(h) < § + mingeq {errors(f)}.

Ej : Foreveryh € H s.t.errorg(h) < 22, it holds thaterror,(c, h) < o
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We first observe that when these three events happen algofitnericLearner returns am-good
hypothesis: For everyy,...,y,) € Illo(B), algorithmGenericLearner adds toH a hypothesisf s.t.
V1 <i </, f(b;) = y;. In particular, H contains a hypothesis* s.t. h*(z) = c(x) for everyz € B,
that is, a hypothesig* s.t. errory(h*,c) = 0. As eventE; has occur we have that this® satisfies
errorg(h*) < %“‘ Thus, eventt; N E, ensures that algorithr&enericLearner chooses (using the ex-
ponential mechanism) a hypothesiss H s.t. errorg(h) < %‘ Event F5 ensures, therefore, that this
satisfieserror,,(c, h) < a. We will now showE; N E, N E3 happens with high probability.

Standard arguments in learning theory state that (w.hhp.empirical error on a (large enough) random
sample is close to the generalization error (see Thebrein Bpecifically, by setting: andm to be at
least232 VC(C) In(23), Theoreni B6 ensures that with probability at le@st- 23), for everyh € C the

foIIowmg two inequalltles hold.
2
3)

lerrorg(h) — error,(h,c)| < %
<

lerrorp(h, c) — error,(h, c)|

ol 2

Note that Eventr3 occurs whenever Inequality]l(2) holds (sinleC C'). Moreover, by setting the size of
the unlabeled databage — m) to be at least

(n—m)> 0 (d.vc(o@)log(é) +1og(%)> 0 (d-VC(C)log(é) +log(%)>
a ade

ode eQ eQ

Theoreni A.B ensures that with probability at le@st %) forevery(h® f) € C? (i.e., for everyh, f € C)
it holds that

= 2 |Quen(D) - Quon(D)|

1 1 -
'W\{weD (o)) =1 - Zl{reD (h@f)(x)zl}\‘

1 ~
"D,\{w €D : h(z) # f(x)}] - ﬁ!{x €D : hx) # f(x)}!'
= |errorp(h, f) — errorg(h, f)|.
In particular, for every: € C' it holds that

(4)

SRS

|errorp(h, ¢) — errorg(h, c)| <

Therefore (using Inqeualities](2)}(8),(4) and the trignglequality), EvenE; N E5 occurs with probability
atleast(1 — %7).

The exponential mechanism ensures that the probabilityesfté’, is at leastl — |H| - exp(—eam/10)
(see Propositiofl Al1). Note thasg |H| < |B| < |D| = O (Vigc) log(é)). Therefore, form >

O (%@ log(1)+ L log(%)), EventE, occurs with probability at leagt — 2).

oo( L
All'in all, by settingm > O (VC(C) log(1)+ L log(%)), andn > O <d'vc(§3:°g(bl‘) + ge(of)>, we
ensure that the probability éfenericLearner failing to output anv-good hypothesis is at most O
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C.2 Proving the Correctness of AlgorithmLabelBoost and Algorithm IterLabelBoost

In this section we present the iterative version of algamithabal Boost, and proove its proerties (stated
in Theorem4.R2). Consider algorithdter Label Boost (Algorithm [4). Recall that applying algorithm
Label Boost on an algorithmA reduces the labeled sample complexity (logarithmicalBasically, Algo-
rithm Iter Label Boost simply appliedabel Boost iteratively in order to further reduce the labeled sample
complexity. Every such application deteriorates the pyvearameters, and hence, every iteration includes
a sub-sampling step, which compensates for those privasg$o

Before analyzing algorithniter Label Boost we recall the sub-sampling technique framl[21, 5].

Claim C.1 ([21,(5]). Let.A be an(e*, §)-differentially private algorithm operating on databasefssizen.
Fix e < 1, and denote = Z(3 + exp(e*)). Construct an algorithni that on input a databas® = (z;)!_,
uniformly at random selects a subskiC {1,2,...,t} of sizen, and runs.A on the multiseD; = (z;);c .

Then,B is (e, ﬁ}%é) -differentially private.

Remark C.2. In Claim[C.]1 we assume that treats its input as a multiset. If this is not the case, then
algorithm B should be modified to randomly shuffle the elemenis jrbefore applying4 on D;.

Claim[C.] boosts privacy by selecting random elements flmendatabase and ignoring the rest of the
database. The intuition is simple: Fix two neighboring HatesD, D’ differing (only) on theiri™ entry. If
the i entry is ignored (which happens with high probability), itbe executions o and onD’ are the
same (i.e., perfect privacy). Otherwige?, ¢)-privacy is preserved.

In algorithm I'ter Label Boost we apply the learne on a database containingi.i.d. samples from
the databasé (Steps#). Consider two neighboring databaBe®)’ differing on their:™ entry. Unlike in
Claim[C.1, the risk is that this entry will appear severaldsin the database on whichis executed. As
the next claim states, the affects on the privacy guaramteesmall. The intuition is that the probability of
thei" entry appearing “too many” times is negligible.

Claim C.3. Lete < 1 and.4 be an(e, ¢)-differentially private algorithm operating on databasefssizen.
Applying algorithmB (algorithm[5) onA results in a(ln(244), 24674)-differentially private algorithm.

Proof. Fix two neighboring databasds, D' € X™ differing on theiri?” entry, and fix a set of outcoméds
Consider an execution @& on D (and onD’), let V denote the vector chosen on Step 1, and.lelenote
the number of appearancesion the vector!.

First note that sinceD and D’ differ in just thei™ entry, it holds thatPr[B(D) € F|L = 0] =
Pr[B(D’) € F|L = 0]. Moreover, observe that

-0 - =< () () < () () - 6
Now,

Pr[B(D) € F| = Zn:Pr[L =/{]-Pr[B(D) € F|L =/
=0

- Zn:Pr[L ={]) Pr[V =uv|L ={] PrlA(D,) € F.
£=0 v
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Algorithm 4 Iter Label Boost
Setting: Algorithm A4 with (labeled and unlabeled) sample complexity
Input: An unlabeled databage € X% and a labeled databases (X x {0,1})™.

1. Seti = 1.
2. While|S| < 300n:

% S denotes the currently labeled portion of the database.dn igeration,|S| grows exponentially. The loop ends
whenS is big enough s.t. we can apply the base leavhen S.
L _a_ . B
(@) Denoter; = 5757, andf; = ;5.
(b) LetT be the firstmin < 300007, %VC(C) exp(#‘géc)) - 100|S|} elements ofD, and
removeT from D. Fail if there are not enough elements/in

% We consider the input as a one datab@sel'oD) € (X x {0,1, L})". The functionality of this step can,
therefore, be viewed as changing the index in whitlnds andD begins.

(c) Delete (permanentlyys|7’| random entries frorfl’, and-%- |.S| random entries fron.
% Every iteration deteriorates the privacy parameters. tiidgefore, boost the privacy guarantees using sub-
sampling.

(d) Initialize H = (.
(e) LetP ={p1,...,p¢} be the set of all points € X appearing at least onceinorin S.

(f) For every(zi,...,2z) € le(P) = {(c(p1),...,¢c(pe)) : ¢ € C}, add toH an arbitrary
conceptc € C' s.t.c(p;) = z; foreveryl < j < /.

(g) Chooseh € H using the exponential mechanism with privacy parametdr, solution set,
and the databasg.

(h) LabelT usingh, and relabels usingh.
(i) Add every element of to S.
() Seti =i+ 1.

3. Delete23?|S| random entries frons.

% Boosting privacy guarantees.

4. LetS’ denote the outcome 6f | i.i.d. samples front.
% We applyA onn i.i.d. samples fronb. As A is a learner, it is required to output (w.h.p.) a hypothestk small
error onsS. We will show that this suffices to achieve low generalizagoror (w.h.p.).

5. Executed on §’.
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Algorithm 5 B

Inputs: Algorithm A and a databas® = (x;)!" .

1. Uniformly at random seledt = (vq,vs,...,v,), where eachy; is chosen i.i.d. from{1,2,...,n}.
2. LetDy = ().

3. RunAonDy.

Letv € {1,...,n}" be s.t. the number of appearances of v is ¢, and letw € ({1,...,n} \ {i})".

We denote bw,, the vectorv where every appearance ofn it is replaced with its corresponding entry
from w. For example, ifi = 5 andv = (9,2,5,8,5,4,2,5,1), then forw = (2,9,4) we getv,, =
(9,2,2,8,9,4,2,4,1). Moreover, lefiV; denote a randorw € ({1,...,n}\ {i})’.

Pr[B(D) € F|

= z": Pr[L = ¢
=0

z”: Pr[L = /]

(=0

= Zn: Pr[L = ¢
=0

IN

DPrV=vlL=04 > PrWe=u]-PrlA(D,) € F]
v we({1,...,n}\{i})¢

le 1
v we({1,...,n}\{i})¢

1 1 ‘e efc —1
S L e (0 PldwL) e Al S 0)
v (4)(n 1) we({L,...n\{i})* (n—1) er—1

Note that for every, every choice fow,, appears in the above sum exac(tw times (as the number of
choice for a matching). Therefore,

Pr[B(D) € F|

< zn:Pr[L
=0

= Zn:Pr[L
=0

= zn:Pr[L
=0

= Pr[B(D') € F|L =0 zn:Pr[L = (e’ + zn:Pr[L =/

N 1 le eZE -1
= Z =D . <e -Pr[A(D,,) € F]+ e€—15>
vw€({L,..,n\{i})"
le
B e e —1
= (] ) i Priv,] (e PriA(Du,) € FI+ 2 5)

Vw E({l,ﬂl}\{’l})

= (] <efﬁ Pr[B(D) € F|L = 0] + - _115>

et —

Similar arguments show that

Pr[B(D') € F]

pr—
=0 =0
> Pr[B(D') € FIL=0]> Pr[L ={e =) Pr[L = (5.
=0 =0
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Hence,

Pr[B(D') € F]+ > )_oPr[L = (]t5 e o efc —1
Pr[B(D) € F] < - = -y Pr[L=/{e"“+ ) Pr[L=/] o
> p_o Pr[L = f]e—*te ; ZZ::O ef —1
PrB(D') € F1+ Y o(5)%6 <~ rent 40 ~=yenlels—1
< = : —) ete - .
= 1/4 ;(Qe +Z:o<€) 10
Fore < 1 we get that
/
Pr[B(D) € F] < Pr{B(D )i 4F] 100 61 + 366
= 244Pr[B(D') € F| + 24765,
]

We next prove the privacy properties of algorithiter Label Boost.
Lemma C.4. If Ais (1,0)-differentially private, thenter Label Boost is (1, 416)-differentially private.

Proof. We think of the input oflter Label Boost as one databasB € (X x {0, 1, L})%0000n+m = Note
that the number of iterations performed on neighboringlzigas is identical (determined by the parameters
«, B,n,m), and denote this number &. Throughout the execution, random elements from the input
database are deleted (on Step 2c). Note however, that thefdize database at any moment throughout the
execution does not depend on the database content (de¢ertoynthe parametexs, 5,n, m). We denote
the size of the database at the beginning ofithiteration asn(i), e.g.,n(1) = 90000n + m.

Let £; denote an algorithm similar tbter Label Boost, except that only the lastiterations are per-
formed. The input ofz; is a database X x {0,1, L})"™=t1  We next show (by induction ot)
that £, is (1, 410)-differentially private. To this end, note that an execatif £, consists sub-sampling
(as in Claim[C.1), i.i.d. sampling (as in Claim_C.3), and gpg the (1,)-private algorithm.A. By
Claim[C.3, step§1445 preseryin(244),2476)-differential privacy, and, hence, by Claim C.1, we have
that L is (1,410)-differentially private.

Assume that’;_ is (1, 410)-differentially private, and observe thét could be restated as an algorithm
that first performs one iteration of algorithier Label Boost and then applie£;_; on the databases, S
as they are at the end of that iteration. Now fix two neighlipdatabase®; , B, and consider the execution
of £; on B; and onBs.

Let S, TP, D} andsS5, T?, D} be the databases; T', D after Stefy 2b of the first iteration @¥, on B; and
on By (note thatB; = S%TPoD® and By = S0T2oDY). If By and B, differ (only) on their last portion,
denoted ag}, DY, then the execution of, on these neighboring inputs differs only in the execution of
L;_1, and hence Inequality (1) (approximate differential prigafollows from the privacy ofC; ;. We,
therefore, assume th&? = D} (and thatSoT? and S50T? differ in at most one entry). Now, note that
L, begins by subsamplingl; fraction of the elements i8¢ and in7} (or in S5 and in7Y). Denote the
resulting databases (i.e., the databaSeE as they are after Stépl2c) &%, 77 (and asSS5,Ts). Let £}
denote an algorithm similar t6; except without Step 2c, operates on partially labeled databases of size
|S¢|+ |Ts| + | DY). By Claim[C.1, it suffices to show tha, is (4, 5906)-differentially private. Finally, note
that £} is identical toLabel Boost with £;_; as the base learner. A&_; is (1, 414)-differentially private,
Lemme4.1 states thdl, is (4, 446)-differentially private. O

Before proceeding with the utility analysis, we introduoddllowing notations.
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Notation. Consider the!™ iteration of Iter Label Boost. We letS; and T, denote the elementS, T as
they are after Stelp Pc, and ketdenote the the hypothesgischosen on Step 2g.

Claim C.5. With probability at least1 — ;) we have thatrrorg, (h;) < a;.

Proof. Let H;, P; denote the elementd, P as they are in thé" iteration, and note that by Sauer’s lemma,

| H;l Mo (R

€‘PZ‘ VC(C)
<
- VC(C)

<e<m| + |&-|>>VC<C>
VC(C)

. alsi 1\ VC©)
e105 VO(C) exp(555y)

VC(CO)

Bi | Si vete)
= (100 eXp(W«;)))

(673 Sz
Bi exp( |2 |)-

For every(z1,...,z¢) € Ilo(F;), algorithm I'ter Label Boost adds toH; a hypothesisf s.t.V1 < j <
¢, f(p;j) = z;. In particular, H; contains a hypothesig* s.t. errorg, (f*) = 0. Hence, Proposition_ Al1
(properties of the exponential mechanism) ensures thatrtimbility of the exponential mechanism choos-
ing anh; s.t.errorg, (h;) > «; is at most

IN

(673 SZ
| Hi -exp(——|2 |) < B

O

Claim C.6. LetIter Label Boost be executed with a base learner with sample complexiand on databases
D, S. If |D| > 90000n, thenIter Label Boost never fails on Step 2b.

Proof. Let T}’ denote the databadeas it is after Step 2b of thd iteration, and denote the number of iter-
ations throughout the execution & We need to show thgt X | T < 90000n. Clearly,|T%|, |T%_,| <
30000n. Moreover, for everyl < i < N we have tha{7}| > 2|77 ,|. Hence,

N 0o
1
Tib < 30000n + 300007 — = 90000mn.
O

Notation. We useexpl’(-) to denote the outcome ofrepeated applications of the functierp(-). For
exampleexpl?(3) = 3, andexpl?(3) = ¢’.

Claim C.7. Fix «, 8. LetIter Label Boost be executed on a base learner with sample complexiand on
databasesD, S, where| D| > 90000n and|S| > 57600 VC(C) log(L%). In every iteration;

2 ) expli=1l(3).

(2]

1511 = T VO(C) log
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Proof. The proof is by induction om. Note that the base case (fioe 1) trivially holds, and assume that
the claim holds for — 1. We have that

7 — i— Tz
|55 100(|5 1]+ | 1))

1 Big
= T000 ¢ YCORSyEE )

1 ﬁi—l 2 [i—2]
10000 e VC(C’)exp(QOlog(iai_lﬁi_l)exp (3))

1 B 2 20 expli=2(3)
10000 e VC(C)(Oéi—lﬁi—l)

1 ﬁl 1 2 180Xp[i72](3) [i—l}
0000 ¢ VC@ (ai_lﬁi_l) exp(3)

1 /Bi—l 2 [i— 1]
10000 < VC(C)(iai_lﬁi_l) exp!”(3)

@VC(C') log( ?ﬁl)exp[i_”(?.).

a;—1]Si—1]

v

v

v

v

v

O

Recall that the loop of Stdg 2 in Algorithifter Label Boost stops whenS > 300n. Hence, the above
claim implies the following corollary.

Corollary C.8. There are at mos(log™ n) iterations throughout the execution fer Label Boost on a
base learnet4 with sample complexity.

Claim C.9. Let IterLabel Boost be executed on databasés, S containing i.i.d. samples from a fixed
distribution 1, where the examples if are labeled by some fixed target concept C, and|S| >
ST6000 VC(C) log (X8). The probability thatrror, (¢, hi) > 12375, a; is atmosR 35 _, B;.

Proof. The proof is by induction on. Note that fori = 1 we have thatS; contains% VC(C) IOg(al -)
i.i.d. samples fromu that are labeled by the target concept By Claim[C.5, with probability at Ieast
(1 — 1), we have thatrrorg, (h1) < 1. In that case, Theorem B.5 (the VC dimension bound) stats th
with probability at least1 — ;) it holds thaterror,, (¢, h1) < 12a.

Now assume that the claim holds f@r— 1), and consider thé" iteration. Note thaiS; contains i.i.d.
samples from that are labeled by; ;. Moreover, by Claini'C]7, we have tha;| > 42 VC(C) log(a%_).
By Claim [C.5, with probability at leastl — 3;), we have thatrrors, (h;) < ;. If that is the case,
Theoreni B.b states that with probability at leést- £;) it holds thaterror,,(h;—1,h;) < 12a;. So, with
probability at least(1 — 2;) we have thatkrror,(h;—1,h;) < 12¢;. Using the inductive assumption,

the probability thaterror,(c,h;) < error,(c, hi—1) + error,(hi—1,h;) < 12 Z§=1 a; is at least(l —

23521 55)- O

Lemma C.10. Fix a, 8. Applying Iter Label Boost on an (¢, ',n,n)-SSL for a clasg” results in an
(a+a/,B+B,0(n),m)-SSL forC, wherem = O(2 VC(C) log(aiﬁ)).

Proof. Let I'ter Label Boost be executed on databasBsS containing i.i.d. samples from a fixed distribu-
tion 12, where|D| > 90000n and|S| > 5100 VC(C) log(L%). Moreover, assume that the examplessin
are labeled by some fixed target concept C'.
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Consider the last iteration of Algorithmhiter Label Boost (sayi = N) on these inputs. The intuition
is that after the last iteration, when reaching S$tep 4, thabdeeS is big enough s.t.A returns (w.h.p.) a
hypothesis with small error ofi. This hypothesis also has small generalization errdf eslabeled byh
which is close to the target concept (by ClaimIC.9).

Formally, let S® denote the databasg as it after Stefi]3 of the execution, and lg}, denote the
hypothesis returned by the base learmeon Step b. By the while condition on Stép 2, we have that
|S3] > n. Hence, by the utility guarantees of the base leatdewith probability at least(1 — 3)
we have thatrrorgs(hin) < /. As|S%| > g5]S| > L2 VC(C)log(T8), and ass? contains ii.d.
samples fromu labeled byhy, Theorem B.b states that with probability at leést— g) it holds that

error, (hfin, hy) < §. By Claim[C.9, with probability at leagtl — 2N B > (1 - g) it holds that
error,(c,hy) < 12 Zj.:lai < &. All'in all (using the triangle inequality), with probalii at least

(1 - — B) we get thaerror, (¢, hfin) < o + a. o
Combining Lemm&CJ4 and LemaCl10 we get the following teeor

Theorem C.11. Fix «, 8. ApplyingIter Label Boost on an(a/, 3, ¢'=1,,n,n)-PSSL for a clas€’ results
inan (o +a/, f+ ', ¢'=1,416,0(n), m)-PSSL forC, wherem = O(% VC(C) log(33))-

Using Claim[C.1 to boost the privacy guarantees of the leanemulting from Theorerh C.11, proves
Theoreni 4.P:

Theorem[4.2 Fix «, 3,e. ApplyingIter Label Boost on an(d/, ', €'=1,6,n,n)-PSSL for a clas€’ re-
sultsin an(a + o/, 3+ §',¢,6,0(2),m)-PSSL forC, wherem = O(; VC(C) log(33))-

C.3 A Lower Bound for Transcript-Private Active-Learners
Recall Definitior 5.%# from Sectidnd 5.

Definition 5.4 We define the transcript in an execution of an active leatdeas the ordered sequence
L= (4)", €{1,2,...,n}"™ of indices that4 outputs throughout the execution. We say that a leasher
is (¢, §)-transcript-differentially private if the algorithm whesnput is the labeled sample and whose output
is the output of4 together with the transcript of the execution(isd)-differentially private. An algorithm
Aisan(a, 8, €,6,n,m)-TPAL (transcript-private active-learneigr a concept clas¢’ if Algorithm A is an

(o, B,m, m)-Active learner forC and A is (¢, §)-transcript-differentially private.

As mentioned in Sectidn 5, our algorithms from Sectiohs 34edtisfy Definitiorf 5.4, suggesting that
the strong privacy guarantees of Definition|5.4 are achievatowever, as we will now see, this comes with
a price. The work on (non-private) active learning has nyaiotused on reducing the dependency of the
labeled sample complexity im (the approximation parameter). The classic result in gdgmne states that
the labeled sample complexity of learniT§RESH;; is O(log(é)), exhibiting an exponential improvement
over theQ(é) labeled sample complexity in the non-active model. As thd titeorem states the labeled
sample complexity of every transcript-private activerhes for THRESH,; is lower bounded by)(é).

Theorem C.12. For every(a, 3, €, §, n, m)-TPAL for THRESH, it holds thatm = Q ().

Proof. Let A be an(a, 8, ¢,0,n, m)-TPAL for THRESH,;. Without loss of generality, we can assume that
n > 1 ln(ﬁ) (since A can ignore part of the sample). Dendge= {0, 1,...,8an}, and consider the

following thought experiment for randomly generating aeligll sample of size.
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1. LetD = (x1,x9,...,x,) denote the outcome ef uniform iid draws fromX,.
2. Uniformly at random choosec B, and letc; € THRESH, be s.t.c;(z) = 1iff 2 < ¢.
3. ReturnS = (zj, c¢ (i)l 4.

The above process induces a distribution on labeled sarop&zen, denoted a$. Let.S ~ P, and
consider the execution of on S. Recall that4 operates on the unlabeled portionsand actively queries
for labels.

We first show thatd must (w.h.p.) ask for the label of at least one exampl8irTo this end, note that
even given the labels of all ¢ B, the target concept is distributed uniformly &7 and the probability that
A fails to output arv-good hypothesis is at Iea%t Hence,

B > Pr|Afails]

Pr
5,A
s> p [ A does not ask for the labell
- S,};l | of any point inB and fails

A does not ask for the
label of any point inB

A does not ask for th _
B 51?,121 | label of any point inBj '5}21 [A fails

> o
- 51*351 | label of any point inB

[ Adoes not ask for thg 3
4
Thus, A asks for the label of a point if? with probability at leasf1 — %B).
Let b denote the the number of elements frdmin the databasé. Standard arguments in learning

theory (see Theorefn B.6) state that with all Buprobability it holds thafan < b < 9an. We continue
with the proof assuming that this is the case. Now choosedorar* from S s.t. z* € B. Note that

Pr [A(S) asks for the label of*] > Pr[b < 9an]- Pr [A(S) asks for the label af*|b < 9an]

S,z*, A S S,z*, A
(1-38)
> (1-p8) —=>——~
= A) 9an
_ %5
9an

Choose a randont from S (uniformly), and construct a labeled samgié by swapping the entries
(z*,c(x*)) and (z,c(2)) in S. Note thatS’ is also distributed according 8, and thatz is a uniformly
random element of’. Therefore,

Pr [A(S') asks for the label of] < .
S,z*,&,A n
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As S andS’ differ in at most 2 entries, differential privacy statesttha
mos  py [A(S") asks for the label of |
n S,x*,z,A
= ) Pr[S.a",d]- Pr [A(S") asks for the label of |
S,x*, &
> ) PrfSat 4] e Pr[A(S) asks for the label af*] — 3(1 + ¢ ™)
S,x*, &

— 2. JPr [A(S) asks for the label of "] — 5(1 + ¢ ™)

7
> 6—26 . L - gﬁ
- 9an

Solving form, this yieldsm = Q(1).

—o0(1+ec).

C.4 Removing the Dependency on the Privacy Parameters

ClaimE.8. If there exists arjw, 3, €*, 8, n, m)-PSSL for a concept clags, then for every there exists an
<a, B, €, ﬂ%eé, t, m)-PAL (private active learner) fo€' ,wheret = 2(3 + exp(2¢*)).

Algorithm 6 SubSampling
Inputs: Base learner, privacy parameters, ¢, and a database = (z;)!_, of ¢ unlabeled examples.

1. Uniformly at random select a subseiC {1,2,...,¢} of sizen, and letK' C J denote the smallest
m indices inJ.

2. Request the label of every indéx K, and let{y; : i € K} denote the received answers.
3. RunA an the multiseD; = {(x;, L) :i e J\ K} U{(x;,y;) : i € K}.

Proof. The proof is via the construction of Algorith$wbSampling (Algorithm[6). The utility analysis is
straight forward. Fix a target concepand a distribution:. Assume thaD containst i.i.d. samples fromu
and that every query on an indéis answered by(z;). Therefore, algorithm4 is executed on a multiset
D containingn i.i.d. samples from: wherem of those samples are labeled byBy the utility properties
of A, ana-good hypothesis is returned with probability at le@dst- j3).

For the privacy analysis, fix two neighboring databaS$e$’ € (X x {0,1})* differing on their:"* entry,
and letD, D’ ¢ X' denote the restriction of those two databaseX t¢that is, D contains an entry: for
every entry(z, y) in S). Consider an execution &fubSampling on D (and onD’), and letJ C {1,...,n}
denote the random subset of sizehosen on Step 1. Moreover, and 12} denote the multiset on which
in executed.

SinceS and S’ differ in just the:? entry, for any set of outcomeR it holds thatPr[A(D;) € F|i ¢
J] = Pr[A(D/;) € Fli ¢ J]. Wheni € J we have that

Pr[SubSampling(D) € FAi € J] = > Pr[J =RuU{i}]-PrlA(D;) € F|J = RU{i}].

RC[t\{i}
|R|=n—1
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Note that for every choice oR C [t] \ {i} s.t. |R| = (n — 1), there are exactlyt — n) choices for
Q C[t]\{i}s.t.|Q =nandR C Q. Hence,

Pr[SubSampling(D) € F Ni € J]
1

= > — > Pr[J=RuU{i}] - PrlA(D,) € F|J = RU{i}]
RC[O\{i} QCH\{i}
|Rj=n—1 Ql=n
RCQ
1 . .
< Y = XY mU=q- (eZE Pr[A(Dy) € FIJ = Q] + (1 +¢° )5) .
RC[\{i} QCH\{i}
|R|=n—1 Ql=n
RCQ

For the last inequality, note thaél, and Dy, differ in at most two entries, as they differ in one unlabeled
example, and possibly one other example that is labeled emauitiset and unlabeled on the other. Now
note that every choice ap will appear in the above sum exactlytimes (as the number of choices for
appropriateR’s s.t. R C Q). Hence,
Pr [{SubSampling(D) € F} A {i € J}]
n 26* E*
< = . . et
</ Y P=q (e PrlA(Dy) € F|J = Q] + (1 + e )5)
QC[t\{i}
|Ql=n

i ¢ J)-e* -PrlA(Dy) € Fli ¢ J] + % Prfid ) (1+e)s

_ %e%* Pr[A(D;) € Fli ¢ J] + %(1 + e
- ’Z %" Pr[A(D)) € Fli ¢ J] + %(1 4 e,
Therefore,
Pr[SubSampling(D) € F| = Pr[{SubSampling € F} A{i € J}] + Pr[i ¢ J]-Pr[A(D}) € Fli ¢ J|
n
t

< <7Ze26 +t_Tn>-Pr[A(Df])GF|i¢J]+ (1+€)s.

Similar arguments show that

t—n
t

Pr[SubSampling(D') € F] > <%e—2€* + > - Pr[A(D})) € Fli ¢ J] — %25.

Fort > %(3 4 exp(2¢*)), this yields

7+ e

Pr[SubSampling(D) € F] < e° - Pr[SubSampling(D’) € F] + 3¢
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