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Computational Social Science

The potential: massive new sources of data and ease of 
sharing will revolutionize social science.

The problem: protecting the privacy of data subjects
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e.g. NYT 5/21/12 “Troves of Personal Data, Forbidden to Researchers”
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Use Case: Data Repositories



Goal: enable wider sharing while protecting privacy



Challenges for Sharing Sensitive Data
Complexity of Law
• Thousands of privacy laws in the US alone, at federal, 
state and local level, usually context-specific: 
HIPAA, FERPA, CIPSEA, Privacy Act, PPRA, ESRA, ….

Difficulty of Deidentification
• Stripping “PII” usually provides 
weak protections and/or poor utility

Inefficient Process for Obtaining Restricted Data
• Can involve months of negotiation between institutions, 
original researchers

Goal: make sharing easier for 
researcher without expertise in

privacy law/cs/stats

Sweeney `97



Vision: Integrated Privacy Tools
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Elements of Our Approach
Defining & Measuring Privacy

• Mathematical, legal, statistical, experimental

Defining & Measuring Data Utility
• Enable social scientists to do their work

 
Tools for Privacy

• Algorithms (e.g. differential privacy)
• Legal instruments & best practices (e.g. data tags)

Education & Outreach
• Open resources
• Multidisciplinary training



Schedule for Next Few Days
• Tuesday June 9th: Knafel 262, 1737 Cambridge St
• 1:30-1:45 Introductions 
• 1:45-2:15 Project Overview (Salil Vadhan)
• 2:15-2:45 Dataverse (James Honaker)
• 2:45-3:00 Coffee Break 
• 3:00-3:30 Legal Overview (Alexandra Wood)
• 3:30-4:00 DataTags & DataTags Demo (Alexandra Wood & Michael Bar-Sinai)
•  
• Wednesday June 10th: 10:30-1:00 (Knafel 354); 1:00 to 3:30 (Knafel 262,) 1737 Cambridge St
• 10:45-11:15 An overview of key concepts in Confidential Data Management (Micah Altman)
• 11:15-11:45 Differential Privacy for a non-technical audience (Salil Vadhan)
• 12:00-1:00 Lunch
• 1:00 Room Change
• 1:00-2:00 Differential Privacy for a technical audience (Kobbi Nissim)
• 2:00-2:30 Break
• 2:30-3:30 R tutorial (James Honaker)
•  
• Thursday June 11th: CGIS South, Tsai Auditorium, 1730 Cambridge Street.  Dataverse Community Meeting. Please register.
• 9:00-10:00 Lightning Talks: Dataverse Use Cases 
• 10:00-10:15 Data Exploration & Analysis: TwoRavens (James Honaker, Vito D'Orazio)
• 10:15-11:30 Break
• 11:30-12:00 Sharing Privacy Sensitive Data: DataTags (Latanya Sweeney, Michael Bar-Sinai)
• 12:00-1:30  Break/opportunity for mentors to meet with mentees.
• 1:30-4:30:  Breakout Session (5) on Sharing Sensitive Data (led by Latanya Sweeney & Jonathan Crabtree)
•  
• Friday June 12th: Maxwell Dworkin 221, 33 Oxford Street
• 9:00- 11:00 Continuation of Differential Privacy (Kobbi Nissim)
• 9:00- 11:00 Differential Privacy Tools and API(Jack Murtagh)

https://www.google.com/maps?q=knafel+harvard&oe=utf-8&um=1&ie=UTF-8&sa=X&ei=FfF1VambLYPlsASmuoLIDg&ved=0CAcQ_AUoAQ
https://www.google.com/maps?q=knafel+harvard&oe=utf-8&um=1&ie=UTF-8&sa=X&ei=FfF1VambLYPlsASmuoLIDg&ved=0CAcQ_AUoAQ
http://informatics.mit.edu/classes/managing-confidential-data
https://www.google.com/maps?q=1730+Cambridge+Street&oe=utf-8&um=1&ie=UTF-8&sa=X&ei=5_l1VdOHMcO1sASB1YOgCQ&ved=0CAcQ_AUoAQ
http://projects.iq.harvard.edu/dataverse-community-meeting
http://projects.iq.harvard.edu/dataverse-community-meeting/register


Participating this Summer
• All-hands meetings: Wed 10-11

• Technical tutorials & research meetings on differential privacy, statistics, R: 
Mon 10-12, Wed 11-1  (also Fri 6/12 9-11, 6/19 10-12)

• “De-identification” working group (bridging CS+law)

• Data Tags working group

• Meetings with your mentors

• Meetings/activities with fellow SEAS/IQSS REU students, Berkman interns

• Group social activities (e.g. group hike)

• Feel free to suggest/organize others!

We look forward to working with all of you!


