Official Statistics Use Case
Summary Description

Government organizations produce often produce official statistics, through
conduct of surveys and other forms of data collection. The data collected is
typically tabular or/relational, and measures characteristics of individuals and
organizations. The data is collected either directly, or through the use of authorized
subcontractors; and is then managed by the producer through all lifecycle stages.

These data are disseminated in various ways [4]: First, derived “official statistics” -
such as the unemployment index, are used for policy analysis, and often have legal
and regulatory weight in their own right. More complex derived tables, and (less
often) geographically aggregated data and/or cleaned microdata is made public, to
support policy, public transparency (democratic governance), and for research.
Finally, “data enclaves” are sometimes provided, in which can, with permission,
access the raw data within a secure environment controlled by the producer,
generate tables and more complex model coefficients, and have these results
vetted prior to publication.

Producers of official statistics are concerned with range of disclosure threats, and
tend to be highly conservative in disclosing data. The main threats include -
identification of an individual (which typically is a violation of law, and threatens
public confidence); inappropriate integration of data across multiple government
organizations (which is legally constrained and raises concerns about government
surveillance); and disclosure of competitive information about firms.

Producers of official statistics use a number of disclosure limitation mechanisms:
legal mechanisms include data use agreements, which often carry significant legal
(or even criminal) penalties; static statistical disclosure control (perturbation,
aggregation, suppression and recoding of data prior to publication); table-specific
suppression and perturbation methods, and virtual data enclaves. Public analysis
servers (which allow access to dynamically derived tables and maps) and synthetic
data are also used, though less frequently.

The references identify detailed documentation of current methods used to
address privacy in the U.S. Census [5], European national statistical offices [1], and

U.S. federal agencies [2]. Also see [3] for coverage of emerging methods.

The emerging challenges in this area [6,7,8] are related to the velocity, data
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integration, and increasing analytic sophistication. Agencies are pressured to
release data faster and more cheaply, and to do it in a way that allows a greater
range of analysis (including visualizations and data mining) and that provides
estimates for finer time scales and geographic areas. Promising areas of research
include: adaptive data collection, which continuous integrates of data collection,
management, and analysis to minimize sampling error and cost; integration of
“organic” big-data resources to provide continuously updated small-area estimates;
and management of versioning, provenance and authenticity from collection
through publication.
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