
DataTags	in	Dataverse

Mercè	Crosas
Institute	for	Quantitative	Social	Science

Harvard	University

Harvard	Privacy	Tools	Workshop,	December	11,	2017



Robot
Lawyers

DataTags
Interview

Sensitive
Data	Set

Deposit	in	repository

Sensitive
Data	Set

Restricted
Access
Data	Set	
w/DUA

PSI:	
Differential
Privacy

Public	
Access	
Statistics

Crosas
Help	generate	policies	for	how	
to	transfer,	store,	access,	and	

use a	sensitive	dataset.



This	Talk

• Dataverse
• DataTags
• DataTags integrated	with	a	Dataverse repository
• Workflow	step	by	step:	deposit	and	access
• Next	Steps	and	Lessons	learned



Dataverse



• An	open-source	software	platform	to	build	data	repositories
• Used	to	share,	find,	cite,	and	archive	data
• Incentivizes	data	sharing	by	giving	a	data	citation	for	each	
dataset	with	credit	to	data	authors
•Main	features:
• Customization	by	branding	or	embedding	a	dataverse in	your	website
• Standard	and	extensible	metadata
• Versioning	(and	soon	provenance!)
• Access	control:	guestbooks,	file	restrictions,	terms	of	use	and	licensing
• Extraction	of	variable	(column)	information	from	tabular	data	files
• Integration	with	data	explorations
• APIs	for	depositing,	searching,	and	accessing	data	and	metadata

• Compliant	with	the	FAIR	principles:	Findable,	Accessible,	
Interoperable,	Reusable	data



Dataverse software	used	world-wide
• Installed	in	27	sites	around	the	world
• Each	site	might	support	an	institution	or	the	entire	research	community
• Sites	can	be	federated	by	sharing	metadata	
• Has	a	growing	and	active	open-source	community



Harvard	Dataverse repository

• Since	2007,	hosts	2,400	dataverses
• 75,000	datasets,	local	and	harvested
• 25,000	datasets	with	219,000	files,	deposited	to	Harvard	Dataverse
• 40,000	files	in	tabular	standardized	format,	with	variable	information
• 2.8	Million	downloads
• 20,000	registered	users
• 36,000	unique	visitors	per	month,	average	for	2017
• 300	new	datasets	per	month,	average	for	2017
• 50%	social	science	research	data,	13%	biomedicine	&	health



DataTags



A	datatag is	a	set	of	security	features	and	
access	requirements	for	file	handling.

A datatags	repository is	one	that	stores	and	
shares	data	files	in	accordance	with	a	
standardized	and	ordered	levels	of	security	and	
access	requirements



A	DataTags Repository	must	satisfy	the	
following	conditions:

1. Supports	more	than	one	datatag
2. Each	file	in	the	repository	must	have	one	and	only	one	datatag

a. additional	requirements	cannot	weaken	the	file	security	
b. and	cannot	required	the	same	or	more	security	than	a	more	

restrictive	datatag
3. A	recipient	of	a	file	from	the	repository	must:

a. satisfy	file’s	access	requirements,
b. produce	sufficient	credentials	as	requested,	
c. and	agree	to	any	terms	of	use	required	to	acquire	the	file.

4. Provides	technological	guarantees	for	requirements	1,	2	and	3.	



DataTags	Levels

DataTags and their respective policies
Sweeney L, Crosas M, Bar-Sinai M. Sharing Sensitive Data with Confidence: The Datatags System. 

Technology Science. 2015.



DataTags vs Harvard	Security	Levels

Level	1:	
No	sensitive	data;	open	data

Level	1:	
Low	risk	de-identified	data

Level	2:	
Confidential	information	by	University	

standards;	no	material	harm
Level	3:

Confidential	information	that	could	cause	
material	harm	(non-level	4	FERPA)

Level	4:
High-risk	confidential	information	(SSN)

Level	5*	(Level	4.5,	on	the	network)
Information	that	would	cause	severe	harm



Integrating	DataTags in	Dataverse



“User	Uploads	must	be	void	of	all	identifiable	
information,	such	that	re-identification	of	any	subjects	
from	the	amalgamation	of	the	information	available	

from	all	of	the	materials	(across	datasets	and	
dataverses)	uploaded	under	any	one	author	and/or	user	

should	not	be	possible.”



“Submitter	represents	and	warrants	that	the	Content	
does	not	contain	any	information	(i)	which	identifies,	

or	which	can	be	used	in	conjunction	with	other	
publicly	available	information	to	personally	identify,	

any	individual;”



“If	you	are	submitting	human	sequences	to	GenBank,	
do	not	include	any	data	that	could	reveal	the	personal	
identity	of	the	source.	It	is	our	assumption	that	you	
have	received	any	necessary	informed	consent	

authorizations	that	your	organizations	require	prior	to	
submitting	your	sequences.”

GenBank



Datatags integrated	with	a	Dataverse Repository
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Step	1.	Create	a	dataset,	default	no	
sensitive	data	(datatag blue)



Step	2.	Wait,	take	the	DataTags Questionnaire	
because	you	might	have	sensitive	data!



Step	3:	The	DataTags Questionnaire	 …



…	recomends	datatag	Orange,	and	generates a	
machine-readable	datatag	for	your	dataset	(and	files)



Step	4:	Select	Orange	datatag in	Dataverse
and	agree	to	terms	of	use	for	that	datatag



Step	5:	Your	dataset	is	tagged	Orange; users	may	
request	access	for	raw	data	if	they	sign	DUA



Step	6:	Other	files	in	the	Orange dataset	
might	have	less	restrictive	datatags



Step	7:	Users	may	explore	an	Orange data	file,	
with	results	from	PSI	(differentially	private	stats)



Next	Steps	and	Lessons	Learned

• DataTags up	to	orange to	be	integrated	with	Dataverse v5.0	(Q2	2018)
• Harvard	Dataverse repository	to	support	DataTags once	v5	is	released	
(Harvard	Security	Level	3)
• Other	Dataverse repositories	will	be	able	to	support	DataTags,	if	they	satisfy	
hosting/archiving	security	requirements
• Other	repository	or	file	systems	can	use	DataTags (not	only	for	Dataverse)

• Institutions	might	have	additional	requirements	than	those	imposed	by	
DataTags;	review	with	IT	
• Liability	issues	require	careful	review	of	terms	of	use	and	all	information	text	
in	the	application;	review	with	OGC,	IRB,	Berkman/Law	school
• Balance	between	user-friendly,	fast	deposit	and	well-informed	steps	legally	
vetted;	lots	of	UX	research	and	testing
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http://datatags.org (Demo of DataTags questionnaire)

http://privacytools.seas.harvrd.edu

http://dataverse.org

Thanks!


