Privacy Preserving Technology and Policy:
Institution and Patient- Centered Approaches
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Sharing Human Subjects Data

* Some data typically can be shared without patient’s
consent

 ‘'de-identified’ data
* Limited data sets (‘"de-identified’ except for dates)

* Even ‘de-identified’ data can be re-identified

* Patient privacy is a major concern when sharing
data



A National Center for Biomedical Computing
focused on Data Sharing and Analysis

IDASH

Integrating Data for Analysis, Anonymization, and Sharing
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A Center for Sharing Human Data
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DATA CONTRIBUTOR AGREEMENT
BETWEEN
THE UNIVERSITY OF CALIFORNIA, SAN DIEGO
AND

DATA CONTRIBUTOR AGREEMENT

This DATA CONTRIBUTOR AGREEMENT (AGREEMENT) is by and between The Regents of
California, on behalf of its San Diego campus and iDASH Data Repository (“iDASH”) an
(“Contributing Institution™), and is effective as of

Effective Date™).

WHEREAS, UCSD was funded by the National Institutes of Health to establish “Integrating
Anonymization, and Sharing” (iDASH), a National Center for Biomedical Computing (NC
fundamental challenges to research progress by providing a secure, privacy-preserving env
researchers can analyze genomic, transcriptomic, clinical, behavioral, and social data relev,

WHEREAS, UCSD has established a data registry known as the “iDASH Data Repository”

WHEREAS, Collaborators, desire to contribute its data (Data Identifier), participate in the il
and obtain access to the iDASH Data Repository for research purposes.

WHEREAS, UCSD is the designated iDASH Repository Host. and is responsible for manag
collecting, protecting, and providing access to the data) and will receive all data from the C

WHEREAS, Terms used but not otherwise defined in this Agreement shall have the same m
defined in the Health Insurance Portability and Accountability Act’s Privacy and Security
amened from time to time (“HIPAA”).

Now THEREFORE, the Parties agree as follows:

1. PURPOSE. To receive subject data from Collaborators, and from other institutions, inclu
the iDASH Data Repository for research and publication purposes.

2. REPOSITORY HOST. The UCSD iDASH Data Repository will host, manage, and be resp
including data integrity, registration process, receiving and signing of forms, granting u
maintaining a log of authorized users, as well as allocation of costs for repository maint|
If services ever need to be discontinued for any reason, users will be notified 8 weeks

3. COLLABORATOR. Collaborator understands and agrees that the iDASH Data Repository|

Collaborator’s data sets. Each Collaborator, and any other institution that wishes to su
Data Repository. is required to execute a copy of this Agreement.

4. DESCRIPTION OF DATA. The data set titled
Collaborator agrees (select only one option):

” contains

I:] Protected Health Information or other individually identifiable health information
D A Limited Data Set
ﬂ A De-identified Data Set

l:l No Human Data

(Include a brief description of data, type of data, source of data, original name of study, and supporting
agency, source format)

5. ACCEPTABLE USE OF DATA. Except as otherwise specified herein, iDASH Data Repository Authorized Users
may use and disclosure the Collaborative Data Set necessary to conduct research.

(“Identify, if

any, research qualifications or authorized user access requirements.”)
Collaborator agrees (select only one option):

D The Collaborative Data Set will be limited to the following individuals, groups. or communities

Q The Collaborative Data Set will be made publicly available.

6. DATA USE BY RESEARCHERS. iDASH agrees to require that any iDASH Data Repository
participants(“Authorized Users™) to whom it provides access to the data contained within the Collaborator’s Data
Set execute a Data User Agreement.

7. CONFIDENTIALITY. Collaborator and UCSD agree to abide by applicable United States state and federal laws,
including the Security and Privacy Rules of HIPAA, in contributing data to the iDASH Data Repository and in
maintaining the repository and granting access to researchers. iDASH is not a part of UCSD’s covered
component and is not a business associate under HIPAA. Nevertheless, UCSD expressly agrees that it shall
maintain the iDASH Data Repository consistent with the standards set forth in the HIPAA Security and Privacy
Rules. Collaborator represents and warrants that is has the legal authority to deposit at UCSD and data derived
or otherwise originating outside the United States of America: and that no foreign law applies to such data once
deposited. UCSD MAKES NO REPRESENTATION OR WARRANTY AS TO COMPLIANCE WITH ANY
FOREIGN LAW, REGULATION, OR STANDARD.

8. NON-TRANSFERABIITY. UCSD shall not transfer any information contributed by the Collaborator under this
“Agreement” to individuals or organizations who are not active participants in the iDASH Data Repository
pursuant to a signed Data Contributor Agreement.

9. NON-ASSIGNABILITY. Neither party may assign this Data Contributor Agreement or any right under this Data
Contributor Agreement without the prior written consent of the other party.

10. NOTIFICATION OF DATA BREACH. The iDASH Data Repository will notify the Collaborator of any instances of
which it is aware that the confidentiality of the Collaborative Data Set has been breached. All other uses and
disclosures not authorized by this Agreement are prohibited.




DATA USE AGREEMENT
BETWEEN
THE UNIVERSITY OF CALIFORNIA, SAN DIEGO
AND

DATA USE AGREEMENT

[INSERT CONSUMER/COLLABORATOR’S ORGANIZATION]

This data use agreement (the “Agreement”) is by and between The Regents of the Unive
behalf of its San Diego campus and iDASH Data Repository (“iDASH”) and
(“Receiving Institution™), and is effective as of (the “DUA Effective Date”

WHEREAS. UCSD was funded by the National Institutes of Health to establish “Integ]
Anonymization, and Sharing” (iDASH), a National Center for Biomedical Computil
address fundamental challenges to research progress by providing a secure, privacy pr
which researchers can analyze genomic, transcriptomic, clinical. behavioral, and social

WHEREAS, this Agreement sets forth the terms and conditions pursuant to which UCSD|
thereby disclose certain Data to the Data Recipient.

WHEREAS, the Recipient, desires to participate in the iDASH Data Repository as well a
iDASH Data Repository for research purposes.

WHEREAS, the terms used but not otherwise defined in this Agreement shall have the sa
as defined in the HIPAA Privacy and Security Rules. Any capitalized terms in this Agre
meanings as those same terms in Title 45 of the Code of Federal Regulations, Part 164.

Now THEREFORE, the Parties agree as follows:
1. PURPOSE. Receiving Institution’s researchers wish to access specified data

set (Data Collection Title) mainta|
research purposes (the “Repository Data™).

2. AUTHORIZED USERS. Receiving Institution shall assure that only Authorized Users (th
and who have signed this Agreement) are provided access to the Repository Data.

3. PERMITTED USE AND DISCLOSURES. The Recipient may use and disclose the limited d
research described herein:

5. DATA. The Repository Data to which Receiving Institution may have access under this Agreement include
(select one):

Drotected health information or other individually identifiable private information (“Identifiable Data™):
DA Limited Data Set, as defined at 45 C.F.R. § 164.514(e) (“LDS”): or
DA De-Identified Data Set, as defined at 45 C.F.R. § 164.514(b) (“DDS”).

(a) If the Repository Data include Identifiable Data, the Receiving Institution: (i) certifies that it has and shall
maintain throughout the term of this Agreement a Federal wide Assurance with the U.S. Department of Health
and Human Services, Office for Human Research Protections (“OHRP”); (ii) shall ensure that the Authorized
Users secure approval for its use from an Institutional Review Board registered with OHRP: (iii) shall ensure
that the Authorized Users perform their research, regardless of funding source, consistent with the substantive
requirements of the Common Rule (45 CFR part 46), as well as with other applicable law: and (iv) shall maintain
the Repository Data securely, consistent with the standards set forth at 45 C.F.R. part 164, subpart C, regardless
of whether the Receiving Institution is a “Covered Entity” under the Health Insurance Portability and
Accountability Act of 1996 and its Privacy and Security Rules (“HIPAA™).

(b) If the data to be accessed include only LDS or DDS, then Institution and each Authorized User agrees as
follows: (i) not to use or further disclose the LDS or DDS or any information contained therein other than as
permitted by this Agreement or required by applicable law: (ii) to use appropriate safeguards to prevent use or
disclosure of the information other than as provided for by this Agreement: (iii) to promptly report to iDASH
any use or disclosure of the LDS or DDS not provided for by this Agreement to which Receiving Institution or
any Authorized User becomes aware; (iv) to ensure that any agents, including subcontractors, to whom
Receiving Institution or any Authorized User provides the LDS or DDS or any part of it agrees to the same
restrictions and conditions that apply to Receiving Institution and the Authorized Users under this Agreement:
and (V) not to use the information contained in the LDS or DDS to identify any individual whose information is
contained in the LDS or DDS, nor to contact them under any circumstances. In the event any Authorized User
makes a discovery that it believes requires contact with such an individual, the Authorized User shall make a
request in writing that iDASH facilitate recontact if possible and iDASH will make reasonable efforts to do so.

(c) The Receiving Institution and Authorized Users shall comply with any additional requirements or restrictions
placed on the Repository Data by data contributors of which they are informed by iDASH in writing or through
any electronic means.

6. NON-TRANSFERABILITY. Recipient shall not transfer any information obtained or accessed under this DUA to
individuals or organizations not specified in this DUA. There are no intended third party beneficiaries to this
DUA. Without in any way limiting the foregoing, it is the Parties” specific intent that nothing contained in this
DUA gives rise to any right or cause of action, contractual or otherwise, in or on behalf of the individuals whose
data is Used or Disclosed pursuant to this DUA. Each Data Recipient, and any other institution that wishes to
receive data from the iDASH Data Repository, is required to execute a copy of this DUA.

7. BREACH. In the event the Receiving Institution or any Authorized User becomes aware of any use of the
Repository Data that is not expressly authorized under this Agreement, iDASH may: (i) terminate this
Agreement upon notice: (ii) disqualify the Receiving Institution or any Authorized User from participation in
iDASH: and (iii) report the inappropriate use or disclosure to the collaborators who contributed the data to the
iDASH Repository; any individuals whose privacy may have been compromised; any regulatory agencies with
jurisdiction: and others as mav be reauired bv annlicable 1law




Who Contributed Human Subjects Data to
iDASH

* PIs from studies in which patient consent permitted sharing

* Pls who did not have funds to host the data and their
distribution

* PIs who did not want to deal with individual requests and
execute DUAs every time someone requested a dataset

* PIs who did not know how to set up a HIPAA-compliant
environment for sharing
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California Precision Medicine Consortium for the All of Us Research Program

o > B

Clinical Sites Licensed Beds

outpatient

35 =
133

140

453

531

547

639

877 - <
; . 2

Patient Count by Zip P o

] 1-54 : 2 >
[ 54-142 g N T

[ 142 - 321 i ’ N o

[] 321-704 . L ,Zy
S

900000

[ 704- 1309

[ 1309 - 2389

I 2389 - 3941

I 3941 - 6087 o= P
Bl 6087 - 10857 - L
B 10857 - 100784 :

[ ] Counties

7 d



Patient Consent is not always broad

Examples of conditions in some consent forms

« Data should only be used for research in “X” (e.g., cancer)

Indexing data so datasets can be found: does this count as
“research”?

* Only studies in which institution “Y” participates can be
conducted

* No study of ancestry
+ etc.



Privacy technology methods

Data-centric
 Add noise to data
(e.g., differential privacy)

Institution/People-centric
* Data broker

(e.g., clinical data research

* Operate on encrypted data 2{ networks)

(e.g., homomorphic .

_ Patient-defined data sharing
encryption)

permissions

* Multiparty computation (e.g., consent management)

(e.g., distributed analytics)




Institution-Centered Strategies
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How this works

Federated data for distributed analytics

Common data model

Minimal computational infrastructure

Compatible institutional policies , v !
Agreement on rules of engagement

Shared ethics principles

Research studies conducted on portions of the data
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People-Centered Strategies
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People-Centered Strategies

Patient Interface
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What if many patients decline use of data?

* Some clinics refused to participate

* Research could be affected
* Fewer sample sizes
* Wrong inferences

Someone’s opinion (not ours):

“If you can’t guarantee that a given non-disclosed item cannot be inferred
from disclosed data, then it is best to do nothing”
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¥ Demographics
O Age
© Ethnicity
© Gender
© Race

¥ Socioeconomic Information
© Education Level
© Insurance Status
© Marital Status
© Occupation
© Income

© Sexuality

© Past Pregnancy

© Anthropometrics

(mlsm

¥ Current or Previous Disease or Condition

© Therapy or Treatment Procedures

© Substance abuse related Disease or Condi| © Medications

© Mental Health Disease or Condition
© Sexual or Reproductive Disease or Conditi
© Other

¥ Family's Current or Previous Disease or Condition

Vv Social History
© Alcohol Consumption Status
© Recreational Drug Use

© Smoking Status

© Substance abuse related Disease or Condi| V¥ Health Care Encounter

© Mental Health Disease or Condition
© Sexual or Reproductive Disease or Conditi
© Other
Vv Laboratory and Test Results
© Genetic Test
© Sexually Transmitted Disease Test
© Test on Drug Screening

© Other

© Location of the hospital or clinic
© Physician's Name

© Speciality of the hospital or clinic
© visit Dates

© Charges and billing related to encounters

Tissue and Blood Sample Usag
© Tissue Sample

© Blood Sample

\

+ Sharing for stem cell research
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somebody

& Everything
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- e

Preliminary data
on >1k patients
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Post-selection survey

(a) Does having these choices make you feel
differently about sharing your medical data?

& More willing to share % No change

N

Less willing to share & other

(b) How does your willingness to share your
medical data for healthcare compare to your
willingness to share for research?
& Don't know M Equally
“ More willing for healthcare & More willing for research

5% 9%

(c) Would you feel more comfortable sharing
your medical information if you know who is
using it for research?

& More comfortable & Indifferent Less comfortable

4% (3%

& Other

(e) If you could receive an update each time
someone uses your medical data for research,

would you like to be notified?

¥ Indifferent
& Quarterly or yearly

“Yes, each time
Don't need to know

1%

24% ‘
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