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HIPAA	‘De-identified’	
data
• removal	of	18	identifiers,	
such	as	dates,	biometrics,	
names,	etc.

• expert	certification	of	low	
risk	of	re-identification

• ‘Limited’	data	sets	have	‘de-
identified	data’	plus	dates



Sharing	Human	Subjects	Data

•Some	data	typically	can	be	shared	without	patient’s	
consent

• ’de-identified’	data
• Limited	data	sets	(’de-identified’	except	for	dates)

•Even	‘de-identified’	data	can	be	re-identified

•Patient	privacy	is	a	major	concern	when	sharing	
data
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homomorphic encryption

secure	multiparty	computation

A	Center	for	Sharing	Human	Data
differential	privacy
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Data	Contributor	Agreement

DATA	CONTRIBUTOR	AGREEMENT



DATA	USE	AGREEMENT



Who	Contributed	Human	Subjects	Data	to	
iDASH

• PIs	from	studies	in	which	patient	consent	permitted	sharing
• PIs	who	did	not	have	funds	to	host	the	data	and	their	
distribution

• PIs	who	did	not	want	to	deal	with	individual	requests	and	
execute	DUAs	every	time	someone	requested	a	dataset	

• PIs	who	did	not	know	how	to	set	up	a	HIPAA-compliant	
environment	for	sharing



find	all	data	about	low	grade	
astrocytomas with	IDH	mutations
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California	Precision	Medicine	Consortium	for	the	All	of	Us	Research	Program

CAPMC



Patient	Consent	is	not	always	broad

Examples	of	conditions	in	some	consent	forms
• Data should only be used for research in “X” (e.g., cancer)

• Indexing data so datasets can be found: does this count as 
“research”?

• Only studies in which institution “Y” participates can be 
conducted

• No study of ancestry
• etc.



Privacy	technology	methods

Data-centric
• Add	noise	to	data	

(e.g.,	differential	privacy)
• Operate	on	encrypted	data	

(e.g.,	homomorphic	
encryption)

• Multiparty	computation
(e.g.,	distributed	analytics)

Institution/People-centric
• Data	broker

(e.g.,	clinical	data	research	
networks)

• Patient-defined	data	sharing	
permissions
(e.g.,	consent	management)

Privacy	Policies



• Data use 
agreements

• Study registry

Trusted 
broker

Healthcare 
Institutions

User U
requests 
Data D on 
individual I

Institution-Centered	Strategies
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Clinical	Data	
Research	Network

patient-centered	
Scalable	National	

Network	for	
Effectiveness	

Research
30	million	

people

14	health	
systems

member	of	
network	of	
networks

UC	Davis	
2.3M

UCSF	
3.2M

UCLA	
4.3M

UC	Irvine	
300k

USC	Keck	2M	

LA	Children’s	200k

LA	DHS	600K

UC	ReX

SCANNER

LA

VA	VINCI	
21M

UCSD	
2.3M

Cedars-Sinai	
2M

University	of	Washington	CTSA	

CTSA	hubNetwork

San	Mateo	
Medical	
Center	77k

University	of	Colorado	

Altamed 200k
Chidlren’s Clinic	24k	
Queenscare 19k

Univ Texas	Houston

Rutgers

Patient-Centered	Outcomes	Research	Institute	CDRN-1306-04819



How	this	works

• Federated	data	for	distributed	analytics	

• Common	data	model

• Minimal	computational	infrastructure

• Compatible	institutional	policies

• Agreement	on	rules	of	engagement

• Shared	ethics	principles

• Research	studies	conducted	on	portions	of	the	data



Doing	the	Right	Thing

Is	it	ethical	to	share?
People	have	not	been	
explicitly	asked	and	
don’t	know	who	is	
sharing	what

Could	people	
choose?
Is	it	practical?
What	if	massive	
number	of	people	
withdraw	their	data?	

Is	it	ethical	not	to	
share?	New	
discoveries	and	
acceleration	of	science	
depend	on	sharing	



Patient	I

• Data use 
agreements

• Study registry

Trusted 
broker

Healthcare 
Institutions

User U
requests 
Data D on 
individual I

People-Centered	Strategies
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Consent 
Management 
System

Do I wish to 
disclose data 
D to U?

Sharing 
Look-up

Yes

Patient	I

Patient Interface

I can check 
that U looked 
at my data D

• Data use 
agreements

• Study registry

Trusted 
broker

Healthcare 
Institutions

User U
requests 
Data D on 
individual I

People-Centered	Strategies
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What	if	many	patients	decline	use	of	data?

• Some	clinics	refused	to	participate

• Research	could	be	affected
• Fewer	sample	sizes
• Wrong	inferences

Someone’s	opinion	(not	ours):	
“If	you	can’t	guarantee	that	a	given	non-disclosed	item	cannot	be	inferred	
from	disclosed	data,	then	it	is	best	to	do	nothing”



Informed	CONsent for	
Clinical	data	Use	in	
Research

iCONCUR



Courtesy	
of	H	Kim



My	Sharing	Choices	14	Data	Classes

+	Sharing	for	stem	cell	research



Mean 
willingness-to-
share score by 
individual data 
item 

(HIV: HIV clinic, IM: IM 
clinic, Hx: History, FHx: 
Family History, Dx: 
Diagnosis, STD: Sexually 
Transmitted Disease, MD: 
Medical Doctor)



Sharing	Preference	
Distribution

Preliminary	data
on	>1k	patients
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iCONCUR



Post-selection	survey



Big	Data	are	a	Big	Deal

App	data
no	regulation

Social	network	
can	be	used

Databases
can	be	purchased

Asking	
people

EHRs
can	be	linked
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