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team	
  
• Prof.	
  Urs	
  Gasser	
  (co-­‐PI)	
  
• David	
  O’Brien	
  
• Alexandra	
  Wood	
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  Bavitz	
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  clinic)	
  
•  2014	
  summer	
  interns:	
  
•  Jeremy	
  Merkel	
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  Myers	
  
•  BreR	
  Weinstein	
  
•  Bryan	
  Lee	
  (arriving	
  next	
  week)	
  

	
  

Prof.	
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  Gasser	
  (co-­‐PI)	
  



what	
  is	
  privacy?	
  
	
  

“The	
  claim	
  of	
  individuals,	
  groups,	
  or	
  insWtuWons,	
  to	
  
determine	
  for	
  themselves	
  when,	
  how,	
  and	
  to	
  what	
  
extent	
  informaWon	
  about	
  them	
  is	
  communicated	
  to	
  
others.”	
  	
  

–	
  Alan	
  Wes)n	
  
	
  



what	
  is	
  it	
  for?	
  
•  a	
  funcWon	
  of	
  generally	
  accepted	
  social	
  norms	
  
•  access	
  to	
  informaWon	
  about	
  the	
  self	
  –	
  gradients	
  
between	
  public	
  and	
  private	
  
•  individuality,	
  personhood,	
  inWmacy,	
  dignity,	
  
reputaWon,	
  and	
  autonomy	
  
•  freedom	
  to	
  inquire	
  	
  
•  enabler	
  of	
  creaWvity,	
  counter-­‐culture	
  
•  control	
  over	
  informaWon;	
  power	
  



sources	
  of	
  governance	
  
•  consWtuWonal	
  Law	
  (limits	
  on	
  government	
  acWon)	
  
•  fourth	
  amendment	
  
•  first	
  amendment	
  

• wriRen	
  law	
  (statutes,	
  regulaWons)	
  
•  FERPA	
  
•  HIPAA	
  
•  common	
  rule	
  research	
  regulaWons	
  
•  various	
  state	
  laws	
  

•  common	
  law	
  (judicially	
  developed)	
  
•  judicial	
  opinions,	
  precedent	
  of	
  statutes	
  
•  torts	
  –	
  civil	
  injuries	
  
•  contracts	
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to	
  by	
  Year	
  1	
  acWviWes	
  



BCIS	
  goals	
  
1.  develop	
  improved	
  concepWons,	
  definiWons,	
  and	
  

measures	
  of	
  privacy	
  and	
  data	
  uWlity	
  that	
  bridge	
  legal	
  
and	
  technical	
  approaches	
  

2.  develop	
  finely-­‐tailored	
  suite	
  of	
  legal	
  tools	
  to	
  
complement	
  new	
  technical	
  approaches	
  to	
  preserving	
  
privacy	
  in	
  the	
  collecWon,	
  storage,	
  use,	
  and	
  sharing	
  of	
  
sensiWve	
  human	
  subject	
  data	
  



current	
  work	
  –	
  analyzing	
  DUAs	
  
Collecting	
  and	
  analyzing	
  data	
  use	
  agreements,	
  terms	
  
of	
  service,	
  and	
  policies	
  of	
  data	
  repositories,	
  academic	
  
institutions,	
  government	
  agencies,	
  and	
  businesses	
  to	
  
assess	
  practices	
  towards:	
  

•  Data	
  ownership	
  

•  Conditions	
  on	
  sharing,	
  use	
  

•  Liability	
  assignment	
  

•  Enforcement	
  mechanisms	
  

•  Security	
  and	
  de-­‐identiJication	
  standards	
  

Impact:	
  Critical	
  input	
  for	
  developing	
  enhanced	
  terms	
  
of	
  service,	
  DUAs,	
  privacy	
  tags,	
  DUA	
  generator,	
  and	
  
other	
  instruments.	
  	
  Helpful	
  for	
  understanding	
  
working	
  deJinitions	
  in	
  practice	
  

Output:	
  Upcoming	
  paper	
  based	
  on	
  research	
  

150+	
  DUAs	
  collected	
  
and	
  analyzed	
  



current	
  work	
  –	
  fed/state	
  laws	
  
Cataloging	
  exisWng	
  federal	
  and	
  state	
  statutes	
  and	
  
regulaWons	
  concerning	
  informaWon	
  privacy,	
  with	
  an	
  
eye	
  towards:	
  
	
  

•  Type	
  of	
  informaWon	
  governed	
  
•  Privacy	
  DefiniWons	
  
•  Harms	
  sought	
  to	
  prevent	
  	
  
•  Enforcement	
  mechanisms	
  
•  Other	
  requirements	
  

More	
  than	
  200	
  laws	
  reviewed	
  



current	
  work	
  –	
  policy	
  

Comments	
  on	
  statutory	
  and	
  
regulatory	
  developments	
  
related	
  to	
  informaWon	
  privacy	
  

	
  

examples:	
  OSHA	
  and	
  OSTP	
  



current	
  work	
  –	
  data	
  tags	
  	
  
CollaboraWng	
  with	
  IQSS/DPL	
  and	
  CRCS	
  team	
  
members	
  on	
  the	
  early	
  stages	
  of	
  the	
  data	
  tags	
  
workstream	
  

Data	
  Tags:	
  Tools	
  to	
  embed	
  privacy	
  characterisWcs	
  
into	
  a	
  dataset,	
  and	
  perhaps	
  individual	
  elements	
  of	
  
data	
  within	
  the	
  set,	
  so	
  they	
  are	
  persistent	
  over	
  the	
  
flow	
  and	
  lifecycle	
  of	
  that	
  informaWon.	
  

	
  	
  
No	
  Risk	
   Minimal	
   Shame	
   Civil	
  

PenalWes	
  
Criminal	
  
PenalWes	
  

Max	
  
Control	
  



current	
  work	
  –	
  data	
  tags	
  
Interview	
  wizard:	
  quesWon	
  tool	
  for	
  assessing	
  tags	
  
prior	
  to	
  data	
  deposit	
  
– Developing	
  drak	
  quesWons	
  based	
  on	
  laws	
  and	
  
common	
  DUA	
  terms	
  

	
  
DUA	
  generator:	
  tool	
  for	
  generaWng	
  customized	
  
legal	
  code	
  tailored	
  for	
  each	
  dataset	
  ingested	
  	
  	
  
– Developing	
  modularized	
  contract	
  provisions	
  
based	
  on	
  tags	
  and	
  researcher	
  needs	
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• 	
  	
  	
  Laws	
  (HIPAA,	
  FERPA,	
  etc)	
  
• 	
  	
  	
  Contractual	
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goals	
  for	
  the	
  summer	
  
• Data	
  Tags	
  prototype	
  

• Drak	
  modular	
  license	
  agreement	
  

• FoundaWonal	
  research	
  on	
  privacy	
  
definiWons	
  and	
  frameworks	
  



data	
  tags	
  prototype	
  
•  Objec)ve:	
  To	
  develop	
  a	
  prototype	
  of	
  Data	
  Tags	
  that	
  
is	
  ready	
  for	
  tesWng	
  by	
  users	
  

•  CreaWng	
  an	
  annotated	
  ques)onnaire	
  covering	
  three	
  
categories	
  of	
  datasets:	
  

•  Datasets	
  containing	
  medical	
  records	
  

•  Datasets	
  containing	
  educa)on	
  records	
  

•  Datasets	
  with	
  preexisWng	
  data	
  use	
  agreements	
  

•  Beginning	
  work	
  on	
  datasets	
  containing	
  government	
  
records	
  



draft	
  modular	
  license	
  agreement	
  

•  Objec)ve:	
  To	
  develop	
  a	
  first	
  drak	
  of	
  the	
  modular	
  
license	
  agreement	
  

•  CreaWng	
  an	
  agreement	
  template	
  based	
  on	
  the	
  
Dataverse	
  4.0	
  data	
  use	
  terms	
  

•  Draking	
  modules	
  of	
  terms	
  for	
  the	
  following	
  
categories:	
  

•  Medical	
  records	
  

•  EducaWon	
  records	
  
•  Government	
  records	
  

•  Data	
  use	
  agreements	
  



foundational	
  research	
  on	
  privacy	
  
deJinitions	
  and	
  frameworks	
  

• Objec)ve:	
  To	
  begin	
  mapping	
  definiWons,	
  
frameworks	
  for,	
  and	
  approaches	
  to	
  privacy	
  
across	
  disciplines	
  

• Draking	
  a	
  series	
  of	
  memos	
  and	
  briefing	
  
documents	
  on	
  

• Privacy	
  definiWons	
  from	
  statutes,	
  
regula)ons,	
  and	
  case	
  law	
  

• Privacy	
  definiWons	
  from	
  other	
  disciplines	
  


