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Overview
GOALS:

• Accessibility: work for researchers without privacy expertise

• Generality: work on any received datasets across social science

• Workflow-Compatibility: work within familiar research tools

INCENTIVES FOR USE:

• “DP works great” in some circumstances, the results of
differentially private analyses are virtually indistinguishable
from non-private analyses.

• “Access is wide” when data sharing to a wide community, we
should be increasingly concerned about attacks from
individuals with malicious intent.

• “Data is currently unavailable” when data is unavailable, any
useful statistical information that DP can offer is a benefit
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Integrated Privacy Tools
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Actors

data depositors: Come to deposit their sensitive dataset in a repository,
and may wish to make DP access available.

data curators: Maintain the hardware and software on which PSI
runs and the accompanying repository infrastructure

data analysts: Come to access sensitive datasets in the repository,
often with the goal of data exploration



Actors

Level of Trust DP Expertise
data depositors: Trusted None

data curators: Trusted Modest

data analysts: Untrusted None
Semi-Trusted None



Curator Model
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The curator architecture for data privacy.



PSI (Ψ): a Private Data Sharing
Interface

Key and Novel Features

• Exploratory Statistics

• Regression: Linear, Probit, Logit, Poisson

• Causal Inference: Matching and Difference of Means

• Formal Verification of Transformations

• Missing Data

• Tiered Access



PSI (Ψ): a Private Data Sharing
Interface

︷ ︸︸ ︷

Budgeter

Psilence R Library
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Upload Budget Release Explore Query

http://privacytools.seas.harvard.edu/psi

http://privacytools.seas.harvard.edu/psi
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PSI Library

• Modular architecture

• Class based, using R

• Contains common exploratory statistics

I Univariate descriptive statistics, such as means,
quantiles, histograms, and approximate cumulative
distribution functions.

I Basic statistical estimators, matching algorithms and
difference-of-means tests for causal inference, and
low-dimensional linear, logit, probit and poisson
regression.

• Reusable
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Usability

●

20 40 60 80

SUS Scores

• 28 subjects over three phases

• 11 tasks over the course of an hour

• Excel 56.5; GPS 70.8;←− PSI −→; iPhone 78.5



Conclusion

• Accessibility: Successful usability studies (and replication
analyses)

• Generality: Growing library of algorithms for data
exploration of social science data

• Workflow: Integrated via Dataverse into the data life cycle



Live Demo and Paper available at:
http://privacytools.seas.harvard.edu/psi

Thanks

http://privacytools.seas.harvard.edu/psi


Extra Materials



Goals and Design Principles

• Thin Client

• Graphical Representation

• Gesture Driven

• Browser Based

• Device Independent



The TwoRavens Interface

Project: http://2ra.vn
Example: http://bit.ly/29Epijc

http://2ra.vn
http://bit.ly/29Epijc







