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• Transparency

• Collaboration

• Research acceleration

• Reproducibility

• Data citation

• Compliance with requirements from 
sponsors and publishers
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How about providing a tool that generates 
a policy for your sensitive data 

that defines how to transfer, store,
access and use those data?
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DataTags: code, basis, Handling, DataType, DUA, IP, identity, FERPA, 
CIPSEA.
TODO: IP.
code: one of
  blue    (Non-confidential information that can be stored and shared 
freely.),
  green   (Potentially identifiable but not…),
  yellow  (Potentially harmful personal information…),
  orange  (May include sensitive, identifiable personal information…),
  red     (Very sensitive identifiable personal information…),
  crimson (Requires explicit permission for each transaction…)
.
Handling: storage, transit, authentication, auth.
Storage: one of clear, encrypt, doubleEncrypt.
Authentication: some of None, Email, OAuth, Password
- - - continued
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• Conduct additional usability testing and outreach 

• Add support for data use agreements, consent terms, and IRB 
policies

• Improve assessment of identifiability, sensitivity, and the 
effectiveness of deidentification

• Improve harmonization of approaches across different areas of 
law

• Develop a modular license generator

• Integrate with repository (Dataverse) and differential privacy 
tools

• Add formal verification, validation, and optimization theory and 
tools


