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Sharing	
  sensi=ve	
  data	
  with	
  confidence:	
  
the	
  DataTags	
  System	
  



Adam:	
  Large	
  Medical	
  Research	
  Group	
  

•  Repository	
  for	
  sharing	
  local	
  data	
  
•  Repository	
  for	
  published	
  data	
  
•  Repository	
  for	
  sharing	
  with	
  

collaborators	
  



BeOy:	
  Sole	
  Researcher	
  

•  Received	
  consent	
  from	
  par=cipants	
  
•  Repository	
  for	
  sharing	
  highly	
  

sensi=ve	
  data	
  	
  



Charles:	
  Ins=tu=onal	
  Review	
  Board	
  

•  Document	
  commiOee	
  decisions	
  
•  Recommend	
  handling	
  based	
  on	
  

prior	
  decisions	
  



Diane:	
  Mul=na=onal	
  Corpora=on	
  

•  Cloud	
  contains	
  data	
  from	
  all	
  over	
  
the	
  world,	
  collected	
  under	
  a	
  variety	
  
of	
  terms,	
  subject	
  to	
  different	
  laws	
  

•  Repository	
  that	
  enforces	
  
requirements	
  on	
  employee	
  access	
  



Related	
  Approaches	
  

•  Database	
  	
  
•  Unix-­‐like	
  file	
  systems	
  with	
  README	
  
•  Role-­‐based	
  access	
  
•  Policy	
  languages	
  ex	
  
•  iRODS	
  



Handle	
  Sensi=ve	
  and	
  Non-­‐Sensi=ve	
  Data	
  

•  Security:	
  eavesdropper,	
  break-­‐in	
  
•  Creden=als:	
  single,	
  mul=-­‐factor	
  
•  Approval:	
  none,	
  required	
  
•  Agreement:	
  click,	
  signed	
  



DataTags	
  Repository	
  

•  A	
  datatag	
  is	
  (security,	
  access).	
  	
  
•  A	
  datags	
  repository	
  has	
  a	
  par=ally	
  

ordered	
  set	
  of	
  datatags	
  with	
  at	
  least	
  
two	
  datags	
  being	
  ordered.	
  

•  Each	
  file	
  has	
  exactly	
  one	
  datatag.	
  
•  	
  Guarantees:	
  file	
  security,	
  recipients	
  

sa=sfy	
  access	
  requirements.	
  	
  



DataTags	
  Repository 	
  Model	
  Tags	
  
Tag	
  Type	
   Descrip-on	
   Security	
  Features	
   Access	
  Requirements	
  

Blue	
   Public	
   Clear	
  storage	
  
Clear	
  transmission	
  

	
  
Open	
  

Green	
   Controlled	
  
public	
  

Clear	
  storage	
  
Clear	
  transmission	
  

Email,	
  OAuth	
  verified	
  
registra=on	
  

Yellow	
   Accountable	
   Clear	
  storage	
  
Encrypted	
  transmit	
  

Password,	
  Registered	
  ,	
  
Approval,	
  Click	
  DUA	
  

Orange	
   More	
  
accountable	
  

Encrypted	
  storage	
  
Encrypted	
  transmit	
  

Password,	
  Registered,	
  
Approval,	
  Signed	
  DUA	
  

Red	
   Fully	
  
accountable	
  

Encrypted	
  storage	
  
Encrypted	
  transmit	
  

Two-­‐factor	
  authen=ca=on,	
  
Approval,	
  Signed	
  DUA	
  

Crimson	
   Maximally	
  
restricted	
  

Mul=Encrypt	
  store	
  
Encrypted	
  transmit	
  

Two-­‐factor	
  authen=ca=on,	
  
Approval,	
  Signed	
  DUA	
  



DataTags	
  Repository	
  Design|Construc=on	
  



Adam:	
  Large	
  Medical	
  Research	
  Group	
  
Ingestion and 

Decision-making 
Knowledge 

A HIPAA-consistent Safe Harbor script redacts data files to produce a 
version for sharing under the Green tag. It assigns a Crimson tag to any 
file if finds that contains clinical notes, psychiatric notes, or HIV-AIDS 
information. It assigns a Red tag to all other data files and to the original 
non-redacted files that are not Crimson.  
 

Codification and 
Infrastructure 

Green, Red and Crimson tags. 
 
 

Credentials and 
Retrieval 

Data-use agreements. Red and Crimson are limited to those who 
qualify based on IRB review and their data-use agreements describe 
handling requirements beyond the repository for downloaded files. 
 

 



Diane:	
  Mul=na=onal	
  Corpora=on	
  
Ingestion and 

Decision-making 
Knowledge 

Local privacy officers and project leaders determine which datatags 
apply to which data sets and specify any additional restrictions or 
notices that apply. 
 
 

Codification and 
Infrastructure 

Blue, Green, Yellow, Orange, Red, Crimson with access based in part 
on the company’s role-based access system. 
 

Credentials and 
Retrieval 

Employees having appropriate credentials in the company's role-based 
access system may access a file in the datags repository after 
acknowledging receipt of any notices about special handling required 
for the file. Employees may not share the files, even with other 
employees. 
 

 



Charles:	
  Ins=tu=onal	
  Review	
  Board	
  
Ingestion and 

Decision-making 
Knowledge 

The IRB determines which datatags apply to which data sets and 
specify any additional restrictions that apply. A copy of IRB documents 
appears as files in the repository, and not the data themselves. 
 

Codification and 
Infrastructure 

Blue, Green, Yellow, Orange, Red, Crimson. However, the access 
requirements associated with the tags are not used to access the IRB 
files.  IRB committee members have password access to any file in the 
repository. 
 

Credentials and 
Retrieval 

IRB members can retrieve documents describing the data, as well as 
summary reports about the nature of data archived at each level.  
 

 



BeOy:	
  Global	
  Research	
  Repository	
  
Ingestion and 

Decision-making 
Knowledge 

IRB determination or an interview system. 
 
 
 

Codification and 
Infrastructure 

Blue, Green, Yellow, Orange, Red, Crimson.  
 
 

Credentials and 
Retrieval 

Different files may additionally require specific terms of use based on 
legal or regulatory requirements or adopted best practices. 
 

 

more	
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•  Unforeseen	
  consequences	
  
	
  
•  Scien=fic	
  facts	
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  society	
  and	
  

government	
  discourse	
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  technology	
  impacts	
  humans.	
  

DATA 

Direct	
  Deposit	
  Direct	
  Tagging	
  

Benefits	
  to	
  Privacy	
  Tools	
  Project	
  
•  Real-­‐world	
  use	
  case	
  
•  Knowledgebase	
  and	
  tools	
  available	
  
•  Sonware	
  for	
  independent	
  repositories	
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Global	
  Research	
  Repository 	
  Knowledge	
  
Start. 
1 Does your data include personal information? 
2  No [BLUE, basis=not personal info, identity=not person-specific] 
3 Did each person whose information appears in the data give explicit permission to share the 

data? 
4  Yes Did the consent have any restrictions on sharing? 
5   No [GREEN, basis=Consent, identity =___] 
6   Yes [GREEN, basis=Consent, identity =___] Add special terms (Table 7). 
7 Does the data contain personal health information? 
8  Yes Was the data received from a HIPAA covered entity or a business associate of 

one? 
9   Yes Does the data visually adhere to the HIPAA Safe Harbor Provision (e.g., 

dates in years and first 2 digits of ZIPs)? 
10    No [GREEN, basis=HIPAA Safe Harbor, identity =de-identified] 
11   Yes Has an expert certified the data as being of minimal risk? 
12    Yes [GREEN, basis=HIPAA Statistician, identity =de-identified] 
13   Yes Did you acquire the data under a HIPAA limited data use agreement? 
14    Yes Did the limited data use agreement have any restrictions on sharing? 
15      No [ORANGE, basis=HIPAA Limited Dataset,  

identity =identifiable] 
16      Yes ORANGE, basis=HIPAA Limited Dataset,  

identity =identifiable] Add special terms (Table 7). 
17   Yes Did you acquire the data under a HIPAA Business Associate agreement? 
18    Yes Did the business associate agreement have any restrictions on 

sharing? 
19     No [RED, basis=HIPAA Business Associate, identity 

=identifiable] 
20     Yes [RED, basis=HIPAA Business Associate, identity 

=identifiable] Add special terms (Table 7). 
21   Yes Are you an entity that is directly or indirectly covered by HIPAA? 
22    Yes [RED, basis=HIPAA Covered Entity, identity =identifiable] 
23  No Did the data have any restrictions on sharing (e.g., stated in an agreement or 

policy statement)? 
24   No [GREEN, basis=Agreement, identity =___] 
25   Yes [GREEN, basis=Agreement, identity =___] Add special terms (Table 7). 
26 Unable to tag. This version processes consent and medical data only. 
 



Global	
  Research	
  Repository 	
  Knowledge	
  
Start. 
1 Does your data include personal information? 
2  No [BLUE, basis=not personal info, identity=not person-specific] 
3 Did each person whose information appears in the data give explicit permission to share the 

data? 
4  Yes Did the consent have any restrictions on sharing? 
5   No [GREEN, basis=Consent, identity =___] 
6   Yes [GREEN, basis=Consent, identity =___] Add special terms. (Table 7.) 
7 Does the data contain personal health information? 
8  Yes Was the data received from a HIPAA covered entity or a business associate of 

one? 
9   Yes Does the data visually adhere to the HIPAA Safe Harbor Provision (e.g., 

dates in years and first 2 digits of ZIPs)? 
10    No [GREEN, basis=HIPAA Safe Harbor, identity =de-identified] 
11   Yes Has an expert certified the data as being of minimal risk? 
12    Yes [GREEN, basis=HIPAA Statistician, identity =de-identified] 
13   Yes Did you acquire the data under a HIPAA limited data use agreement? 
 



Global	
  Research	
  Repository 	
  Knowledge	
  
Select one of the following to specify a time limit. 
May a qualified person use the data indefinitely? 
 Yes timelimit=none 
May a qualified person use the data for 1 year? 
 Yes timelimit=1yr 
May a qualified person use the data for 2 years? 
 Yes timelimit=2yr 
May a qualified person use the data for 5 years? 
 Yes timelimit=5yr 
Repeat until timelimit is set. 
       
Select one of the following to specify further data sharing. 
Select one of the following to specify whether the recipient can link the file to other data. 
Select one of the following to specify any publication restrictions. 
Select one of the following to specify any restrictions on use. 
Select one of the following to specify whether you want to personally approve each data 
request. 
 



Global	
  Research	
  Repository 	
  Codifica=on	
  

DataTags
blue

green

orange

red
crimson

None1yr

2yr

5yr

No Restriction

Research

IRB
No Product

None

Email
OAuth

Password

none

Email

Signed

HIPAA

FERPA

ElectronicWiretapping CommonRule

Identified

Reidentifiable

DeIdentified

Anonymous

NoRisk

Minimal Shame

Civil

Criminal

MaxContro
l

Anyone

NotOnline

Organization

Group

NoOne

NoMatching

NoEntities

NoPeople NoProhibition

Contact NoRestriction

Notify
PreApprove

Prohibited

Click

Signed

SignWithId

Clear

Encrypt

DoubleEncrypt

Clear

Encrypt DoubleEncrypt

code

Handling

DataType

DUA

Storage

Transit

Authentication

Standards

Effort

Harm

TimeLimit

Sharing

Reidentify

Publication

Use

Acceptance

Approval

Compund

Simple

Aggregate

Value

DataType: Standards, Effort, Harm.	


Standards: some of HIPAA, FERPA,	


                   ElectronicWiretapping,	


                   CommonRule.	


Effort: one of Identified, Identifiable, 	


               DeIdentified, Anonymous.	


Harm: one of NoRisk, Minimal, Shame, Civil,	


             Criminal, MaxControl.	





Global	
  Research	
  Repository	
  Interview	
  
 

 
 

 

 

 

 
 

 

 

 

 
 

 

 

 
back	
  





Policy	
  Language	
   	
   	
  	
   	
   	
  IRB	
  Example	
  	
  
1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  
back	
  



Policy	
  Language	
   	
   	
  	
   	
   	
  IRB	
  Example	
  	
  
1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  

	
  

Rule	
  1	
  Respects	
  human	
  autonomy	
  in	
  
decision-­‐making.	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  



Policy	
  Language	
   	
   	
  	
   	
   	
  IRB	
  Example	
  	
  
1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  

	
  

Rule	
  2	
  Limits	
  decision-­‐making	
  to	
  files	
  
that	
  actually	
  contain	
  personal	
  
informa=on.	
  
	
  
	
  

	
  
	
  
	
  



Policy	
  Language	
   	
   	
  	
   	
   	
  IRB	
  Example	
  	
  
1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  

	
  

Rule	
  3	
  Protects	
  sensi=ve	
  medical	
  
informa=on	
  from	
  being	
  shared	
  
widely.	
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  IRB	
  Example	
  	
  
1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  Rule	
  4	
  Ensures	
  legal	
  compliance.	
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1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  

	
  
Rule	
  5	
  Resolves	
  conflicts	
  by	
  
conserva=vely	
  disallowing	
  a	
  
conflic=ng	
  request.	
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  IRB	
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1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  

Counts	
  of	
  the	
  
number	
  of	
  
AIDS	
  cases	
  by	
  
state	
  in	
  the	
  
United	
  States	
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1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  

Counts	
  of	
  the	
  
number	
  of	
  
AIDS	
  cases	
  by	
  
state	
  in	
  the	
  
United	
  States	
  	
  

back	
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1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  

Counts	
  of	
  the	
  
number	
  of	
  
AIDS	
  cases	
  by	
  
state	
  in	
  the	
  
United	
  States	
  	
  



Policy	
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  IRB	
  Example	
  	
  
1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  

Mobile	
  phone	
  
geo-­‐loca=ons	
  
of	
  pa=ents’	
  to	
  
schedule	
  
complex	
  
appointments	
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1.  If	
  all	
  the	
  par=cipants	
  whose	
  data	
  appears	
  in	
  

the	
  file	
  consented	
  to	
  sharing,	
  allow	
  any	
  
requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

2.  If	
  there	
  is	
  no	
  personal	
  informa=on	
  in	
  the	
  
file,	
  allow	
  any	
  requester	
  a	
  copy	
  of	
  the	
  file.	
  

	
  

3.  If	
  the	
  data	
  includes	
  AIDS	
  or	
  HIV	
  informa=on	
  
about	
  par=cipants,	
  only	
  allow	
  requesters	
  
having	
  medical	
  informa=on	
  clearance	
  a	
  
copy	
  of	
  the	
  file.	
  

	
  

4.  Do	
  not	
  share	
  any	
  file	
  that	
  a	
  law	
  or	
  
regula=on	
  prohibits	
  from	
  being	
  shared.	
  

	
  

5.  If	
  the	
  rules	
  conflict,	
  disallow	
  the	
  request.	
  

Mobile	
  phone	
  
geo-­‐loca=ons	
  
of	
  pa=ents’	
  to	
  
schedule	
  
complex	
  
appointments	
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