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Sharing Social Network Data

-

(Goal: Emable sharing of social network data under rigorous privacy
guarantees and maintain data utility for statistical inference.

Motivating Example - Epidemiological studies on sexual networks

— Survey number of partners : Degree Sequence
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Statistical Inference under Privacy Constraints

Private Sample Space
i

Parameter Space Sample Space

Z

Statistical Model
P(X;0)

Privacy Mechanism
P(Z|X,7)

Statistician:

Estimation: Learning about 6

Adversary:

«} Learning about X =z

Learning if edge exists between 7 and 57 in X =«

Inference should be based on the Private Likelihood

P(Z;0,7) = > P(Z|X = z,7)P(X;0)
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P(X = 20) £ P(Z=20,7))
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— Estimate parameters, reconstruct typical networks, test hypothesis
o2
: oy e ) ¥,
Privacy Release “noisy” data %
. . (« . ’9 ."‘ s Q,,"
Utility Inference using “noisy” data ool 2 N VA £ £ sl T
" .3,:\#,-' ';:4*f 4*}“’—. ﬁ*,ﬂ}{(—r;
e L gl Sy S
> A ¥ ¢

/ Exponential Random Graph Models (ERGM)
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Any model-class for a network X can be parametrized in the form:

exp{f-g(x)}
c(f,Xx)

Py(X = z2) = rEX

Besag (1974), Frank and Strauss (1986)

— 0 € R? a g-vector of parameters

— ¢g(x) a g-vector of sufficient statistics

k) c(0, X) distribution normalizing constant
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The Degree Sequence ERGM

Theorem (Informal). If g(X) is the degree sequence, there exists
an efficient differentially private estimator of 6 that is also asymp-

totically optimal, n particular, consistent and asymptotically nor-
mal.
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Re-estimate X

Likoma n=250, m = 248 Sexual network of individuals on Likoma Island

Karate n=34, m=78 Network of Members of Karate club

Estimate

Privacy Tools

for Sharing Research Data
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Beyond Degree Sequences

What about other sutficient statistics?

Ticient statistics are needed’

— What if we dont know what set of su:

Randomized Response

Old Wine in new Bottle
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e.g. flip each edge randomly with probability ~

Differentially Private Estimator:

A

-, = argmax ZP(Z = z|X =z,7)P(X;0)
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Theorem (Informal). The above differentially private estimator for
any Exponential Random Graph model runs at only twice the com-
putational cost of the non-private estimator.

-o— MLE

—e— Median Estimate

B estimate

—o— Upper Quantile

—o— Lower Quantile

l
10

\\\\ fr

-~

References

5 10 15 5 15 5 10 15
Degree
K Conclusions

— Design differentially private algorithms for statistical inference.
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Extensive experiments show that approach can work in practise.

— Sharing relationship data for reproducability and new scientific discoveries.

— Privacy preseving inference (in some cases optimal) for random graph models.
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