
•  Ensure user privacy when publishing statistics, by hiding the presence of 
any user in the data 

•  How? 
•  Add noise to the statistics before publishing 
•  Noise is drawn form the Laplace Distribution 
•  The noise scale must be proportional to the impact any user 

has on the statistics (sensitivity) 

ϵ-Differential Privacy [DMNS06]  

Utility Issues 

Historical Data [KP13]  

Solutions 

Histograms for range queries 
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•  The required noise may destroy the accuracy of the output 
•  For critical applications this might be unacceptable 

•  E.g. for detecting disease outbreaks  
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Targeted Settings and Challenges 

•  Historical Data 
•  High Sensitivity 

•  Infinite Streams 
•  Event-level privacy [DNPR10] not enough 

•  Histograms for Range Queries 
•  Noise error accumulates when computing ranges 
•  Accurate methods are not efficient 
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Infinite Streams [KPXP14]  

Goal 
•  Design a system that privately decides which method should be used in 

order to increase the accuracy of the result 

•  Input: 
•  Original Data 
•  Statistics 

•  Choose the best method/combination privately 
•  Compute the result 
•  Output noisy statistics 

Challenges 
•  What are the data characteristics that render a method better than another 

in terms of accuracy? 
•  Can we determine the best method by utilizing non-private information 

on the input data? 
•  If not, can we utilize only statistics that have very low sensitivity? 
•  How can we choose the best method on-the-fly? (Streaming setting) 
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Results 

•  Event level 
•  ϵ-differential privacy at any timestamp 
•  it does not protect user movement 
•  noise proportional to 1 

•  w-Event level 
•  ϵ-differential privacy at any w consecutive timestamps 
•  it protects user movement that lasts at most w 

timestamps 
•  noise proportional to w<<T 

•  User level 
•  ϵ-differential privacy at all timestamps 
•  it protects user movement 
•  noise proportional to T 
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Results 

•  Every existing method can be reproduced from three modules by 
parameterizing them 
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•  Combine modules in order to devise new efficient and accurate methods 
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