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/ PROBLEM \

How can we accurately release quantiles of a data set
while simultaneously preserving differential privacy?

More formally, suppose we have a dataset
D=(x,x,,....x )

where the entries come from a finite set of real numbers.
We define the Ath g-quantile of D as a number z that 1s
larger than a k/qg fraction of the entries of D.

In other words, z 1s a real number such that
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In order to preserve differential privacy, we will have to
release an

a-approximate kth g-quantile which 1s a number z such
that
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Our problem 1s to release z 1n a way that minimizes o
while preserving (g,0)-differential privacy.

APPROACH

To privately release quantiles, we will use an algorithm
that releases an approximate CDF of the data while
preserving differential privacy.

The approximate CDF can then be used to approximate
any quantile for the data set. To do this, one simply
calculates kn/g and then finds the point on the CDF with y
coordinate kn/q. The corresponding x coordinate for this
point 1s then z.

The main reason for outputting an approximate CDF as
opposed to a set of quantiles 1s that the approximate CDF
can be computed using an € amount of our privacy budget,
but once 1t 1s computed, 1t can be used to approximate any
quantile. In contrast, computing a set of quantiles and
releasing them will use up an € amount of the privacy
budget every time we have a different set of quantiles we
wish to compute.
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/ BINARY TREE ALGORITHM \

The binary tree algorithm works as follows:

* First, create a binary tree with the elements of the data
universe as the leaves of the binary tree.

* Then, 1terate through the data set and store the counts of
cach element in the data set in the leaf of the binary tree
corresponding to that element. So, the leaves of the
binary tree contain the number of times each element
occurred 1n the data set.

* Next, add the counts in adjacent nodes together and
repeat this process to form the entire binary tree.

* Then, add Lap((log D)/¢) noise to every node 1n the
binary tree

* Next, create the approximate CDF by using the binary
tree to compute the count 1n the intervals [min, #] for
various ¢. Since our data universe might be very large,
we cannot necessarily iterate ¢ over the entire data
universe and instead will need to choose a step size to
Increase ¢ by every time.

* One problem with just using this algorithm 1s that the
approximate CDF that 1s computed will not necessarily
be monotone since we added Laplace noise. We will
want to fix this by smoothing the CDF to make 1t
monotone.

SMOOTHING ALGORITHM

We can think of the approximate CDF as a vector where
the ith element of the vector 1s the count of the number of
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clements 1n the data set between [min, i * step size].

Clearly, 1f this vector 1s to represent a CDF, the entries
should be monotonically increasing since the counts can
only increase 1f we increase the size of the interval we are
considering.

So, we want to take our approximate CDF vector and
make 1t monotone 1n a way that will minimize the change
in the vector
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/ SMOOTHING ALGORITHM \

Formally, the smoothing algorithm works as follows:

* Given a vector v, the algorithm outputs a vector v’ that
minimizes the /, norm ||v’— v|| subject to the constraint
that v’1s monotone.

* The kth element of v’1s given by

min g, MaX g, o ML

where M[i,j] 1s the mean of the elements of v between
the ith and jth indices.

* So, simply applying the smoothing algorithm to the
output of the binary tree algorithm gives a monotone
approximate CDF for the data set that can be used to
approximate quantiles.

RESULTS

Below 1s a plot comparing the output of the above
algorithm to the original CDF on a large data set. The
error 1s interpreted as follows: with probability 1 — 3, the
count given by an interval query to the approximate CDF
1s with £ a of the value given by the same query to the
actual CDF.
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/ RESULTS \

Below 1s another plot comparing the approximate CDF to
the actual CDF on the same large data set, but this time the
quantiles are computed for the age characteristic. Here, we
see that the algorithm has very good accuracy even when
the counts 1n each bin are large.
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FUTURE WORK

* Find a good way to graphically show error

* More testing on different data sets
* Lower bound the expected error

* Potentially modify the binary algorithm to add less noise
to nodes closer to the root and more to nodes closer to
the leaves (a biased node close to the root affects

accuracy much more than one close to the leaves)
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