Privacy Tools

Hardness of Preventing False Discovery Prvacy To0ls o Data

Thomas Steinke & Jonathan Ullman Socie and Tstortiy Cyporspace Froject
Harvard & Columbia

/T he Problem of False Discove& / \ /

False Discovery and Statistical Queries Techniques \
veEroNoNo | [ WEronono | [ wERomono | [ wERuND A | [ WE Founono J query qi —>=2L3d __ Interactive Analyst
LINK BETWEEN LINK GETWEEN Ut:\I;BEJUEEN UNKBEJUE!;.,N LINK BETWEEN answer a,
e moroie | | Beneaor | | GemmoRo | | BmemoRNE | | bk moRnE " answer aj g Learns the
(p>o)os). (P>0)05‘). (P>o)05). UE;:QO?) (P>0)05). sample S
o || 98 || @8 |[Fos| & Dy I, nple
ﬂ 7{ ﬂ ﬂ % 4& answer ai
@ answer ai | .
A=A 23 tsmmen = -_— — ey q* (N ASks klllllg
Feey || Bree) || Ghee)” || Ghoes)” || Ghoes) | | QIR OME e | Distribution D over {0, 1}d Sample S of size n Oracle Interactive Analyst T _Inaccurate answerg l \query q*
—N, ' — -
& & & 7 &
70 v v False Discovery = Inaccurate Answers Decryption
\_queries 14
Oracle’s goal: Ensure each answer a is accurate - To answer k non-adaptive statistical queries, _ 4
The |a-q(D)| <0.01 n=0(log k) samples suffices. Secret keys &
EconOmist Unreliable research \; - p . . .
: Trouble at the lab : : . : . . Sample S Challenge Distribution
Psychological —  pecu Question: How many samples does the oracle need? Directly answering k adaptive queries requires
SCIENCE s =) sl \ n=6(k) [DNO3].
Home OnlineFirst All Issues Subscribe RSSE

False-Positive Psychology

Undisclosed Flexibility in Data Collection a
Analysis Allows Presenting Anything as Si §

Interactive Fingerprinting Codes

\ Content Subscribers

Our Results 7 SHERLOCK

Joseph P. Simmons1,

a4 w

Preventing False Discovery

Leif D. NelsenZ and

Uri Simonsohnl

G PLOS | meoicie - Differential Privacy [DMNSO06]
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1,140,912 1,413

computational barrier.
Why Most Published Research Findings Are False

John P. A. loannidis

Published: August 30, 2005 « DOI: 10.1371/journal.pmed.0020124

When we can prevent false discovery

4

Tracer Pirated Content

. . . An oracle is differentially private if it does not
Science is Interactive

: . Tracer’s goal: Identify and disconnect pirates.
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Theorem [DFHPRR14]: If the oracle is differentially
private, then it prevents false discovery.
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Tracer creates two versions of each episode.
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Corollary: There exists an efficient oracle that answers
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Conclude Corollary: There exists an inefficient oracle that Theorem [This work]: Any efficient oracle that answers If all the pirates receive the same version, then that
answers k queries, prevents false discovery, and uses k queries and prevents false discovery must have use version appears online.
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Our result is a nearly-optimal strengthening of It thgre are n pirates, after O(n’) episodes all pirates
Question: How much data is needed to ensure Question [HU14]: Is the gap between efficient and [HU14] (which proves n=0(k"3)) and holds under the '?'Leisl\(/jvi?lt(l]ﬁed [BS95, FTO1, TO3, LDRSAW13, HU14,
conclusions are valid? inefficient oracles inherent? assumption of strong OWFs and d > log n. '
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