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Why and how do privacy concerns effect people’s behavior? We model B’s privacy concerns in the form of a payment to an adversary’s * We always denote B’s strategy as A <0 tle f? L t € {0,1}
accusation. b Pri—0 [0 j — | B (D1 = Prlt =1])
Introduction g=Pifi=1]1=1

* We denote A’s strategy as x when she sees the 0-signal, and y when
she sees the 1-signal.

o Start with a basic game [NOS12]. (Wholewheat or Rye)
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« Parameters are set so that without a signal, A always prefers to opt out
(DM, —D1 My, <0, DM ;—DyM,; , < 0)
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C  Thm: The BNE of the game are characterized as follows
R Case Condition A’s Strategy B’s strategy
', . ] P t e {0 1} 4 O 1 No. (always: x1 = yo = 0)
" 1} A T e [O 1] S { ; } 1 | po> Moo+ Migand p1 > Moy + M, (zo,y1) = (1,1) (1,1)
« What if B views her type as private? - . ’ > B (D1 = Prlt = 1]) 2 po < Moo and 22 < 3 (wo,91) = G5, 0) | P =(01)
UupB (t) — pt]‘[fzt] Comments: f (E) 3 0 < po— Moo < My (zo,y1) = (1,%) P»
 Why? e : t p1Mio = poMia > Moy Mo — MooMis |
. 1. Bayes-Nash Equilibrium (not other solution concepts) _ y < Mryand 2> T o =020 [ B =00
 How much does privacy worth? 2 Band C are adversaries:  Given that B plays (p,q), then A’s best response is to report the 5 0<pn— My < Moy | (w0, 3n) = (P B 1) P
; ; ; B . t . b I f poMo1 — p1 Moo > Mo 1Mo — MooMi
« Due to many potential factors: 1 argmax P(,1) = | ayesian posterior belie :> 6 [0< p1do — poMrs < MoxMo — Moohis|  See below 2 <:|
. - . 0 < poMo,1 — p1 Moo < Mo 1 Mi,0 — Mo,oMi 1
° 1 * — P 1 = 1 1 = Table 1. The various conditions under which we characterize the BNEs of the
Adversary trying to learn her type 2. Zero sum game z"(p, q) = Pr [ £=10 R i W N P R A
* Future games and agents 3. We always assume D, > D, y'(pg) =Prt=1]t=1] (peptios vosDbeats | DoDiMOLMLo DEMGOMLS ). The point Py lines at the
. T intersection between two specific lines, and points P> and P, are the intersection points
° ’c 1 . . . . _ of each of those lines with the (¢ = 1)-line and (p = 1)-line resp. In case 6, the strate
Beliefs over future events 4. Let’signore C... Thm: Assuming (f,f;) is symmftric (and p,=p, not too large) then at of 4 i5 given by (o0 31) = M(Q) (EPMMLO M oo Mosoo— Manos)
 Randomness in mechanisms the BNE of the game B plays (p',q') s.t.

L—a™(p",q") =Pr[t =0 t 0] = %Jr e(p*. q’) g=Pili=1]t=1 g=Pili=1]t=1
Yy (p5 ) =Prt=1|t=1 =31+ q¢)

* Not randomized response per-se! (Assuming DD, p # ¢)

Given £ =0 : Givenf =1:
A prefers t = 0 A prefers t = 1
tot = L tot = 1

e Vast literature [GR11, NST12, X13, CCKMV13, GLRS14] on privacy
concerned agents, uses differential privacy:
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A mechanism M is e-differentially private if VD ~ D', Vo

p- - _~‘,‘ Given t =0 : Given f =1 :
Pr[M(D) = o] < ePr[M(D') = o] P(t,t) A prefrs = 1 A prefs £ = L
. . . . « We only change the payments function P. tor=0 tof=1
 Differentially private mechanisms have powerful guarantee y J bay 2.0 /1 Paym ents
. - p=Prff=0t=0] p=Prfi=0]t=0]
E|Ututure| participate| /2 o—c ooy E|Usut —participate _
e | Ptemeie) Elltuare | Types of Payment functions fe 0.1) o= piiz1]imn
. _ «— : t €40,1
* Inour case (n=1), B can play Randomized Response Prt = t] = ! +2€/2 1. Proper scoring rules A €101} B (Dh Z{Pr[t}z 1)
e  Areports her belief that Bis of type 1 (¢ € [0,1]) Li—g
Prt=0]t=0] 14+¢€/2 . AN T AN X .
Pri=0|f=1 1 _2/2 =¢ 2. 0/1 payments UA (t) — 1[t=t] up(t) = ﬂtl[tzt] — l[t:t] P
. " 0 < p1Mio— poMya < Mo Mo — Mo,oMi
A makes an accusation as to B’s type (t € {0,1}) 0 < poMo.1 — prMo.o < MoaMio — Mo.oMia
« Should B play Randomized Response, then her future utility changes by * Gets 1 if sheis correct, 0 if she is wrong . When the coupon valuation p, is known and fixed: goﬁw _ glﬁo,l AN
. . 1M1 0Mo,0
(1 = e)-factor 3. General payments & opting out S
~ p=Pr[t = t =
Related WOrk ) A makes an accusation as to B’s type, or opts out (t € {0,1, J_}) Thm: In a BNE of the full game — . .
* Get0if she opts out, gets paid if she’s right, pays if she’s wrong * When pj,p,>1 * But even when B plays randomized response, she still doesn’t trade-off
e [GR11, NST12, X13, CCKMV13, GLRS14]: Avoid modeling privacy Both types play deterministically (with signal=type) the value of the coupon to the payments to the adversary
concerns using “hardwired” privacy loss (altering the agent’s utility) « |s there a connection to Randomized Response in each payment? * When p,p;<1 * Instead, mall changes to p,,p; may change the BNE strategy sharply.
U = Unpectmniom — Unpivncs Bayes Nash Equilibrium 101 In any BNE of the game — d type of B plays deterministically

* Bayesian Game:
— Type spaces for Aand B: Iy xI's

( Upper-Bound(Uprivey) o Jugs, {‘“ @ﬂig = )} ) Future Directions

When the coupon valuation p, is sampled from a continuous distribution
A’s strategy leads to a threshold phenomena in B’s behavior
r=Prft=0|1=0]

y=Prt=1]|%=1]

— A prior distribution Il over [y x I'g

* Using an agent’s intrinsic value of privacy v,

— Set of actions S, Sy

* Even when B’s behavior %2 Randomized Response: we don’t get the
elegance of hard-wired privacy loss way-of-thinking.

— Utility functions: uy up: Iy x I x SyxSg—> R
* Strategies:

— o 1y—> A(Sy), o ls—> A(Sp)
* (0, ,05)is BNE if

« Make claims about privacy and truthfulness in
« Voting
* Facility location
« Conducting a survey

« Give upper and lower bounds

* When agents’ valuations of privacy are correlated with type,
then, worst-case settings cause the mechanism to have a
non-useful output.

................ — Is differential-privacy “wrong?” (i.e. not suited for how people
* Type-t B agent with p>T always plays truthfully (f = ¢) think of privacy?)

Vtela, E[ua(Ta, Tg, 0,,0;5) | Ta=t] ZE[ua(Ta Tg, 0,,05) | Ta=t]

* Type-t B agentwith p<T'alwayslies (t =1 —1) « Is it because worst-case guarantees are the “wrong”
approach?
« Analyzing other scenarios

— The standard model with a trusted data curator

Vtels, E[us(Ta T, 0},0%) | Te=t] > E[us(Ta Tp, 0}, 04) | Tg = t]

coring Rules 101

* Note: As A doesn’t know B’s valuation —
A believes B is playing randomized response.

* A well-known way to convert beliefs into payments.

* Setting:
— Arandomvariable X < {0,1} that we are trying to predict.

Under the assumption D,>D), , in the BNE it holds that x=1 (A always

guesses B is of type 0 give the 0-signal) while vy is such that * Is privacy related to “risk aversion?”

— An expert knows the answer. But she’s not necessarily truthful...

* The expert will report x€[0,1]. We suggest payments ( ;. f;) s.t.
— If X=0, we will pay fy(x)
— If X=1, we will pay f;(x)

* For properscoringrules: if E[X] =Pr[X =1] =p

e Such a B agent does trade-off privacy for the sandwich.

« Maximize utility by playing Randomized Response.
We do not model B’s privacy loss, we model her privacy concerns.
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* We say scoring rule is symmetricif f,(1-x) = f,(x)
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