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DATA USE AGREEMENTS

OBJECTIVE

* To draft a whitepaper that provides an overview of current contractual
approaches to research data sharing.

APPROACH

* Analyzing existing data use agreements (DUAS), licenses, and policies
from data repositories, academic institutions, government agencies, and
businesses and mapping the common contractual terms to general
categories.
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PRELIMINARY CONCLUSIONS

* Early analysis of trends and themes in 17 DUASs already reviewed

* Most data repositories provide publicly-available, broadly-
applicable DUAs, terms of use, or policies, while non-repository
academic 1nstitutions, government agencies, and businesses often
make data available only upon application and create separate
agreements for each data transfer.

* DUASs generally stipulate that the data provider retains ownership of
the data after transferring 1t to a third party.

* Agreements often limit the use of the data to the purposes listed 1n
the data application and prohibit sharing of the data without prior
authorization.

* It 1s common for DUASs to establish specific confidentiality,
disclosure limitation, and security requirements.

* Data repositories typically adopt licenses that shift liability to other
parties.
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DATA TAGS PROJECT

OBJECTIVE

* To develop an automated system to obtain information about a dataset
and generate a tag and a customized license to govern subsequent
sharing and use of the data consistent with the relevant privacy interests
and statutory restrictions.
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APPROACH

* (Generating an interview wizard, or a series of questions for a data
depositor, to uncover the contents of and legal agreements for a given
dataset and drafting modular data use terms that can be used to create a
customized license agreement between a repository and a data user.

* Laws examined to date
* The Privacy Act of 1976
* Children’s Online Privacy Protection Act (COPPA)
* Family Educational Rights and Privacy Act (FERPA)
* Fair Credit Reporting Act
* Gramm-Leach-Bliley Act
* Health Insurance Portability and Accountability Act (HIPAA)

* Qutline of example interview wizard questions
1. How did you obtain the dataset?
2. Does the dataset contain information about individuals?

3. Have the individuals consented to the disclosure of their
information?

4. Does the dataset contain any of the following types of sensitive
information?

5. Questions related to any legal agreements that apply to the dataset.

6. Questions based on statutory and regulatory requirements that
potentially apply to the dataset.

* Modular license agreement terms

* Terms restricting data access, use, and sharing with other
researchers based on the requirements of the legal agreements and
statutes that apply to a dataset.

* Terms establishing the confidentiality, security, and retention
requirements that apply to a dataset.
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PRIVACY LAW RESOURCES

OBJECTIVE

* To compile a publicly-available, annotated resource of the hundreds of

federal and state laws and regulations with provisions that affect the
collection, storage, and transfer of sensitive data.

APPROACH

* Conducting legal research to compile a series of spreadsheets cataloging

the privacy-related treatises, articles, and federal and state laws that are
relevant to researchers in this area.

* Privacy Law Treatises

* Spreadsheet provides links to, citations for, main topic areas of,
and the tables of contents of 43 of the most prominent legal
treatises with a privacy focus.

* Includes comprehensive privacy law treatises and topical treatises
(medical privacy, financial privacy, government records,
communications privacy, national security, children’s and students’
privacy, data security, privacy torts, and others).

* Treatises cover state, federal, and foreign laws.

* Privacy Law Articles

* Spreadsheet and collection of article synopses catalog over 50
articles on privacy-related topics from law, ethics, and social
science journals.

* Annotations provide citations, links, abstracts, a list of topics
covered, analytical approaches used, and a list of laws examined
for each article.
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Synopsis Approaches
Personally identifiable information (Pll) is one of the most central concepts in information privacy regulation. The scope of [}
privacy laws typically turns on whether Pll is involved. The basic assumption behind the applicable laws is that if Pll is not

involved, then there can be no privacy harm. Atthe same time, there is no uniform definition of Pll in information privacy |

law. Moreover, computer science has shown thatin many circumstances non-Pll can be linked to individuals, and that

de-identified data can be re-identified. Pl and non-Pll are thus notimmutable categories, and there is a risk that
information deemed non-Pll at one time can be transformed into Pll at a Iater juncture. Due to the malleable nature of
Regulations, what constitutes PIl, some commentators have even suggested that Pll be abandoned as the mechanism by which to
the term and proposes a st;ndard-based Link Privacy, Information Best Practices, define the boundaries of privacy law.
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Addresses the problem of defining
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new model called PIl 2.0, which redefines
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Paul Schwartz, Privacy andaNew  Privacy and a New Concept of
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Identifiable Information  Information. 86 N.Y.U. L. Rev.
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In this Article, we argue that although the current approaches to Pll are flawed, the concept of Pll should not be
abandoned. We develop a new approach called “Pll 2.0,” which accounts for PIlI's malleability. Based upon a standard
rather than a rule, PIl 2.0 utilizes a continuum of risk of identification. PIl 2.0 regulates information that relates to either an
“identified” or “identifiable” individual, and it establishes different requirements for each category. To illustrate this theory,
we use the example of regulating behavioral marketing to adults and children. We show how existing approaches to PII
impede the effective regulation of behavioral marketing, and how Pl 2.0 would resolve these problems.
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Computer scientists have recently undermined our faith in the privacy-protecting power of anonymization, the name for

techniques that protect the privacy of individuals in large databases by deleting information like names and social

erties Law, Statutes, security numbers. These scientists have demonstrated that they can often “reidentify” or “deanonym dividuals
iav Regulations,  hidden in anonymized data with astonishing ease. By understanding this research, we realize we hav i
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Privacy and utility are fundamentally

3 Paul Ohm incompatible with each other.

Rev 1701 (2010) e 4 10 have paid it scant attention. We must respond to the surprising failure of anonymization, and this Article provides the
tools to do so.

Is it possible to publicly release useful data, while preserving the privacy of the individuals whose in formation is in the
database? This question has been the subject of considerable controversy, particularly in the wake of well-publicized
instances in which researchers showed how to re-identify individuals in supposedly anonymous data. Some have
argued that privacy and utility are fundamentally incompatible, while others have suggested that simple steps can be

Breaks out the varying issues related to taken to achieve both simultaneously. Both sides have looked to the computer science literature for support.

Felix T. Wu, Defining Privacy acggzcayti?gal:‘ggssillj)‘lzyhc?)ilzor\:;\zu:vr;\at Differential Privacy, | Best Practices, - . " ] ’ - :
and Utility in Data Sets. 84 U constitutes a privacy breach or a sk of Link _Anonymization, Standards, Whatthe existing debate has overlooked, however, is that the relationship between privacy and utility depends crucially
C———‘*‘——————mo | Rev 1117 Fal|.2013\ privacy breach, what could be potentially - Reidentification, Public Techmcal _on what we mean by _’prlvacy‘ and whatV\_le mean by ’_u_tlllty.' Apparen_lly contramdoryresultg inthe corr_lputersugnce
Colo. L. Rev 1117 (Fall 2013) useful forsot;ial data. and how do we Data Networks Solutions literature ca_n_ be e)_(plalned_b_ythe use of different deﬁnmons to formallz_e these concepts: Without sufficient aﬁent_lgn to
predictin advance lneluse of such data these definitional issues, itis all too easy to over-generalize the technical results. More importantly, formal definitions
. may never capture some of the nuances in common understandings of “privacy” and “utility,” nuances that are highly
contextual and that depend on social factors, not just numbers. By analyzing some ofthose nuances, we can begin to
understand the policy choices inherentin deciding whether and how to regulate data privacy across varying social
contexts.
In 1977 Dalenius articulated a desideratum for statistical databases: nothing about an individual should be learnable
from the database that cannot be learned without access to the database. We give a general impossibility result showing
that a formalization of Dalenius’ goal along the lines of semantic security cannot be achieved. Contrary to intuition, a
i - ’ Technical variant of the result threatens the privacy even of someone notin the database. This state of affairs suggests a new
oes not significantly Link | Anonymization, Public | gy ione measure, differential privacy, which, intuitively, captures the increased risk to one’s privacy incurred by participating in a
. ease as a result ofthat individual's Data Networks database. The techniques developed in a sequence of papers [8, 13, 3], culminating in those described in [12], can
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* Federal Privacy Laws

* Spreadsheet lists over 40 of the federal privacy laws that are most
significant to the collection, use, and sharing of research data.

* Includes citations, topics covered, brief descriptions, statutory
requirements, to whom and when the laws apply, enforcement
provisions, harm sought to prevent, stages in the research
information lifecycle affected, relevant definitions, and judicial
interpretations for each of the laws.

* State Privacy Laws

* Spreadsheet contains over 150 state laws related to data breaches,
identity theft, government data collection and security practices,
web site privacy policies, public records, and wiretapping laws.

* Qutlines topics covered, key requirements, definitions, enforcement
provisions, and judicial interpretations for each law.
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TRACKING POLICY CHANGES

OBJECTIVE

* To monitor legislative and regulatory developments that may have
implications for the collection, use, and sharing of data for research
purposes.

SAMPLING OF RECENT DEVELOPMENTS

\
e |Introduction of federal legislation to establish a commercial privacy

bill of rights and to regulate the collection of mobile geolocation data

\

2011 and law enforcement access to email records. )
\/ - N
\/ e Enactment of state laws restricting employers’ access to employee

social media accounts.
e New FERPA regulations took effect.
2012 e |Introduction of federal data breach and cybersecurity legislation. D

e Enactment of state privacy laws related to email records, mobile \
geolocation data, student data, drones, license plate readers, and
more.

e New COPPA regulations and VPPA amendments took effect.

£

2013 e |ntroduction of over 200 privacy-related legislative proposals at the
\/ federal level, including bills to amend ECPA and COPPA. /
APPROACH

* Reviewing recent and proposed legislative and regulatory changes and
analyzing the potential effects of such changes on researchers and data
repositories.

 Family Educational Rights and Privacy Act (FERPA)

* Summary of the 2012 revisions to the Department of Education’s
regulations governing the collection and disclosure of student
information.

* Compilation of the regulatory history of the revisions and
comments from privacy advocates submitted during the rulemaking
process.

* Analysis of the effect of the revised regulations on the future use of
student information for research purposes.

e Children’s Online Privacy Protection Act (COPPA)

* Summary of the changes made in 2013 to the definitions, notice and

consent, disclosure, and data security and retention provisions of
the COPPA regulations.

* Analysis of the potential impact of these changes on social science
researchers and data repositories.

* Discussion of the proposed COPPA amendments in the Do Not
Track Kids Act of 2013.

* Data Security Breach Laws

* Summary of state-by-state approaches in the following areas:
(1) data security requirements, (2) triggers for breach notification,
(3) exceptions to the notice requirement, (4) parties to be notified in
the event of a breach.

* Analysis of the data breach and security requirements from the
perspectives of researchers and data repositories.

* Review of federal data breach legislation and how 1t compares to
the existing state-level requirements.




